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In this paper a computer implementation of the models of the nonconventional encryption
algorithm, based on nonpositional polynomial notation system, is presented. An important stage of
mathematical and computer modeling is a transformation of a mathematical model in a computer
program. Development and testing of software for scienti�c research often takes a long time. One
possible solution is the use of object-oriented programming. This approach enables code reuse while
encapsulation of data and templates provide reliable code. The use of OOP is particularly advantageous
in scienti�c research programs that include a parallel processing.

This paper considers a model of block cipher algorithm developed using nonpositional polynomial
notation systems (NPNs) or a polynomial residual notation system (RNS). Classical modular arithmetic
is based on the Chinese remainder theorem, which states that any number can be represented by their
remainders (residues) from its division by the base numbers systems, which are formed pairwise prime
numbers. In polynomial RNS moduli are represented by irreducible polynomials with coe�cients over
the GF(2). The usage of NPNs allows improving durability and e�ciency of nonpositional cryptographic
algorithms without increasing the length of secret key.

Improved e�ciency is provided by the rules of NPNs in which all arithmetic operations can be
performed in parallel to the base module NPNs. In nonpositional cryptosystems the cryptostrength is
characterized by a complete secret key. Cryptostrength in this case depends not only on the length
of a key sequence, but also on choice of a system of polynomial bases. With the growth of the order
of irreducible polynomials with binary coe�cients, their number also grows rapidly. The greater the
length of the input block, the more choices of working systems bases are possible. Therefore, the
cryptostrength of the proposed encryption algorithm against bruteforce attack signi�cantly increases
with the length of the electronic message. During the development of the nonpositional encryption
algorithm di�erent designs of the Feistel scheme and encryption modes are investigated.

In this paper the methods of object-oriented programming, that simplify the research process of
developed models, are described. The use of object-oriented approach and design patterns makes the
program design more �exible. In particular, this makes it possible to easily change the classes that
de�ne the components of the model of the encryption algorithm. The biggest obstacle lies in hard
coded information about which model con�guration is used. With the creational patterns, there are
di�erent ways to get rid of the explicit reference to the speci�c code that implements the functions of
a cryptosystem.

Basic design patterns used to create the foundations of the program are described. Application
of Abstract Factory, Singleton, Strategy design patters is shown. Furthermore the structure
of the developed software is described. The functionality of the

”
polynomial“ and

”
crypto“

packaged is explained, and included classes BinaryPolynomial, BinaryPolynomialMath, BinaryHelpers,
SimpleCipher, SimpleFeistel are shown.

The use of the Java platform during the computer implementation makes it possible to use the
software implementation of the nonconventional encryption algorithm in a wide range of computing
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devices and operating systems During software implementation of developed models, the statistical
characteristics of the resulting ciphertexts were analyzed by using statistical test suit.

Carried out the analysis of a computer program that implements the functions of generating a
complete encryption key and performs encryption using a block cipher modes.

The research of the possibility of implementing Feistel scheme and encryption modes helps to
investigate the practical usability of the developed models. Computer modelling of the nonpositional
encryption algorithm allows to develop recommendations for its application.

Key words: cryptographic system, encryption algorithm, modular arithmetic, computer

modeling.
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ÓÄÊ 004.056.5
Â ðàáîòå ðàññìàòðèâàåòñÿ êîìïüþòåðíàÿ ðåàëèçàöèÿ ìîäåëåé íåòðàäèöèîííîãî àëãîðèòìà
øèôðîâàíèÿ, îñíîâàííîãî íà íåïîçèöèîííîé ïîëèíîìèàëüíîé ñèñòåìå ñ÷èñëåíèÿ. Îïèñàíû
ìåòîäû îáúåêòíî-îðèåíòèðîâàííîãî ïðîãðàììèðîâàíèÿ, óïðîùàþùèå ïðîöåññ èññëåäîâàíèÿ
ðàçðàáîòàííûõ ìîäåëåé. Ïðîâåäåí àíàëèç êîìïüþòåðíîé ïðîãðàììû, ðåàëèçóþùåé ôóíêöèè
ãåíåðàöèè ïîëíîãî êëþ÷à øèôðîâàíèÿ è âûïîëíÿþùåé øèôðîâàíèå ñ èñïîëüçîâàíèåì ðåæè-
ìîâ áëî÷íûõ øèôðîâ.

Êëþ÷åâûå ñëîâà: êðèïòîãðàôè÷åñêàÿ ñèñòåìà, àëãîðèòì øèôðîâàíèÿ, ìîäóëÿðíàÿ àðèô-
ìåòèêà, êîìïüþòåðíîå ìîäåëèðîâàíèå.

Ââåäåíèå. Âàæíûì ýòàïîì ìàòåìàòè÷åñêîãî è êîìïüþòåðíîãî ìîäåëèðîâàíèÿ ÿâëÿ-
åòñÿ ïðåîáðàçîâàíèÿ ìàòåìàòè÷åñêîé ìîäåëè â ãîòîâóþ êîìïüþòåðíóþ ïðîãðàììó. Ðàçðà-
áîòêà è îòëàäêà ïðîãðàììíîãî îáåñïå÷åíèÿ (ÏÎ) äëÿ ïðîâåäåíèÿ íàó÷íûõ èññëåäîâàíèé
÷àñòî çàíèìàåò ìíîãî âðåìåíè. Äëÿ óìåíüøåíèÿ óñèëèé, çàòðà÷èâàåìûõ íà ðåøåíèå çàäà÷
ïðîãðàììèðîâàíèÿ, âîçìîæíî èñïîëüçîâàòü ñîâðåìåííûå ìåòîäû ðàçðàáîòêè ÏÎ, êîòîðûå
äåëàþò ðåàëèçàöèþ ïðèëîæåíèÿ áîëåå ïîíÿòíîé è ýôôåêòèâíîé.

Îäíèì èç âîçìîæíûõ ðåøåíèé ÿâëÿåòñÿ èñïîëüçîâàíèå îáúåêòíî-îðèåíòèðîâàííîãî
ïðîãðàììèðîâàíèÿ (ÎÎÏ). Äàííûé ïîäõîä ïðåäîñòàâëÿåò âîçìîæíîñòü ïîâòîðíîãî èñ-
ïîëüçîâàíèÿ êîäà, à èíêàïñóëÿöèÿ äàííûõ è øàáëîíû ïðåäîñòàâëÿþò íàäåæíûé êîä. Èñ-
ïîëüçîâàíèå ÎÎÏ ÿâëÿåòñÿ îñîáåííî ïðåäïî÷òèòåëüíûì â íàó÷íûõ ïðîãðàììàõ, âêëþ÷à-
þùèõ ïàðàëëåëüíóþ îáðàáîòêó [1].

Ðàññìàòðèâàåìûå â äàííîé ðàáîòå ìîäåëè àëãîðèòìà áëî÷íîãî øèôðîâàíèÿ ðàçðàáî-
òàíû ñ èñïîëüçîâàíèåì íåïîçèöèîííîé ïîëèíîìèàëüíîé ñèñòåìû ñ÷èñëåíèÿ (ÍÏÑÑ) èëè
ïîëèíîìèàëüíîé ñèñòåìû îñòàòî÷íûõ êëàññîâ (ÑÎÊ) [2]. Â ðàáîòå [3] îïèñàíû ìîäèôè-
êàöèè äàííûõ ìîäåëåé íåòðàäèöèîííîãî àëãîðèòìà øèôðîâàíèÿ ñ èñïîëüçîâàíèåì ñåòè
Ôåéñòåëÿ è ðåæèìîâ áëî÷íîãî øèôðà.

Â êëàññè÷åñêîé ñèñòåìå îñòàòî÷íûõ êëàññîâ êàæäîå ÷èñëî, ìíîãîðàçðÿäíîå â ïîçèöè-
îííîé ñèñòåìå ñ÷èñëåíèÿ, ïðåäñòàâëÿåòñÿ â âèäå íåñêîëüêèõ ìàëîðàçðÿäíûõ ïîçèöèîííûõ
÷èñåë, êîòîðûå ÿâëÿþòñÿ îñòàòêàìè, ïîëó÷åííûìè îò äåëåíèÿ èñõîäíîãî ÷èñëà íà âçàèìíî
ïðîñòûå îñíîâàíèÿ [4]. Â îáû÷íîé ïîçèöèîííîé äâîè÷íîé ñèñòåìå ïðè âûïîëíåíèè àðèô-
ìåòè÷åñêèõ îïåðàöèé îáðàçóþòñÿ ïåðåíîñû â ñëåäóþùèé ñòàðøèé ðàçðÿä, âñëåäñòâèå ÷åãî

Ðàáîòà âûïîëíåíà ïðè ïîääåðæêå ïðîãðàììíî-öåëåâîãî ôèíàíñèðîâàíèÿ íàó÷íî-òåõíè÷åñêèõ ïðî-
ãðàìì è ïðîåêòîâ Êîìèòåòà íàóêè ÌÎÍ ÐÊ � 0128/ÏÖÔ.
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íåîáõîäèìî âûïîëíÿòü äàííûå îïåðàöèè ïîñëåäîâàòåëüíî ïî ðàçðÿäàì. Â ÑÎÊ ñóùåñòâó-
åò âîçìîæíîñòü ðàñïàðàëëåëèòü ýòîò ïðîöåññ. Â ñîîòâåòñòâèè ñ ïðàâèëàìè, âñå îïåðàöèè
íàä îñòàòêàìè ïî êàæäîìó îñíîâàíèþ ìîæíî âûïîëíÿòü îòäåëüíî è íåçàâèñèìî, ò. å. ïà-
ðàëëåëüíî. Ñ ó÷åòîì òîãî, ÷òî îïåðàöèè ïðîâîäÿòñÿ íàä äàííûìè ìåíüøåé ðàçðÿäíîñòè,
÷åì âõîäíîé áëîê, òî ñêîðîñòü îáðàáîòêè òàêæå óâåëè÷èâàåòñÿ.

Â äàííîé ðàáîòå îïèñûâàåòñÿ ðàçðàáîòêà êîìïüþòåðíîé ìîäåëè àëãîðèòìà ñèììåòðè÷-
íîãî øèôðîâàíèÿ, îñíîâàííîãî íà áàçå ïîëèíîìèàëüíîé ñèñòåìû îñòàòî÷íûõ êëàññîâ.

1. Àëãîðèòì ñèììåòðè÷íîãî øèôðîâàíèÿ íà áàçå ÍÏÑÑ. Àíàëîãè÷íî êèòàé-
ñêîé òåîðåìå îá îñòàòêàõ [5], â ïîëèíîìèàëüíûõ ñèñòåìàõ ñ÷èñëåíèÿ â îñòàòî÷íûõ êëàññàõ
ëþáîé ïîëèíîì ìîæåò áûòü ïðåäñòàâëåí ñâîèìè îñòàòêàìè (âû÷åòàìè) îò äåëåíèÿ íà ñè-
ñòåìó îñíîâàíèé, ñîñòîÿùåé èç íåïðèâîäèìûõ ìíîãî÷ëåíîâ íàä ïîëåì GF (2) [6, 7].

Äëÿ ôîðìèðîâàíèÿ ÍÏÑÑ ïðè øèôðîâàíèè áëîêà äëèíîé N áèò èç ìíîæåñòâà âñåõ
íåïðèâîäèìûõ ìíîãî÷ëåíîâ ñòåïåíè íå âûøå çíà÷åíèÿ N âûáèðàþòñÿ ðàáî÷èå îñíîâàíèÿ

p1(x),p2(x),...,pS(x). (1)

Âñå âûáèðàåìûå îñíîâàíèÿ äîëæíû îòëè÷àòüñÿ äðóã îò äðóãà, äàæå åñëè îíè ÿâëÿþòñÿ
íåïðèâîäèìûìè ïîëèíîìàìè îäíîé ñòåïåíè. Òîãäà â ýòîé ñèñòåìå ëþáîé ìíîãî÷ëåí ñòåïå-
íè ìåíüøå ñóììû ñòåïåíåé âñåõ ðàáî÷èõ îñíîâàíèé (1) èìååò åäèíñòâåííîå ïðåäñòàâëåíèå
â âèäå ïîñëåäîâàòåëüíîñòè îñòàòêîâ (âû÷åòîâ) îò äåëåíèÿ åãî íà äàííûå îñíîâàíèÿ. Òà-
êèì îáðàçîì, áëîê îòêðûòîãî òåêñòà è êëþ÷åâàÿ ïîñëåäîâàòåëüíîñòü äëèíîé N áèò ìîãóò
áûòü ïðåäñòàâëåíû â âèäå ïîñëåäîâàòåëüíîñòåé âû÷åòîâ F (x) = (α1(x),α2(x),...,αS(x)) è
G(x) = (β1(x),β2(x),...,βS(x)) ñîîòâåòñòâåííî, ïîëó÷åííûõ â ðåçóëüòàòå äåëåíèÿ ïî ðàáî-
÷èì îñíîâàíèÿì ñèñòåìû. Ïîêàæåì ïðèìåð ïðîñòîãî ïðåîáðàçîâàíèÿ îòêðûòîãî òåêñòà â
øèôð.

Øèôðîâàííîå ñîîáùåíèå ôîðìèðóåòñÿ â ðåçóëüòàòå óìíîæåíèÿ ìíîãî÷ëåíîâ F (x) è
G(x):

F (x)G(x) ≡ H(x)(modP (x)), (2)

ò. å. ìîæåò áûòü ïðåäñòàâëåíî â âèäå îñòàòêîâ îò äåëåíèÿ ïðîèçâåäåíèé αi(x)βi(x) íà
ñîîòâåòñòâóþùèå îñíîâàíèÿ pi(x).

Äëÿ ðàñøèôðîâàíèÿ íåîáõîäèìî âû÷èñëèòü îáðàòíûé (èíâåðñíûé) ìíîãî÷ëåí
G−1(x) = (β−11 (x),β−12 (x),...,β−1S (x)). Òîãäà èñõîäíîå ñîîáùåíèå âîññòàíàâëèâàåòñÿ ïî ñðàâ-
íåíèþ:

F (x) ≡ G−1(x)H(x)(mod P (x)). (3)

Ñåêðåòíûé êëþ÷, èñïîëüçóåìûé äëÿ øèôðîâàíèÿ, íàçûâàåòñÿ ïîëíûì. Ïîëíûé êëþ÷
ñîñòîèò èç êëþ÷åâîé ïñåâäîñëó÷àéíîé ïîñëåäîâàòåëüíîñòè è âûáðàííîé ñèñòåìû ïîëèíî-
ìèàëüíûõ îñíîâàíèé, êîòîðàÿ òàêæå äåðæèòñÿ â ñåêðåòå. Ñ ðîñòîì ïîðÿäêà íåïðèâîäèìûõ
ìíîãî÷ëåíîâ ñ äâîè÷íûìè êîýôôèöèåíòàìè èõ êîëè÷åñòâî ñòðåìèòåëüíî ðàñòåò, â ñâÿçè
ñ ýòèì î÷åâèäåí øèðîêèé âûáîð ïîëèíîìèàëüíûõ îñíîâàíèé. Êîëè÷åñòâî âàðèàíòîâ âû-
áîðà ÍÏÑÑ ñóùåñòâåííî âîçðàñòàåò ñ óâåëè÷åíèåì äëèíû øèôðóåìîãî áëîêà [8]. Â ñâÿçè
ñ ýòèì, â àëãîðèòìå øèôðîâàíèÿ, îñíîâàííîì íà ÍÏÑÑ, ñåêðåòíûå ïàðàìåòðû øèôðà
çàâèñÿò íå òîëüêî îò äëèíû êëþ÷åâîé ïîñëåäîâàòåëüíîñòè, íî è îò âûáðàííîé ñèñòåìû
ïîëèíîìèàëüíûõ îñíîâàíèé, à òàêæå îò ïîðÿäêà ðàñïîëîæåíèÿ îñíîâàíèé â ñèñòåìå.

Â ðàáîòå [3] áûëè îïèñàíû ìîäèôèêàöèè íåòðàäèöèîííîãî àëãîðèòìà øèôðîâàíèÿ ñ èñ-
ïîëüçîâàíèåì ñåòè Ôåéñòåëÿ â êà÷åñòâå ïðåä- è ïîñòîáðàáîòêè áëîêà øèôðóåìûõ äàííûõ.
Ïðèìåíåíèå óêàçàííûõ âûøå ñâîéñòâ àëãîðèòìà øèôðîâàíèÿ ïðè ãåíåðàöèè ðàóíäîâûõ



Íûñàíáàåâà Ñ. Å., Ìàãçîì Ì.Ì. 49

êëþ÷åé ïðèâîäèò ê íåðàâíîìåðíîìó èçìåíåíèþ âíóòðåííèõ ñâîéñòâ ñåòè Ôåéñòåëÿ, ÷òî
óñëîæíÿåò àíàëèç ñâîéñòâ ìîäåëåé øèôðà.

Â îòëè÷èå îò òðàäèöèîííîé ñåòè Ôåéñòåëÿ, ãäå âõîäíûìè äàííûìè ÿâëÿåòñÿ îòêðûòûé
òåêñò ñîîáùåíèÿ, â ìîäåëè ñ ïîñòîáðàáîòêîé íà âõîä ïîäàåòñÿ áèòîâàÿ ïîñëåäîâàòåëüíîñòü
øèôðîòåêñòà, ïîëó÷àåìàÿ ïðè øèôðîâàíèè íåòðàäèöèîííûì àëãîðèòìîì íà áàçå ÍÏÑÑ.

Â ìîäåëè ñ ïðåäîáðàáîòêîé áëîê îòêðûòîãî òåêñòà ïðåäâàðèòåëüíî øèôðóåòñÿ ïî êëàñ-
ñè÷åñêîé ñõåìå Ôåéñòåëÿ, ïîñëå ÷åãî ïðåîáðàçóåòñÿ íåòðàäèöèîííûì ìåòîäîì øèôðîâà-
íèÿ.

Êðîìå ýòîãî, áûëà ðàçðàáîòàíà ìîäåëü àëãîðèòìà øèôðîâàíèÿ, êîòîðàÿ ïîâòîðÿåò
ñòðóêòóðó êëàññè÷åñêîé ñåòè Ôåéñòåëÿ, íî â êîòîðîé ðàóíäîâàÿ F -ôóíêöèÿ ïðåîáðàçó-
åò ïîäáëîê âõîäíûõ äàííûõ ñ ïîìîùüþ íåòðàäèöèîííîãî ìåòîäà øèôðîâàíèÿ. Ôóíêöèÿ
øèôðîâàíèÿ F ïîäáëîêà ìîæåò çàâèñåòü íå òîëüêî îò ðàóíäîâîãî êëþ÷à K(i), íî è îò
âûáðàííîé ñèñòåìû îñíîâàíèé. Â ýòîì ñëó÷àå äàííàÿ ôóíêöèÿ áóäåò íàçûâàòüñÿ ãåòå-
ðîãåííîé. Ïðèìåíåíèå ãåòåðîãåííûõ ñåòåé ìîæåò çíà÷èòåëüíî óëó÷øèòü õàðàêòåðèñòèêè
øèôðà, ïîñêîëüêó íåðàâíîìåðíîå èçìåíåíèå âíóòðåííèõ ñâîéñòâ ñåòè â ïðåäåëàõ äîïó-
ñòèìûõ ãðàíèö äåëàåò èçó÷åíèå ñâîéñòâ øèôðà äîñòàòî÷íî çàòðóäíèòåëüíûì çàíÿòèåì.

Â [9] ïîêàçàíà ñòðóêòóðà ìîäåëè àëãîðèòìà øèôðîâàíèÿ ñ èñïîëüçîâàíèåì âëîæåííîé
ñåòè Ôåéñòåëÿ. Â äàííîé ìîäåëè ôóíêöèÿ ïðåîáðàçîâàíèÿ F òàêæå ïðåäñòàâëÿåò ñîáîé
ñåòü Ôåéñòåëÿ.

Âî âñåõ ìîäåëÿõ äëÿ óëó÷øåíèÿ ñòàòèñòè÷åñêèõ ñâîéñòâ ïîëó÷àåìûõ êðèïòîãðàìì èñ-
ïîëüçóåòñÿ ðåæèì øèôðîâàíèÿ. Ðåæèìû øèôðîâàíèÿ èñïîëüçóþòñÿ äëÿ ìîäèôèêàöèè
ïðîöåññà øèôðîâàíèÿ òàê, ÷òîáû ðåçóëüòàò øèôðîâàíèÿ êàæäîãî áëîêà áûë óíèêàëü-
íûì âíå çàâèñèìîñòè îò øèôðóåìûõ äàííûõ è íå ïîçâîëÿë ñäåëàòü êàêèå-ëèáî âûâîäû
îá èõ ñòðóêòóðå. Ýòî îáóñëîâëåíî, ïðåæäå âñåãî, òåì, ÷òî áëî÷íûå øèôðû øèôðóþò äàí-
íûå áëîêàìè ôèêñèðîâàííîãî ðàçìåðà, è ïîýòîìó ñóùåñòâóåò ïîòåíöèàëüíàÿ âîçìîæíîñòü
óòå÷êè èíôîðìàöèè î ïîâòîðÿþùèõñÿ ÷àñòÿõ äàííûõ øèôðóåìûõ íà îäíîì è òîì æå êëþ-
÷å.

Â äàííîé ìîäåëè ïðèìåíÿåòñÿ ðåæèì Chipher Block Chaining [10] � ðåæèì ñöåïëåíèÿ
áëîêîâ øèôðà. Ïðåîáðàçîâàíèå âûïîëíÿåòñÿ ñëåäóþùèì îáðàçîì: êàæäûé áëîê îòêðû-
òîãî òåêñòà ñêëàäûâàåòñÿ ïî ìîäóëþ 2 ñ ðåçóëüòàòîì øèôðîâàíèÿ ïðåäûäóùåãî áëîêà.
Òàêèì îáðàçîì, ðåçóëüòàòû øèôðîâàíèÿ ïðåäûäóùèõ áëîêîâ âëèÿþò íà øèôðîâàíèå ñëå-
äóþùèõ áëîêîâ.

Ïðè ýòîì â íà÷àëå øèôðîâàíèÿ èñïîëüçóåòñÿ âåêòîð èíèöèàëèçàöèè äëÿ òîãî, ÷òîáû
ëþáîå ñîîáùåíèå áûëî óíèêàëüíûì. Â ñâÿçè ñ ýòèì âåêòîð èíèöèàëèçàöèè äîëæåí áûòü
ñëó÷àéíûì ÷èñëîì. Åãî íå îáÿçàòåëüíî õðàíèòü â ñåêðåòå, ìîæíî ïåðåäàâàòü åãî âìåñòå
ñ ñîîáùåíèåì.

2. Ïðîãðàììíàÿ ðåàëèçàöèÿ ìîäåëåé ñ èñïîëüçîâàíèåì îáúåêòíî-îðèåíòè-

ðîâàííîãî ïîäõîäà. Ïðè êîìïüþòåðíîì ìîäåëèðîâàíèè àëãîðèòìà øèôðîâàíèÿ íåîá-
õîäèìî ïðåäóñìàòðèâàòü âîçìîæíîñòè èçìåíåíèÿ ïðîãðàììû è ïîñòàâëåííûõ çàäà÷.

Äëÿ ðåøåíèÿ çàäà÷è â ïðîöåäóðíîì ïðîãðàììèðîâàíèè íåîáõîäèìî ñîçäàòü ðàçëè÷íûå
ôóíêöèè, ðåàëèçóþùèå ôóíêöèè ãåíåðàöèè ïîëíîãî êëþ÷à øèôðîâàíèÿ, è âûïîëíÿþùèå
øèôðîâàíèå ñ èñïîëüçîâàíèåì ðåæèìîâ áëî÷íûõ øèôðîâ äëÿ êàæäîé èç íåîáõîäèìûõ
êîíôèãóðàöèé ìîäåëåé øèôðà. Â ôóíêöèÿõ äîëæíû áûòü æåñòêî îïðåäåëåíû ïàðàìåòðû
äàííûõ ìîäåëåé. Äëÿ òîãî ÷òîáû èçìåíèòü ñòðóêòóðó, ïðèäåòñÿ èçìåíèòü ñàìó ôóíêöèþ,
ëèáî çàìåíèâ åå (òî åñòü ïîëíîñòüþ ïåðåïèñàâ çàíîâî), ëèáî íåïîñðåäñòâåííî ìîäèôèöè-
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ðîâàâ åå ôðàãìåíòû. Îáà ïóòè ÷ðåâàòû îøèáêàìè è íå ñïîñîáñòâóþò ïîâòîðíîìó èñïîëü-
çîâàíèþ.

Èñïîëüçîâàíèå îáúåêòíî-îðèåíòèðîâàííîãî ïîäõîäà è øàáëîíîâ ïðîåêòèðîâàíèÿ ïîç-
âîëÿþò ñäåëàòü äèçàéí áîëåå ãèáêèì, õîòÿ è íåîáÿçàòåëüíî ìåíüøèì ïî ðàçìåðó. Â ÷àñò-
íîñòè, ýòî äàåò âîçìîæíîñòü ëåãêî èçìåíÿòü êëàññû, îïðåäåëÿþùèå êîìïîíåíòû ìîäåëåé
àëãîðèòìà øèôðîâàíèÿ.

Ñàìîå ñåðüåçíîå ïðåïÿòñòâèå ëåæèò â æåñòêî óêàçàííîé â êîäå èíôîðìàöèè î òîì,
êàêàÿ êîíôèãóðàöèÿ ìîäåëè ðåàëèçóåòñÿ. Ñ ïîìîùüþ ïîðîæäàþùèõ øàáëîíîâ ìîæíî
ðàçëè÷íûìè ñïîñîáàìè èçáàâèòüñÿ îò ÿâíûõ ññûëîê íà êîíêðåòíûå ôóíêöèè êîäà [11],
ðåàëèçóþùèå ôóíêöèîíàë ìîäåëåé êðèïòîñèñòåìû.

Ðàññìîòðèì îñíîâíûå øàáëîíû ïðîåêòèðîâàíèÿ, èñïîëüçîâàííûå ïðè ñîçäàíèè îñíîâû
ïðîãðàììû.

Øàáëîí ïðîåêòèðîâàíèÿ
”
Factory“ (

”
Ôàáðèêà“) èíêàïñóëèðóåò ñîçäàíèå îäíîãî èç

íåñêîëüêèõ ñâÿçàííûõ êëàññîâ. Íàçíà÷åíèå äàííîãî øàáëîíà ïðîåêòèðîâàíèÿ � ïðåäî-
ñòàâëÿòü èíòåðôåéñ äëÿ ñîçäàíèÿ ñåìåéñòâ âçàèìîñâÿçàííûõ èëè âçàèìîçàâèñèìûõ îáú-
åêòîâ, íå ñïåöèôèöèðóÿ èõ êîíêðåòíûõ êëàññîâ.

×òîáû â ïðèëîæåíèè ìîæíî áûëî èñïîëüçîâàòü ðàçëè÷íûå êîíôèãóðàöèè, â íåì íå
äîëæíû áûòü æåñòêî çàêîäèðîâàíû ïàðàìåòðû àëãîðèòìà.

Åñëè ðåàëèçàöèÿ è èíñòàíöèðîâàíèå êëàññîâ äëÿ êîíêðåòíîé êîíôèãóðàöèè ðàçáðîñàíî
ïî âñåìó ïðèëîæåíèþ, òî èçìåíèòü ìåòîäû ðàñ÷åòà âïîñëåäñòâèè áóäåò íåëåãêî.

Äëÿ ðåøåíèÿ ýòîé ïðîáëåìû îïðåäåëåí àáñòðàêòíûé êëàññ AbstractCipherFactory, â êî-
òîðîì îáúÿâëåí èíòåðôåéñ äëÿ ñîçäàíèÿ âñåõ ðàçðàáîòàííûõ ìîäåëåé àëãîðèòìà øèôðî-
âàíèÿ. Êëèåíòû èñïîëüçóþò ýòîò èíòåðôåéñ äëÿ ïîëó÷åíèÿ ýêçåìïëÿðîâ ìîäåëåé øèôðà,
íî ïðè ýòîì íè÷åãî íå çíàþò î òîì, êàêèå èìåííî êëàññû èñïîëüçóþò. Ñòàëî áûòü, êëè-
åíòû îñòàþòñÿ íåçàâèñèìûìè îò âûáðàííîé êîíôèãóðàöèè. Íà ðèñ. 1 ïîêàçàíà ñòðóêòóðà
äàííîãî øàáëîíà.
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Ðèñ. 2. Ñòðóêòóðà øàáëîíà
”
Ïîâåäåíèå“

Êàê ïðàâèëî, ïðèëîæåíèþ íóæåí òîëüêî îäèí ýêçåìïëÿð êëàññà ConcreteFactory íà
êàæäîå ñåìåéñòâî ïðîäóêòîâ. Íåîáõîäèìî îáåñïå÷èòü êîíñòðóèðîâàíèå ýêçåìïëÿðà îäèí
ðàç, à çàòåì îáåñïå÷èòü îáðàùåíèå òîëüêî ê íåìó.

Ýòà çàäà÷à ðåøàåòñÿ ñ ïîìîùüþ øàáëîíà
”
Singleton“ (

”
Îäèíî÷êà“), êîòîðûé ãàðàíòè-

ðóåò, ÷òî ó êëàññà åñòü òîëüêî îäèí ýêçåìïëÿð, è ïðåäîñòàâëÿåò ê íåìó ãëîáàëüíóþ òî÷êó
äîñòóïà. Äàííûé øàáëîí ïðîåêòèðîâàíèÿ óñòðîåí òàê, ÷òî òîò åäèíñòâåííûé ýêçåìïëÿð,
êîòîðûé èìååòñÿ ó êëàññà, � ñàìûé îáû÷íûé, íî áîëüøå îäíîãî ýêçåìïëÿðà ñîçäàòü íå
óäàñòñÿ. ×àùå âñåãî äëÿ ýòîãî îãðàíè÷èâàþò äîñòóï ê îïåðàöèè, ñîçäàþùåé ýêçåìïëÿðû,
ïðÿ÷à åå çà îïåðàöèåé êëàññà (ò. å. çà ñòàòè÷åñêîé ôóíêöèåé-÷ëåíîì èëè ìåòîäîì êëàññà),
êîòîðàÿ ãàðàíòèðóåò ñîçäàíèå íå áîëåå îäíîãî ýêçåìïëÿðà. Äàííàÿ îïåðàöèÿ èìååò äî-
ñòóï ê ïåðåìåííîé, ãäå õðàíèòñÿ óíèêàëüíûé ýêçåìïëÿð, è ãàðàíòèðóåò èíèöèàëèçàöèþ
ïåðåìåííîé ýòèì ýêçåìïëÿðîì ïåðåä âîçâðàòîì åå êëèåíòó. Ïðè òàêîì ïîäõîäå ìîæíî íå
ñîìíåâàòüñÿ, ÷òî ýêçåìïëÿð

”
Îäèíî÷êè“ áóäåò ñîçäàí è èíèöèàëèçèðîâàí ïåðåä ïåðâûì

èñïîëüçîâàíèåì.
Êëèåíòû îñóùåñòâëÿþò äîñòóï ê

”
Îäèíî÷êå“ èñêëþ÷èòåëüíî ÷åðåç ôóíêöèþ-÷ëåí

getInstance. Ïåðåìåííàÿ instance èíèöèàëèçèðóåòñÿ íóëåì, à ñòàòè÷åñêàÿ ôóíêöèÿ-÷ëåí
getInstance âîçâðàùàåò åå çíà÷åíèå, èíèöèàëèçèðóÿ åå óíèêàëüíûì ýêçåìïëÿðîì, åñëè â
òåêóùèé ìîìåíò îíî íå îïðåäåëåíî. Ôóíêöèÿ getInstance èñïîëüçóåò îòëîæåííóþ èíèöèà-
ëèçàöèþ: âîçâðàùàåìîå åé çíà÷åíèå íå ñîçäàåòñÿ è íå õðàíèòñÿ âïëîòü äî ìîìåíòà ïåðâîãî
îáðàùåíèÿ.

Øàáëîí ïðîåêòèðîâàíèÿ
”
Strategy“ (

”
Ïîâåäåíèå“) ïðåäîñòàâëÿåò ñåìåéñòâî àëãîðèò-

ìîâ, èíêàïñóëèðóåò êàæäûé èç íèõ è äåëàåò èõ âçàèìîçàìåíÿåìûìè.
”
Ïîâåäåíèå“ ïîçâî-

ëÿåò èçìåíÿòü àëãîðèòìû íåçàâèñèìî îò êëèåíòîâ, êîòîðûå èìè ïîëüçóþòñÿ. Ýòîò øàáëîí
ïîçâîëÿåò ìåíÿòü ïîâåäåíèå îáúåêòà, íå ìåíÿÿ åãî ñòðóêòóðó. Òàêèì îáðàçîì ìîæíî èç-
ìåíÿòü òèïû ìîäåëè àëãîðèòìà øèôðîâàíèÿ � ñîîòâåòñòâåííî è ïîâåäåíèå øèôðà, íà
ýòàïå âûïîëíåíèÿ ïðîãðàììû áåç íåîáõîäèìîñòè ïîâòîðíîé êîìïèëÿöèè è ñáîðêè èñõîä-
íîãî òåêñòà. Ñõåìà äàííîãî øàáëîíà ïîêàçàíà ðèñ. 2.
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Ðèñ. 3. Ñòðóêòóðà êîìïüþòåðíîé ðåàëèçàöèè ðàçðàáîòàííûõ ìîäåëåé

Ðàçðàáàòûâàåìûå ìîäåëè áûëè ðåàëèçîâàíû ñ èñïîëüçîâàíèåì ÿçûêà ïðîãðàììèðîâà-
íèÿ Java.

Íà ðèñ. 3 ïîêàçàíà äèàãðàììà c ñòðóêòóðîé ðàçðàáîòàííîé ïðîãðàììû.
Â ïàêåòå polynomial ñîçäàíû êëàññû äëÿ ðàáîòû ñ ìíîãî÷ëåíàìè íàä ïîëåì GF (2).

Áûë ðàçðàáîòàí êëàññ BinaryPolynomialMath, ðåàëèçóþùèé àðèôìåòè÷åñêèå îïåðàöèè ñ
áèíàðíûìè ïîëèíîìàìè. Äàííûé êëàññ ÿâëÿåòñÿ îñíîâîé äëÿ êîìïüþòåðíîé ðåàëèçàöèè
ðàçðàáîòàííûõ ìîäåëåé.

Ðàçðàáîòàí êëàññ BinaryPolynomial, îïèñûâàþùèé ìíîãî÷ëåí íàä ïîëåì GF (2). Ìå-
òîäû äàííîãî êëàññà ïîçâîëÿþò ñîçäàâàòü ýêçåìïëÿðû ìíîãî÷ëåíîâ çàäàííîãî ïîðÿäêà,
ïåðåâîäèòü ôîðìó îòîáðàæåíèÿ ìíîãî÷ëåíà èç äâîè÷íîãî â òåêñòîâûé, îïðåäåëÿòü íåïðè-
âîäèìîñòü äàííîãî ïîëèíîìà.

Êëàññ BinaryHelpers ðåàëèçóåò âñïîìîãàòåëüíûå ìåòîäû äëÿ ðàáîòû ñ äâîè÷íûìè äàí-
íûìè.

Ðàçðàáîòàííûå ìîäåëè àëãîðèòìîâ øèôðîâàíèÿ ðåàëèçîâàíû â ïàêåòå crypto. Òàêæå
òóäà âõîäÿò êëàññû äëÿ ãåíåðàöèè ïîëíîãî êëþ÷à øèôðîâàíèÿ, èñïîëüçóþùèå ðàçëè÷íûå
èñòî÷íèêè ýíòðîïèè îïåðàöèîííîé ñèñòåìû.

Êëàññû SimpleCipher è SimpleFeistel ðåàëèçóþò àëãîðèòì øèôðîâàíèÿ íà áàçå ÍÏÑÑ
ñ ïðèìåíåíèåì ñåòè Ôåéñòåëÿ è ðåæèìîâ áëî÷íîãî øèôðà. Ïðîãðàììà ïîçâîëÿåò çàäà-
âàòü ïàðàìåòðû äëÿ óïðàâëåíèÿ ðàçìåðîì áëîêà, êîëè÷åñòâîì ðàóíäîâ è èñïîëüçîâàíèÿ
ðåæèìà øèôðîâàíèÿ.

Àíàëèç ñòàòèñòè÷åñêèõ õàðàêòåðèñòèê ïîëó÷àåìûõ øèôðòåêñòîâ ïðîâîäèòñÿ ïóòåì èñ-
ïîëüçîâàíèÿ íàáîðà ñòàòèñòè÷åñêèì òåñòîâ [12].

Çàêëþ÷åíèå. Öåëü ïðîâîäèìûõ èññëåäîâàíèé çàêëþ÷àåòñÿ â àíàëèçå âîçìîæíîñòåé
ïðàêòè÷åñêîãî ïðèìåíåíèÿ àëãîðèòìà øèôðîâàíèÿ, ðàçðàáîòàííîãî íà áàçå íåïîçèöèîí-
íûõ ïîëèíîìèàëüíûõ ñèñòåì ñ÷èñëåíèÿ è èññëåäîâàíèè ýôôåêòèâíîñòè èñïîëüçîâàíèÿ
êëàññè÷åñêèõ ñòðóêòóð è ðåæèìîâ áëî÷íûõ øèôðîâ. Â ñâÿçè ñ ýòèì ðàçðàáîòàíî íåñêîëü-
êî ìîäåëåé àëãîðèòìà øèôðîâàíèÿ è èõ êîìïüþòåðíîé ðåàëèçàöèè.

Áûëî ïðîâåäåíî èññëåäîâàíèå ïî ïðèìåíåíèþ øàáëîíîâ ïðîåêòèðîâàíèÿ ïðè ñîçäàíèè
êîìïüþòåðíûõ ìîäåëåé. Ðàçðàáîòàíû ðåêîìåíäàöèè ïî èñïîëüçîâàíèþ êîíêðåòíûõ øàá-
ëîíîâ ïðîåêòèðîâàíèÿ è ïðîâåäåíû ýêñïåðèìåíòû ïî ïðîâåðêå ýôôåêòèâíîñòè ïðèìåíå-
íèÿ îáúåêòíî-îðèåíòèðîâàííîãî ïîäõîäà ïðè ìîäåëèðîâàíèè íåòðàäèöèîííîãî àëãîðèòìà
øèôðîâàíèÿ.
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Èñïîëüçîâàíèå ïëàòôîðìû Java ïðè êîìïüþòåðíîé ðåàëèçàöèè äàåò âîçìîæíîñòü
èñïîëüçîâàòü ïðîãðàììíóþ ðåàëèçàöèþ íåòðàäèöèîííîãî àëãîðèòìà øèôðîâàíèÿ â øèðî-
êîì ñïåêòðå âû÷èñëèòåëüíûõ óñòðîéñòâ è îïåðàöèîííûõ ñèñòåì. Ðåàëèçàöèÿ áèáëèîòåêè
êðèïòîàëãîðèòìà ïîçâîëèò â äàëüíåéøåì âíåäðÿòü äàííûé àëãîðèòì øèôðîâàíèÿ â
ðàçëè÷íûå êëèåíò-ñåðâåðíûå ñèñòåìû, âåá-ïðèëîæåíèÿ è ìîáèëüíûå óñòðîéñòâà.
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