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OBJECT-ORIENTED APPROACH IN COMPUTER MODELING
OF THE ENCRYPTION ALGORITHM BASED ON
NONPOSITIONAL POLYNOMIAL NOTATION SYSTEM

S. E. Nyssanbayeva, M. M. Magzom

Institute of Information and Computational Technologies
050010, Almaty, Republic of Kazakhstan

In this paper a computer implementation of the models of the nonconventional encryption
algorithm, based on nonpositional polynomial notation system, is presented. An important stage of
mathematical and computer modeling is a transformation of a mathematical model in a computer
program. Development and testing of software for scientific research often takes a long time. One
possible solution is the use of object-oriented programming. This approach enables code reuse while
encapsulation of data and templates provide reliable code. The use of OOP is particularly advantageous
in scientific research programs that include a parallel processing.

This paper considers a model of block cipher algorithm developed using nonpositional polynomial
notation systems (NPNs) or a polynomial residual notation system (RNS). Classical modular arithmetic
is based on the Chinese remainder theorem, which states that any number can be represented by their
remainders (residues) from its division by the base numbers systems, which are formed pairwise prime
numbers. In polynomial RNS moduli are represented by irreducible polynomials with coefficients over
the GF(2). The usage of NPNs allows improving durability and efficiency of nonpositional cryptographic
algorithms without increasing the length of secret key.

Improved efficiency is provided by the rules of NPNs in which all arithmetic operations can be
performed in parallel to the base module NPNs. In nonpositional cryptosystems the cryptostrength is
characterized by a complete secret key. Cryptostrength in this case depends not only on the length
of a key sequence, but also on choice of a system of polynomial bases. With the growth of the order
of irreducible polynomials with binary coefficients, their number also grows rapidly. The greater the
length of the input block, the more choices of working systems bases are possible. Therefore, the
cryptostrength of the proposed encryption algorithm against bruteforce attack significantly increases
with the length of the electronic message. During the development of the nonpositional encryption
algorithm different designs of the Feistel scheme and encryption modes are investigated.

In this paper the methods of object-oriented programming, that simplify the research process of
developed models, are described. The use of object-oriented approach and design patterns makes the
program design more flexible. In particular, this makes it possible to easily change the classes that
define the components of the model of the encryption algorithm. The biggest obstacle lies in hard
coded information about which model configuration is used. With the creational patterns, there are
different ways to get rid of the explicit reference to the specific code that implements the functions of
a cryptosystem.

Basic design patterns used to create the foundations of the program are described. Application
of Abstract Factory, Singleton, Strategy design patters is shown. Furthermore the structure
of the developed software is described. The functionality of the ,polynomial® and ,crypto“
packaged is explained, and included classes BinaryPolynomial, BinaryPolynomialMath, BinaryHelpers,
SimpleCipher, SimpleFeistel are shown.

The use of the Java platform during the computer implementation makes it possible to use the
software implementation of the nonconventional encryption algorithm in a wide range of computing
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devices and operating systems During software implementation of developed models, the statistical
characteristics of the resulting ciphertexts were analyzed by using statistical test suit.

Carried out the analysis of a computer program that implements the functions of generating a
complete encryption key and performs encryption using a block cipher modes.

The research of the possibility of implementing Feistel scheme and encryption modes helps to
investigate the practical usability of the developed models. Computer modelling of the nonpositional
encryption algorithm allows to develop recommendations for its application.

Key words: cryptographic system, encryption algorithm, modular arithmetic, computer
modeling.
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ITOJIMHOMUAJIBHON CUCTEMEI CUUCJIEHUS
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YK 004.056.5

B pafore paccmarpuBaeTcd KOMIBIOTEDHAS peajH3aliusd Mojeseil HeTPaIUIUNOHHOIO aJIrOPUTMa
mndpOBaHUs, OCHOBAHHOTO Ha HEMO3UIIMOHHOW TMOJUHOMHUAJBHON cucTeMe cumcienusi. OmucaHb
MEeTO/IbI 06BEKTHO-OPUEHTHPOBAHHOI'O IPOTPAMMUPOBAHUS, YITPOIIAOIINE TPOIECC UCCIEI0BAHUS
paspaborannubix mogesieii. IlpoBenen anam3 KOMIOBIOTEPHON TPOrPAMMBI, PeaIn3yomnei QyHKInm
reHepalluy TIOJIHOTO KJIoYa mudPOBaHUs U BBITOJIHSIONIEN MU(POBAHAE C UCIOJIb30BAHUEM DEZKU-
MOB OJI09HBIX MU POB.

KimroueBbie ciioBa: Kpunrorpaduieckas CUCTeMa, aAJITOPUTM MU POBAHUST, MOTY/IsIpHAST apu-
MEeTHUKa, KOMIIBIOTEPHOE MOIEJNPOBAHTE.

BBenenne. BaxkHBIM 3TamoM MaTeMaTHIeCKOrO ¥ KOMIBIOTEPHOIO MOJIETHPOBAHUS SIBJIS-
eTcs mpeodpa3oBaHus MATEMATHIECKOH MOJIEIN B TOTOBYIO KOMIBIOTEPHYIO Iporpammy. Paspa-
boTka 1 ortajaka nporpamMMuoro obecredenus (I10) mias npoBeneHns HaydHBIX HCCJICTOBAHMUI
9aCTO 3aHIMAaeT MHOTO BpemeHu. J[1s yMeHbIleHns yCuinii, 3aTpadnBaeMbIX Ha PErTeHne 33,121
IpPOrpaMMUPOBaHH, BO3MOYKHO HCIIOJB30BaTh COBpeMeHHbIe MeTOIbl paspaborku [10, koTopsie
JIeJIA0T peaIM3alliio IPUIoXKeHHs 6oJiee MOHATHON 1 3 HeKTUBHOIA.

OaHuM U3 BO3MOYKHBIX PEIIeHHi SIBISIETCS HCIOJIb30BaHUe 00beKTHO-OPUEHTHPOBAHHOTO
nporpammuposanust (OOIT). JTanHbIfl M0AXO0 NPEIOCTABISIET BO3MOXKHOCTH MOBTOPHOIO HC-
M0JTB30BAHUST KOJIA, & MHKATCYJ/ISIIAS JAHHBIX U Ma0I0HbBI IPEIOCTABIAI0T HAIeKHbIH Koz c-
nosib3oBarne OOIT sBisteTcst 0cOOEHHO TPEANOYTUTETHHBIM B HAYIHBIX MTPOTPAMMAX, BKIOYA-
IONIUX TTapasuIesIbHy 0 06paboTky [1].

PaccmarpuBaemble B JaHHOR paboTe MOIEIN aaropuTMma 01049HOro mudpoBaHusa pa3pado-
TaHbI ¢ UCIOJH30BAHUEM HENO3MIMOHHOI nosmHoMua baoil cucrembl canciaenus (HIICC) nm
MOJHHOMHUAIbHOI cucTembl octarounsix kiracco (COK) [2|. B paGore [3| ommcansr moxudu-
KalU| JIAHHBIX MOJeIeil HeTPAIUIHOHHOIO AJATOPUTMa MH(POBAHUS ¢ HCIOIb30BAHNEM CETH
DeiicTens U pexKUMOB OJI0YHOIrO mudpa.

B ksaccudeckoit cucTeMe OCTATOYHBIX KJIACCOB KaykKI0€ UHCI0, MHOTOPA3PSIHOe B HO3UIIN-
OHHOII crCTeMe CUUC/ICHUs], IPEJACTABIIACTC B BH/IE HECKOJIbKIX MAJIOPA3P/IHBIX TO3UIUOHHBIX
9UCeJT, KOTOPBIE SBISIIOTCS OCTATKAMU, MOJIYY€HHBIMU OT JIeJIEHUsT HCXOHOTO 9HC/1a HA, B3AUMHO
npocthie ocHoBaHus [4]. B 00BIYHOI MO3UIMOHHON JTBOMYHOI cHCTEMe TIPH BBIMOJHEHNH apud-
METHIeCKUX OIepannii 00pa3yoTcs IepeHOChl B CJIeAYIONIUI CTAPIIUi pa3psi, BCIeJICTBHAE YeT0

Pabora BhIMOHEHA TPU MOIIEPIKKE MPOrPAMMHO-IIEIEBOr0 (DUHAHCUPOBAHUS HAYIHO-TEXHUYECKUX IIPO-
rpamm u npoekToB Komnrera Haykn MOH PK Ne 0128 /TII®.
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HEOOXOIMMO BBHITIOJIHATH JIAHHBIE OMEPAIIH TOC/Ie0BaTe ibHo 1o paspsaaam. B COK cymecTny-
eT BO3MOYKHOCTh PaclapaJslIeInTh ITOT Iporecc. B coorBeTcTBUN € MpaBUIaMu, BCe Oleparun
HaJI OCTATKaAMHU 10 KayKJIOMY OCHOBAHWIO MOYKHO BBITIOJTHSATH OTJAEIbHO W HE3aBUCHMO, T. €. Ma-
pastenbro. C yueToM TOTo, 9TO OTepaIruu MTPOBOASTCA HAJ TAHHBIMU MEHbBITEHl pa3psaIHOCTH,
4eM BXOJIHOM OJIOK, TO CKOPOCTh 00pabOTKH TaKzKe YBEJIUYUBACTCH.

B nannoit pabore onuceiBaeTcd pazpaboTKa KOMIIBIOTEPHOH MOJEIN aJIrOPUTMa CHMMeTPUY-
HOTO T pOBaHUsI, OCHOBAHHOTO Ha 0a3e MOJMHOMHUAJILHON CHCTEMBI OCTATOYHBIX KJIACCOB.

1. Anroputm cummerpu4dHoro mmdpoBanunsa Ha 6aze HIICC. Ananornano Kuraii-
CKOii Teopeme 06 ocTaTKax [5], B MOJIHHOMUABHBIX CHCTEMAX CUUCJIEHUST B OCTATOTHBIX KJIACCAX
J1000M MOJIMHOM MOYKET ObITh IPEJICTABICH CBOUMH OCTATKAME (BBIY€TAME) OT JCJIEHHs HA CH-
CTeMy OCHOBaHWIil, COCTOSINEH U3 HENMPUBOANMBIX MHOTOUYIEHOB Haj nojgem GF(2) [6, 7).

Jns popmuposanus HIICC npu mmdposannn O6/0ka aauHoit N OUT U3 MHOXKECTBA BCEX
HETPUBOINMBIX MHOTOUJIEHOB CTeNleHU He BbIle 3HadYeHns N BeIOMparoTcs pabodne OCHOBAHUA

p1(z),p2(x),....ps(x). (1)

Bce BpiGupaeMbie OCHOBAHES JOJIZKHBI OTJIHIATHCS APYT OT APYTa, JazKe €CH OHU SBJISIOTCS
HETPUBOJAMMBIMH TTOJTHHOMAMHE O7iHO# crenenn. Torma B 9T0it cucTeMe 0007 MHOTOUICH CTeIe-
HH MEHBINe CyMMBI CTereHeil Bcex pabounx ocHOBaHUi (1) HMeeT eMHCTBEHHOE TIPE/ICTABICHHE
B BH/IE 110CJIEI0BATEIBLHOCTH OCTATKOB (BBIYETOB) OT JIEJE€HUS €r0 HA JaHHble OCHOBaHUs. Ta-
KuM 00pa3oM, GJIOK OTKPBITOTO TEKCTA U KJII0UYeBast MOC/Ie10BATETbHOCTD JIMHON N 6uT MOTYT
OBITH MpeJICTABIeHBl B BUJE TocaeaoBaTenbHocTeil BoraetoB F(x) = (aq(x),qe(x),...,as(x)) n
G(z) = (Bi(z),P2(x),...,B5(x)) COOTBETCTBEHHO, TIOJYICHHBIX B PE3YJIbTATE JEJCHHS 110 Pabo-
9UM OCHOBAHUSAM CHCTeMBI. [loKazkeM IpHMep MpoCTOro mpeobpa3oBaHus OTKPHITOTO TEKCTa B
mudp.

Mudposannoe coobiienne HOPMUPYETCs B pe3yJbTare yMHOMKeHHs MHOTo4wieHOB F'(z) u
G(x):

F(z)G(z) = H(z)(modP(x)), (2)

T.€. MOYKeT ObITh TPEJCTABICHO B BUJE OCTATKOB OT JeseHust npoussemenuit o;(z)f;(x) ma
COOTBETCTBYIOIIHE OCHOBAaHUS P;(T).

Jns  pacumudpoBanust HEOOXOANMO BBIYHCINTH O0OpaTHBI (MHBEPCHBI) MHOTOUYJIEH
G~ Yz) = (87 (2),85 1 (x),...,B5 " (x)). Torma nexomnoe coobIeRre BOCCTAHABINBACTCS 110 CPAB-
HEHUIO:

F(z) = G Y(2)H(x)(mod P(x)). (3)

CekperHblit KJII04, UCIOJIb3YyeMbIil jiyist mupoBanusi, Ha3biBaeTcsd noyHbIM. [lonabril Kirod
COCTOUT M3 KJIIOUEBOH ICEBIOCIYyYallHON T10C/IeI0BATETLHOCTH U BHIOPAHHON CUCTEMbBI MTOJIMHO-
MUAJTBHBIX OCHOBAHUIT, KOTOPast TAK)Ke JePKUTCSA B cekpere. C pOCTOM MOPSIIKA HEITPUBOAUMBIX
MHOI'OYJIEHOB C JIBOMYHBIMU KOI(DDUIUEHTAMU UX KOJUIECTBO CTPEMHUTENBHO PACTET, B CBSA3H
C 9TUM OYEBHUJEH IMUPOKUU BHIOOP MOJTMHOMHUAJIBHBIX OCHOBaHMil. KoH4ecTBO BapuaHTOB BBI-
oopa HIICC cymecTBeHHO BO3pACTaeT ¢ yBeaudeHueM Jiunbl mudpyemoro 6aoka (8. B csaszu
¢ atum, B ajropurme mudposanus, ocioBannom wa HIICC, cexpernbie mapaverpor mmdpa
3aBHCAT HE TOJIBKO OT AJINHDI KJI049€eBOit mocjgae10BaTeJIbHOCTH, HO U OT BbI6paHHOI71 CUCTEMBI
HOJTUHOMHUAJIBHBIX OCHOBAHUM, & TaK:Ke OT MOPSJIKa PACIIOIOXKEHHA OCHOBAHHUI B CHCTEME.

B paGore [3] 6b111 omucanbl MoiudUKAIMA HETPAJIRIIMOHHOTO AJITOPUTMA TH(DPOBAHUSI C HC-
nostb3oBanueM cetu PeiicTesiss B KauecTBe Ipei- U MOCTOOPAOOTKH OJI0KA MHUMPYEMbIX TAHHBIX.
[IpuMmenenue yKazaHHbBIX BbIIIE CBOMCTB aJropurMa MudpoBaHus IPU FeHEPAIMH PayHIO0BbIX



Huoicanbaesa C. E., Maesom M. M. 49

KJII0Yell MPUBOJIUT K HEPABHOMEPHOMY M3MEHEHUIO BHYTpPeHHUX CBOiicTB ceru Deiicress, 4To
YCJIOXKHAET aHAJU3 CBOWCTB MojeJeil mudpa.

B oranune ot Tpagunnonnoii cetn PeficTens, riae BXOIHBIME JAHHBIMH SIBJSIETCSA OTKPBITHI
TEKCT COOOIIEeHHSI, B MOJIEJIN C IOCTOOPAOOTKOI Ha BXOJI II01aeTCd OUTOBAsI I0CIe10BATEIbHOCTD
mudpoTeKcTa, HogaydaeMas Npy MudPOBAHUE HETPAJIUIIHOHHBIM ajaropurmom Ha 6aze HITCC.

B monenu ¢ mpeo6paboTKoit 710K OTKPBITOTO TEKCTA MPEIBAPUTEIHLHO MUMPYeTcs Mo Kiac-
cmaeckoii cxeme DeficTensd, mocae 4ero npeodpas3yercs HeTPaIUIIMOHHBIM METOIOM IIH(pPOBa-
HUSI.

Kpowme sToro, Opli1a paspaboTana Mojeab aJropuTMa IMHGPOBAHUSA, KOTOPas IOBTOPSET
CTPYKTYPY KJjaccudeckoit cetu Deiicresnis, HO B KOTOpoil payHaoBas F-(pyHKIusa npeodpasy-
eT 10/10JI0K BXOJIHBIX JJAHHBIX C IOMOIILIO HETPAJAUIIMOHHOTO MeTojda mudpoBanud. PyHKIUs
mudpoBanus F moabsoka MOXKeT 3aBHCETh He TOJLKO OT payHI0Boro kKiwda K (i), HO u or
BRIOpaHHOI cucTemMbl ocHOBaHwmii. B 3Tom ciyvae nannas yHKIUs OyaeT Ha3bIBATHCS TeTe-
porennoii. [IpuMeHeHre reTeporeHHbIX CeTed MOXKET 3HAYUTEIbHO YJIYUIIHTD XapaKTePUCTUKH
mudpa, MOCKOJIBKY HepaBHOMEPHOe W3MEHEHHe BHYTPEHHHMX CBOHCTB CeTH B Ipelesax JOIy-
CTUMBIX TPAHUIL JeJaeT U3yJIeHne CBOWCTB Mudpa JOCTATOUHO 3aTPYIHUTEILHBIM 3aHATHEM.

B 9] mokazana cTpyKTypa MoJe u agroputma nrudpoBaHust ¢ HCIOJIb30BAHUEM BJIOYKEHHOM
cetn Qeiicrens. B gannoit Mmomgenu dbyHknus mpeobpas3oBanust F Tak:ke mpeacTaBiaseT coboii
cerh Peiicreid.

Bo Bcex Mopensax s yIydIleHHsT CTATHCTHYIECKUX CBOMCTB IMOTYyYaeMbIX KPUIITOTPAMM HC-
noJib3yercsd pexkuM ImudpoBanusd. PexuMbl mudpoBaHud UCHOIL3YIOTCH JIId MOANMDUKAIIIH
nporecca mudpoBaHus Tak, YTOObI pe3yabTaT NHu(pPOBaHUsS KaxKJI0ro 0J0Ka ObLIT YHUKAIb-
HBIM BHE 3aBHCHUMOCTH OT IH(MPYEMbIX JAHHBIX U HE MO3BOJIS CJe/JaTh KaKue-JTu00 BbIBOJIBI
00 UX CTPYKType. DTO 00yCJIOBIAEHO, IIPEKIE BCETO, TeM, 9TO OJIOUYHbIE MHUMPH MUMPYIOT JaH-
HbIe OJIOKAMHU (PUKCHUPOBAHHOTO pa3Mepa, U MOITOMY CYIIEeCTBYET MOTeHIIHAIbHAA BO3MOKHOCTD
yTEeUKH HHPOPMAIUH O TOBTOPSIOIIUXCS YACTIX JTAHHBIX MIHQMPYEMbBIX Ha OZHOM U TOM K€ KJI0-
qe.

B namnoit mogesn npumensiercst pezkum Chipher Block Chaining [10] — pexkum cuemenns
os10k0B mudpa. [IpeobpazoBanne BBHITOJIHIETCS CJAEAYIONUM 00pa30M: KaK/blii OJIOK OTKPbI-
TOTO TEKCTa CKJIAJBIBAETCS 1O MOJIYJII0 2 ¢ pe3yJbTaToM MH(POBAHUS TPEIHIAYIIET0 OJIOKA.
Taxum o6pazoM, pe3yabTaThl MUMPOBAHUS TPEBLIYIIAX OJ0KOB BJIUSIOT Ha MuMpPOBAHUE CJe-
JYIOIMHX OJIOKOB.

IIpu sToM B Hadaje mudpoOBaHUS UCIOIb3YETCA BEKTOP MHUNMAIU3AINUN /I TOTO, YTOOHI
J1000e coobIeHne ObLJIO YHUKAJIBHBIM. B CBSA3M ¢ 9TUM BEKTOP MHHUITMAJIU3ANNAN JIOIZKEH OBITDH
CJAydaiiHBIM 4uCJIOM. Ero He 00s3aTe/IbHO XPAHUTH B CEKPETE, MOXKHO IIE€PEIaBaTh €ro BMECTe
¢ COODIICHUEM.

2. IIporpammHas peasm3anus MOJEJ€l C UCIOJIb30BAHNEM OOBEKTHO-OPUEHTU-
POBAHHOTO moAXOoZA. [Ipu KOMOBIOTEPHOM MOJIEIUPOBAHUYN aJrOpUTMa IH(poBaHus HeoO-
XOJIUMO TIPElyCMaTPUBATH BOZMOXKHOCTH M3MEHEHUsI TPOTPAMMBI M ITOCTABICHHBIX 3aJ1a4.

JLst perteHnst 3a1a91 B IPOIELY PHOM IIPOTPAMMUPOBAHUN HEOOXOIMMO CO3AaTh PA3INIHbIE
dyuKINN, peaausyiomiie PYHKINA PTeHePAINN TTOJTHOT0 KI04a MU POBAHNA, U BHITIOJTHAIOIIIE
mudpoBaHue ¢ UCIOJIb30BAHHEM PEXKHUMOB OJOYHBIX IHMPOB s KaXKJI0H U3 HEOOXOIHMMBIX
koHdurypamuit Mogeseit mudpa. B GyHKIuAX J0JIXKHBI OBITH KECTKO OIpPeJIeIeHbl TapaMeTPhl
MaHHBIX Mojeseil. /1y Toro 9To0b H3MEHUTD CTPYKTYPY, IPHIETCI H3MEHUTD caMy (DYHKIINO,
b0 3aMeHUB ee (TO eCTh IOJHOCTBIO MEePEeNnCcaB 3aHOBO), JUO0 HEHOCPEICTBEHHO MOubUIT-
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Puc. 1. Crpykrypa dabpuku Mojesieit ajropuTMa mudpoBaHus

poBaB ee ¢pparMenTsl. Oda MyTH YpeBaThl OMUOKAMH U HE CIIOCOOCTBYIOT HOBTOPHOMY HCIIOJIb-
30BAHMUIO.

Wcnonb3oBanne 00beKTHO-OPUEHTHPOBAHHOTO TOIX0AA U MAOJIOHOB MPOEKTHPOBAHUS TI03-
BOJISIIOT CJIJIATh Au3aiin Oosiee THOKUM, XOTs U HEOOsI3aTeIbHO MEHBIITUM O pas3Mepy. B gact-
HOCTH, 3TO Aa€T BO3MOXKHOCTD JIET'KO U3MEHATH KJIaCChI, OIpeae/Idionne KOMIIOHEHTbI MO,ZLeJ’IefI
aJITOpUTMa MUMPOBAHUSI.

CaMoe cepbe3Hoe IPensiTCTBHE JIEXKHT B KECTKO YKa3aHHOH B Koje MH(MOPMAIIMU O TOM,
Kakasi KoHpurypamus mojean peaausyercsd. C MOMOMIBIO TMOPOXKIAIOIINX MIA0JI0HOB MOYKHO
Pa3AMYHBIMU CIOCOOAMHU U30ABUTHCS OT SIBHBIX CCHIJIOK Ha KOHKperHble (yHknuu Koga |[11],
peau3ytorire (PyHKIINOHAT MOJeeil KPUITTOCUCTEMBI.

PaCCMOTpI/IM OCHOBHBIE ]l[a6ﬂOHbI IPOEKTUPOBaHWA, NCIIOJIB30BaHHbBIE TPU CO3JaHUN OCHOBBI
HPOTPAMMBI.

[MTabion npoektupoBanust ,Factory“ (,Pabpuka“) WHKANCYJIUPYeT CO3JAHHE OJHOIO U3
HECKOJIbKUX CBA3aHHBIX KJaaccoB. HazmadeHme maHHOTO IMA0I0HA TMPOEKTHPOBAHHUS — MPEIO-
CTABJIATH HHTepCbefIC AJ1d CO3daHMA CeMenCcTB B3aUMOCBSI3aHHBIX WJIH B3aMMO3aBUCHMbIX O6'b—
eKTOB, He cruenuunupys uX KOHKPETHBIX KJACCOB.

Y100k B NPUIOKEHUN MOYKHO OBIJIO MCITOJIB30BATh pa3jindHble KOH(UTYpaluu, B HEM He
JIOJIZKHBI OBITH KE€CTKO 3aKOJIMPOBAHBI IapaMeTPhl aJITOPUTMA.

Eciiu peanuzaiyst 1 HHCTaHIIUPOBAHUE KJIACCOB 11 KOHKPETHON KOHMUTYpaluu pa3dpocano
11O BCEMY IIPHUJIO2KECHUIO, TO U3MEHUTb METO/Abl paCc4deTa BIIOC/IeACTBUU 6y,ZLeT HEJICI'KO.

JLnst perienust 31oit mpobsembr onpeesien abcrpakTHeril Kirace AbstractCipherFactory, B ko-
TOpOM 00bsABJIEH WHTEP(dEC /1/1s1 co3/IaHng BCeX pa3paboTaHHBIX Mojiejeil aaropuTMa mudpo-
Banusd. K/IMEeHTHI HCIIONB3YIOT 9TOT uHTepdeiic 11 Moy deHns SK3eMILIIPOB Mojeseil mudpa,
HO IIPU 9TOM HUYEro He 3HAIOT O TOM, KaKHe MMEHHO KJIAcChl HCHOAb3YI0T. CTajio ObITh, KJIu-
eHTHI OCTAIOTCA HE3aBHCHUMBIMH OT BhIOpaHHoit koHduryparuu. Ha puc. 1 mokazana cTpykrypa
JAHHOTO I1abJIoHa.
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ICipherBehaviour

CCipher =

ICipherBehaviour
cipherBehaviour

[
S

SimpleCipherBehavior FeistelCipherBehavior
fl) fi)
() 1)
f2() f2()
f3() f3()

Puc. 2. Crpykrypa mabnona ,[loBemerme”

Kak mpaBmio, mpuioKeHnto Hy»KeH TOJIBKO OanH dK3eMmiLiap kiacca ConcreteFactory na
KazKJioe ceMeicTBO NMpoayKToB. HeobxomuMo 06eciednTb KOHCTPYHPOBAHKUE dK3EMILIdpa OJINH
pas, a 3aTeM obecrednThb oOpalleHne TOJIBKO K HEMY.

Dra 33/aua peraeTcs ¢ moMoIbio mabaona ,,Singleton® (,OxuHOoYKA" ), KOTOPBIH rapaHTH-
pyeT, 9TO y KJIacCa €CTh TOJbKO OJIMH K3EMILIAD, U MPEJIOCTAB/IAeT K HEMY IJI0DAJIBHYIO TOUKY
jocryna. JJaHublii 1mab/10H MPOEKTUPOBAHUS YCTPOEH TaK, YTO TOT €IMHCTBEHHBIH IK3EMILISP,
KOTOPBIH UMeeTcd y KJacca, — CaMblii OOBIYHBIN, HO DOJIbIIE OJHOIO IK3EMILIsIpa CO3JIATh He
yaactes. Haime Bcero st 3TOro OrpaHuuMBAIOT JOCTYH K OIEPAIMH, CO3AAI0NIeH SK3eMILISPHI,
npsida ee 3a oneparueil Kiaacca (T. e. 3a cTaTHIecKoil yHKIHEH-9IeHOM UM MeTOJ0M KJIACCa.),
KOTOpasd TapaHTUpyeT co3janue He Gojiee OJHOTO FK3eMIuidpa. JlanHas omepamusg mMmeeTr J10-
CTYIl K HEePEMEHHOMU, I/ie XPAHUTCA YHUKAJbHBIA dK3EMILIAD, U FapaHTHPYeT WHHITHAJTH3AIUIO
HEePEeMEHHON STUM IK3EeMILIIPOM IIepes] BO3BpaToM ee KiueHTy. [Ipu TakoMm 1moaxojae MOKHO He
COMHEBATBCA, ITO IKIEMILIAP ,, OTHHOUKHEC OymeT cO3MaH U HHUIHUAIU3UPOBAH Iepe]l IePBBIM
UCIIO/Ib30BAHUEM.

Knuentsl ocyimecTBagioT jgocTyn K , OauHOYKe HCKJIIOYUTENBHO depe3 (pyHKIHIO-daeH
getInstance. Ilepemennas instance MHUIUAJTH3UPYETCA HYJEM, a cTaTHdecKas (pyHKIMSI-UIeH
getInstance Bo3BpalaeT ee 3HaUeHNE, MHUIUATUIUPYS €€ YHUKAJIHHBIM 3K3EMILIAPOM, eCIH B
TeKYIIHUil MOMEHT OHO He onpejesieno. Pyukiug getlnstance ucnoab3yeT OT/I0KEHHYIO UHUATHA-
JIN3AIUIO: BO3BPAIaeMoe eii 3HaYeHue He CO3/aeTCd U He XPAHUTCS BILIOTH 0 MOMEHTA MEPBOrO
obpailreHus.

[MTabon mpoekTupoBanus ,Strategy® (,IToBegerue”) mpegocTaBIsgeT ceMeHcTBO aJIrOpuT-
MOB, MHKAICYJIUPYET KazKJIblil U3 HUX U JIeJaeT UX B3auMozaMmeHsgembiMu. , [loBejenne” mo3so-
JIdeT UBMEHATDH aJITOPUTMbI HE3aBUCUMO OT KJIUEHTOB, KOTOPBIEC MU IMOJIb3YIOTCA. 9TOT ]l[a6ﬂOH
HO3BOJIET MEHATDH IIOBejeHue 00beKTa, He MeHss ero CTpyKTypy. Takum oOpa3oM MOXKHO H3-
MEHATH THIBI MOJEJH aJrOpUTMa MUGPOBAHUS — COOTBETCTBEHHO M IIOBeJIeHHE IMHppa, Ha
STalle BBIIOJHEHUs] MPOTPaMMBbI 0€3 HEOOXOIUMOCTH ITOBTOPHOM KOMIMISIIUA U COOPKU MCXOI-
HOrO TekcTa. Cxema MaHHOrO 1Mad/I0HA MOKAa3aHa PuUc. 2.
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1 1

crypto polynomial

BinaryPolynomial

NPNKey NPMNKeyGenerator SimpleCipher SimpleFeistel BinaryPolynomial Math

BinaryHelpers

Puc. 3. Crpykrypa KOMIIBIOTEPHON peanu3aluy pa3paboTaHHbIX MOjeJieit

PaszpabarsiBaemble MoaeIu OBLIH PEATM30BAHBI C UCIOIL30BAHAEM S3BIKa TPOrPAMMHUPOBA-
Hus Java.

Ha puc. 3 nokazana aumarpamma ¢ CTPYKTYPOil pa3pabOTaHHON MPOTPAMMEL.

B makere polynomial cozmanbl kiaccel ajst paboThl ¢ MHOrOWwIeHaMu Haj mojeMm GF(2).
Bor1 paspaboran kiace BinaryPolynomialMath, peanusytomnuit apudpmerndyeckue omnepanun ¢
OMHAPHBIMEI TOJHHOMAMU. JIaHHBIA KIACC SBJISETCS OCHOBOR IsT KOMIBIOTEPHON peam3aIiun
pa3zpaboTaHHBIX MO/IeJIeil.

Paszpaboran kiacc BinaryPolynomial, onuceiBarommit muorowren wan noisem GF(2). Me-
TOMBI JAHHOI'O KJIACCA MO3BOJIAIOT CO31aBATh YK3EMILIAPHl MHOIOYJIEHOB 33 aHHOTO ITOPIKA,
IePeBOIUTH (POPMY OTOOPaKeHHsI MHOIMOWIEHA U3 JBOMTHOIO B TEKCTOBBII, ONpeIe/IsITh HelpH-
BOJIMMOCTD JTaHHOTO ITOJTHHOMA.

Kanacc BinaryHelpers peasinzyer BcriomorarebHble METObI /I pAOOTHI ¢ JIBONYHBIMA JAH-
HBIMU.

Paszpaboranubie Momen aJropuTMoB IH(POBAHUs peaJn30BaHbl B makere crypto. Takzxke
TY1a BXOJST KJIACCHI JJIs TeHEPAIHH IIOJIHOTO KJII0Ya MU(GPOBAHKUSA, HCIOIb3YIOIINe PA3IHIHbIE
HNCTOTHUKY SHTPOIUU OMEPANMOHHONR CHCTEMBI.

Kiacest SimpleCipher u SimpleFeistel peamusytor anropurm mmudpposanust Ha 6a3e HITCC
¢ npumenenneM cetun Deiicresns n pexxumon Osi09HOTO mHdpa. [Iporpamma mo3Bo/IsteT 3a1a-
BaTh IIapaMeTphl s YIIPaBJeHHs pa3MepoM 0JI0KA, KOJHIEeCTBOM PAYHIOB U HCIIOJIb30BAHUS
pexkuMa mudPOBAHUS.

AHaIN3 CTATHCTUYIECKUX XapAKTEPUCTUK MOy IAeMbIX MTH(GPTEKCTOB IPOBOINTCS Iy TEM KC-
IOJIB30BAHNs HAbOpa CTATHCTHICCKUM TecToB [12].

Bakmouenne. [lesb TPOBOANMBIX HCCIEIOBAHUN 3aKII0YAETCS B aHAIN3E BO3MOYKHOCTEH
HPAKTHIECKOTO MPUMEHEHHUsI aJrOpUTMa MM pPoBaHus, pa3paboTaHHOTO Ha 0a3e HEIO3UIHOH-
HBIX IOJHHOMHAJIBHBIX CHCTEM CUYHUCIeHHS U HCCAeI0BAaHUU P(OEKTUBHOCTH HCIOIb30BAHUS
KJIACCHIECKUX CTPYKTYP U PEXKUMOB OJOIHBIX MudpoB. B ¢BA3M ¢ 3THM pa3paboTaHo HECKOIb-
KO MoJiejieil aaropurMa mupoBaHusl U UX KOMIBIOTEPHONH Pean3allii.

Brito npoBeieno uccienoBatme Mo MPUMEHEHUIO MMA0I0HOB MPOEKTHPOBAHUS MPU CO3TaAHUT
KOMIIBIOTEDHBIX MOJeseil. Pazpaboransl peKOMEHIAIUN 10 HCIOJIb30BAHUI0 KOHKPETHBIX IIa0-
JIOHOB IIPOEKTHPOBAHMS W IIPOBEIEHBI YKCIIEPUMEHTHI 110 IpoBepKe 3(P(heKTUBHOCTH IIPUMEHe-
HUsI 00bEKTHO-OPUEHTHPOBAHHOIO MOIX0A IIPH MOIEJINPOBAHIHE HETPAJUIIMOHHOTO aJITOPUTMA,
mudpoBaHUS.
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WNcnonw3oBanue miaatrdopMbl Java 1pu KOMIBIOTEPHONW pean3anui JaeT BO3MOKHOCTH
HCIIO/Ib30BATDH MPOTPAMMHYIO PeATN3aNNI0 HETPAIUIIHOHHOIO aJITOPUTMA MG POBAHUS B IITHPO-
KOM CIeKTPe BBIUYHUCIUTE]bHBIX YCTPOHCTB H ONEPAlHOHHBIX cucTeM. Peanm3amnusa 6ubginoTekn
KPUOTOAJTOPUTMA MO3BOJUT B JaJbHeiIIeM BHeIpSTH JAHHBIA AJCOPUTM IMHMPOBAHUS B
pPa3JIMYHbIe KJIUEHT-CEPBEPHBIE CHCTEMBbI, BEO-IIPUIOKEHN 1 MOOMJIbHbBIE YCTPOHCTBA.
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