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There is the common problem with all current fatal diseases. Nowadays many people experience
the symptoms and have disease diagnosed when it is too late. Scientists investigated the way that
most diseases can be prevented. They found out that well-timed detection could save many people and
their health. This is the obvious reason to provide future health care systems with proactive wellness
management and concentrate on early detection and prevention of diseases. Body area monitoring
system is a good way to achieve more a�ordable and proactive health care system. Due to using such
compact system monitoring vital signals allows patients to continue their normal activities instead of
staying at home or in a hospital. Such kind of network consists of intelligent, low-power, micro and
nano-technology sensors and actuators, which can be placed on the body, or implanted in the human
body (or even in the blood stream), providing timely data. Such networks are commonly referred to
as Wireless Body Area Networks. In addition to saving lives, use of WBANs will decrease health care
costs by removing the need for costly in-hospital monitoring of patients.

WBANs interact through the Internet and other existing wireless technologies like ZigBee, WSNs,
Bluetooth, Wireless Local Area Networks (WLAN), Wireless Personal Area Network (WPAN), video
surveillance systems and cellular networks. Marketing potential for services and advanced consumer
electronics will thoroughly spread out, allowing for a new generation of more intelligent and autonomous
applications.

WBANs are intended for transforming how people interact with and bene�t from information
technology. WBAN sensors are capable of sampling, monitoring, processing and communicating various
vital signs without causing any discomfort. The use of a WBAN allows all day long monitoring
of one's physiological parameters thereby providing greater mobility and �exibility to patients. As
WBANs provide large time intervals of data from a patient's natural environment, doctors will have
a clearer view of the patient's status. These facilities o�er various system design and implementation
opportunities with the major objectives of minimum delay, maximum throughput, maximum network
lifetime and and reducing unnecessary communication related energy consumption (e. g. control frame
overhead, idle listening and frame collisions). The user-oriented requirements of WBANs are equally
challenging and have been de�ned as: ease of use, security, privacy, compatibility, value and safety.

There are few main communication standard solutions considered as reference are: IEEE 802.15.4,
IEEE 802.15.6, and Bluetooth Low Energy. IEEE 802.15.4 (published in 2006), speci�es the physical
(PHY) and medium access control (MAC) layers for short-range wireless communications, devised to
support low power, low cost, and low bit rate networks. The IEEE 802.15.6 (published in 2012), was
speci�cally designed for wireless communications in the vicinity of, or inside, a human body. Finally,
Bluetooth Low Energy (BT LE) (published in 2010) is the ultra-low power consumption con�guration
of Bluetooth technology, targeting several applications for small and cheap devices powered by button-
cell batteries, such as wireless sensors. Due to the quite large number of available standards, it is
necessary to identify the best solution, depending on the application requirements. For what concerns
the main issues to be accounted for in the design of a WBAN, the impact of wireless medium, the
battery lifetime and the coexistence with other wireless networks are of fundamental importance. The
presence of the human body a�ects the radio wave propagation, leading to a speci�c and peculiar radio

© R.E. Zlotnikova, 2018



2 Ïðèêëàäíûå èíôîðìàöèîííûå òåõíîëîãèè

channel, which has to be properly accounted for in the design of the protocols. The need for long battery
lifetime shall be addressed through energy e�cient solutions since frequent battery replacements must
be avoided, being a very hard task in some application (e.g., medical applications where nodes are
implanted). The third main issue to be taken into account is the outage occurrence due to coexistence
with other wireless networks operating in the same frequency band. As it will be remarked later in the
paper, many standard solutions for WBAN operate in the licence-free Industrial Scienti�c and Medical
(ISM) band centered at 2.45 GHz and this leads to coexistence issues with other networks operating
in the same band (e.g., Wi-Fi IEEE 802.11).

Wireless body-area networks o�ers the possibility to reach a totally new level of communications,
with particular propagation characteristics that di�erentiate the body-area-network channel from many
other radio-propagation channels.

Key words: wireless networks, Wireless Networking Technologies, Wireless body area networks,
monitoring, sensors, classi�cation, topology, System requirements, power consumption.

References

1. Milenkovic, C. Otto, and E. Jovanov. Wireless sensor networks for personal health
monitoring: Issues and an implementation // Computer Communications. Special issue: Wireless Sensor
Networks: Performance, Reliability, Security, and Beyond. 2006. V. 29. P. 2521�2533.

2. Denisenko M. B. Naselenie Rossii do 2025 goda. Pro et Contra. 2012. Ò. 16, N 4�5. P. 153�170.

3. Chen M., Gonzalez S., Vasilakos A., Cao H., and Leung V. Body area networks: A
survey // Mobile Networks and Applications. 2011. V. 16. P. 171�193.

4. Ullah S., Shen B., Islam S. M. R., Khan P., Saleem S., and Kwak K. S. A study of
medium access control protocols for wireless body area networks / arXiv preprint arXiv:1004.3890,
2010.

5. IEEE standard for local and metropolitan area networks: Part 15.6: Wireless body area networks
// IEEE submission, February 2012.

6. Smith and L. Hanlen. Wireless body area networks : Towards a wearable intranet. ISCIT
Tutorial, September 2012.

7. Kwon H. and Lee S. Energy-e�cient multi-hop transmission in body area networks // in
20th IEEE Int. Symp. on Personal, Indoor and Mobile Radio Commun. (PIMRC). September 2009.
P. 2142�2146.

8. Hanson M., Powell H., Barth A., Ringgenberg K., Calhoun B., Aylor J., and Lach
J. Body area sensor networks: Challenges and opportunities // Computer. Jan. 2009. V. 42. P. 58�65.

9. Dishman. Inventing wellness systems for aging in place // Computer. May 2004. V. 37. P. 34�41.

10. Xing J. and Zhu Y. A survey on body area network. // in 5th Int. Conf. on Wireless
Communications. Networking and Mobile Computing (WiCom '09). Sept. 2009. P. 1�4.

11. Ullah S., Higgin H., Siddiqui M. A., and Kwak K. S. A study of implanted and wearable
body sensor networks // in Proc. 2nd KES Int. Conf. on Agent and multi-agent systems: technologies
and applications, (Berlin, Heidelberg). Springer-Verlag. 2008. P. 464�473.

12. Wang B. and Pei Y. Body area networks / Encyclopedia of Wireless and Mobile
Communications, Edited by Borko Furht, Taylor and Francis. 2007. V. 98.

13. Ullah S., Khan P., Ullah N., Saleem S., Higgins H., and Kwak K. A review of wireless
body area networks for medical applications / arXiv preprint arXiv:1001.0831. 2010. V. abs/1001.0831.

14. Lipprandt M., Eichelberg M., Thronicke W., Kruger J., Druke I., Willemsen

D., Busch C., Fiehe C., Zeeb E., and Hein A. Osamid: An open service platform for healthcare
monitoring applications // in 2nd Conf. on Human System Interactions (HSI'09). IEEE, 2009. P.
139�145.



Ð.Å. Çëîòíèêîâà 3

15.Nehmer J., Becker M., Karshmer A., and Lamm R. Living assistance systems: an ambient
intelligence approach // in Proc. 28th Int. Conf. on Software engineering. ACM, 2006. P. 43�50.

16. Latr�e B., Braem B., Moerman I., Blondia C., and Demeester P. A survey on wireless
body area networks // Wirless Network. Jan. 2011. V. 17. P. 1�18.

17. N. de Vicq, Robert F., Penders J., Gyselinckx B., and Torfs T. Wireless body area
network for sleep staging // in IEEE Biomedical Circuits and Systems Conf. (BIOCAS 2007). 2007.
P. 163�166.

18. Lewis D. 802.15.6 call for applications-response summary / in 1508-0407-00-0006-tg6-
applications-summary.doc.

19. Gopalan S. and Park J.-T. Energy-e�cient mac protocols for wireless body area networks:
Survey // in Ultra Modern Telecommunications and Control Systems and Workshops (ICUMT) Int.
Congress. 2010. P. 739�744.

20. Smith D., Miniutti D., Lamahewa T. A., and Hanlen L. Propagation models for body
area networks: A survey and new outlook // IEEE Antennas and Propagation Mag., Dec. 2013.

21. Carrano R., Passos D., Magalhaes L., and Albuquerque C. Survey and taxonomy of
duty cycling mechanisms in wireless sensor networks // IEEE Commun. Surveys Tutorials. 2013. V.
P. N 99. P. 1�14.

22. Sudevalayam S. and Kulkarni P. Energy harvesting sensor nodes: Survey and implications
// IEEE Commun. Surveys Tutorials. 2011. V. 13. N 3. P. 443�461.

23. Speci�cation of the Bluetooth System version 4.0. Bluetooth SIG. June 2010. [El. Res.]: http:
//www.bluetooth.com.

24. Patel M. and Wang J. Applications, challenges, and prospective in emerging body area
networking technologies // IEEE Trans. Wireless Commun. Feb. 2010. V. 17. N 1. P. 80�88.

25. Cao H., Leung V., Chow C., and Chan H. Enabling technologies for wireless body area
networks: A survey and outlook // IEEE Commun. Mag. Dec. 2009. V. 47. N 12. P. 84�93.

26. Khan W., Xiang Y., Aalsalem M., and Arshad Q. Mobile phone sensing systems: A
survey // IEEE Commun. Surveys Tutorials. 2013. V. 15. N 1. P. 402�427.

27. Bradley P. D. Implantable ultralow-power radio chip facilitates inbody communications //
RF DESIGN. 2007. V. 30. N 6. P. 20.

28. Yuce M. R. and Ho C. K. Implementation of body area networks based on mics/wmts
medical bands for healthcare systems // in 30th Annu. Int. Conf. IEEE Engineering in Medicine and
Biology Society, 2008. EMBS 2008. IEEE, 2008. P. 3417�3421.

29. Tachtatzis C., Franco F., Tracey D., Timmons N., and Morrison J. An energy
analysis of IEEE 802.15.6 scheduled access modes // in IEEE GLOBECOM Workshops (GC Wkshps).
Dec. 2010. P. 1270�1275.

30. Khan J. Y., Yuce M. R., Bulger G., and Harding B.Wireless body area network (wban)
design techniques and performance evaluation // J. of medical systems. 2012. V. 36, N 3. P. 1441�1457.

31. IEEE 802.15.4 Standard, Part 15.4: Wireless Medium Access Control (MAC) and Physical
Layer (PHY) Speci�cations for Low Rate Wireless Personal Area Networks (LR-WPANs). Piscataway,
New Jersey, 08855-1331: IEEE, 2006. [Electron. Res.]: //standards.ieee.org/getieee802/802.15.html

32. IEEE standard for local and metropolitan area networks part 15.6: Wireless body area networks.
IEEE Std 802.15.6-2012. February 2012. P. 1�271.

33. Reddy P., Reddy P. B., and Reddy V. K. Body area networks // J. of Telematics and
Informatics. 2013. V. 1. N 1.

34. Astrin W., Li H.-B., and Kohno R. Standardization for body area networks // IEICE
Trans. Commun., 2009. N 2. P. 366�72.

35. Elhadj Ben, Chaari L., and Kamoun L. A survey of routing protocols in wireless body
area networks for healthcare applications // Int. J. of E-Health and Medical Commun. (IJEHMC).
2012. P. 1�18.



4 Ïðèêëàäíûå èíôîðìàöèîííûå òåõíîëîãèè

36. Kwak K., Ullah S., and Ullah N. An overview of IEEE 802.15.6 standard // in 3rd Int.
Symp. on Applied Sciences in Biomedical and Communication Technologies (ISABEL). Nov. 2010. P.
1�6.

37. Ullah S., Higgins H., Braem B., Latre B., Blondia C., Moerman I., Saleem S.,

Rahman Z., and Kwak K. A comprehensive survey of wireless body area networks // J. of Medical
Systems. 2010. P. 1�30.

38.Nehmer J., Becker M., Karshmer A., and Lamm R. Living assistance systems: an ambient
intelligence approach // in Proc. 28th Int. Conf. on Software engineering. ACM, 2006. P. 43�50.

39. Schwoerer Li. Y., Yoon J., Farserotu J., Yang W., Sayrafian K., Miniutti D.,

and Lewis D. IEEE 802.15.6 regulation subcommittee report. May 2010.

40. Boulis, D. Smith, Miniutti D., Libman L., and Tselishchev Y. Challenges in body
area networks for healthcare: the mac // IEEE Commun. Mag. May 2012. V. 50. N 5. P. 100�106.

41. Ullah S., Higgins H., Braem B., Latre B., Blondia C., Moerman I., Saleem S.,

Rahman Z., and Kwak K. A comprehensive survey of wireless body area networks // J. of Medical
Systems. 2012. V. 36. P. 1065�1094.

42. Nehmer J., Becker M., Karshmer A., and Lamm R. Living assistance systems: an
ambient intelligence approach // in Proc. 28th Int. Conf. on Software engineering. ACM, 2006. P.
43�50.

43. Pantelopoulos and Bourbakis N. A survey on wearable biosensor systems for health
monitoring // in 30th Annu. Int. Conf. IEEE Engineering in Medicine and Biology Society 2008.
EMBS 2008. P. 4887�4890.

44. Alemdar and C. Ersoy. Wireless sensor networks for healthcare: A survey // Computer
Networks. 2010. V. 54. N 15. P. 2688�2710.

45. Kumar S., Kambhatla K., Hu F., Lifson M., and Xiao Y. Ubiquitous computing for
remote cardiac patient monitoring: a survey // Int. J. of telemedicine and applications. 2008. V. 2008.
P. 3.

46. Caldeira J., Rodrigues J., and Lorenz P. Toward ubiquitous mobility solutions for body
sensor networks on healthcare // IEEE Commun. Mag. 2012. V. 50. N 5. P. 108�115.

47. Intra-mobility support solutions for healthcare wireless sensor networks 2013; handover issues
// IEEE Sensors J. 2013. V. 13. N 11. P. 4339�4348.

48. Jeskindarov M. A. Glava 1.3 Mesto Rossii i perspektivy pozicionirovanija v mirovom
hozjajstve v sovremennyh uslovijah // Vneshnejekonomicheskaja politika Rossii v uslovijah global'nyh
vyzovov: Monogra�ja /Finuniversitet; pod red. A. A. Tkachenko. Ì., 2015. P. 35�51.

49. Latr�e, Braem B., Moerman I., Blondia C., and Demeester P. A survey on wireless
body area networks // Wireless Netw. 2011. V. 17. N 1. P. 1�18..

59. Shakhov Vladimir V., Migov Denis. Reliability of Ad Hoc Networks with Imperfect Nodes.
Lecture Notes in Computer Science. Springer, 2014 .V. 8715. P. 49�58.

51. ITU � Radio Regulations. Volume 1, Sectio iv. [Electron. Res.]: http://life.itu.int/

radioclub/rr/rindex.htm, 2012.

52. Carrano R., Passos D., Magalhaes L., and Albuquerque C. Survey and taxonomy of
duty cycling mechanisms in wireless sensor networks // IEEE Commun. Surveys Tutorials. 2013. V.
PP. N 99, P. 1�14.

53. FCC � Medical Body Area Networks � small entity compliance guide. [Electron. Res.]: http:
//www.fcc.gov/document/medical-body-area-networks, May 2013.

54. ITU TG 1�8 Working Group 1. Characteristics of ultra-wideband (UWB) devices. [Electron.
Res.]: http://wcsp.eng.usf.edu/papers/UWBBasics.doc, Jan., 2003.

55. Chavez-Santiago R., Nolan K., Holland O., De Nardis L., Ferro J., Barroca N.,
Borges L., Velez F., Goncalves V., and Balasingham I. Cognitive radio for medical body area
networks using ultra wideband // IEEE Wireless Commun. 2012. V. 19. N 4. P. 74�81.



Ð.Å. Çëîòíèêîâà 5

56. Hovakeemian Y., Naik K., and Nayak A. A survey on dependability in body area networks
// Medical Information Commun. Technology (ISMICT), 2011 5th Int. Symp. On. P. 10�14.

57. Lara O. and Labrador M. A survey on human activity recognition using wearable sensors
// IEEE Commun. Surveys Tutorials. 2013. V. 15. N 3. P. 1192�1209.

58. Ullah S., Khan P., Ullah N., Saleem S., Higgins H., and Sup Kwak K. A review
of wireless body area networks for medical applications // Int. J. of Commun., Netw. and System
Sciences. 2009. V. 2. N 8. P. 797�803.

59. Seyedi M., Kibret B., Lai D. T., and Faulkner M. A survey on intrabody
communications for body area network applications, 2013.

60. IEEE 802.15.4 Standard, Part 15.4: Wireless Medium Access Control (MAC) and Physical
Layer (PHY) Speci�cations for LowRate Wireless Personal Area Networks (LR-WPANs). Piscataway,
New Jersey, 08855-1331: IEEE, 2006. [Electron. Res.]: //standards.ieee.org/getieee802/802.15.html.

61. Bae, H. Cho, Song K., Lee H., and Yoo H.-J. The signal transmission mechanism on the
surface of human body for body channel communication // IEEE Trans. Microw. Theory Tech. 2012.
V. 60. N 3. P. 582�593.

62. Akyildiz F., Brunetti F., and Bl�azquez C. Nanonetworks: A new communication
paradigm // Comput. Netw. Aug. 2008. V. 52. N 12. P. 2260�2279.

63. La Polla M., Martinelli F., and Sgandurra D. A survey on security for mobile devices
// IEEE Commun. Surveys Tutorials. 2013. V. 15. N 1. P. 446�471.

64. Shahov V. V. , Jurgenson A. N. , Sokolova O. D.Modelirovanie vozdejstvija ataki Black
Hole na besprovodnye seti, Programmnye produkty i sistemy. 2017. Ò. 30. N 1. P. 34�39.

65. Shakhov V. V. Protecting Wireless Sensor Networks from Energy Exhausting Attacks, Lecture
Notes in Computer Science. 2013. Springer. V. 7971. P. 184�193.

66. Galluccio, Melodia T., Palazzo S., and Santagati G. Challenges and implications of
using ultrasonic communications in intra-body area networks // Wireless On-demand Network Systems
and Services (WONS), 2012 9th Annu. Conf. on. 2012. P. 182�189.

67. Shakhov V. V., Koo I., Rodionov A. S. Energy exhaustion attacks in wireless networks
// IEEE Int. Conf. on Computer and Information Sciences (SIBIRCON). 2017. P. 1�3.

68. Shakhov V. V., Koo I. Experiment Design for Parameter Estimation in Probabilistic Sensing
Models // IEEE Sensors Journal. 2017. V. 17. I. 24. P. 8431�8437.

69. Shakhov V. V. Performance Evaluation of MAC Protocols in Energy Harvesting Wireless
Sensor Networks. Lecture Notes in Computer Science. Springer, 2016. V. 9787. P. 344�352.

70. Materukhin A., Shakhov V. V., Sokolova O. D. An e�cient method for collecting
spatio-temporal data in the WSN using mobile sinks // IEEE Int. Conf. on Computer and Information
Sciences (SIBIRCON), 2017. P. 118�120.



Ïðîáëåìû èíôîðìàòèêè. 2018. � 1

ÎÁÇÎÐ ÒÅÕÍÎËÎÃÈÉ
ÁÅÑÏÐÎÂÎÄÍÛÕ ÍÀÒÅËÜÍÛÕ ÑÅÒÅÉ

Ð.Å. Çëîòíèêîâà
Íîâîñèáèðñêèé ãîñóäàðñòâåííûé òåõíè÷åñêèé óíèâåðñèòåò,

630073, Íîâîñèáèðñê, Ðîññèÿ

ÓÄÊ 004.73:004.77

Â äàííîé ñòàòüå ðàññìàòðèâàþòñÿ áåñïðîâîäíûå íàòåëüíûå ñåòè (WBAN), îáîñíîâûâàåòñÿ èõ
àêòóàëüíîñòü, ïðåäîñòàâëÿþòñÿ ñâåäåíèÿ î ñôåðàõ èõ ïðèìåíåíèÿ. Ðàññìàòðèâàåòñÿ êëàññè-
ôèêàöèÿ WBAN ñ òî÷êè çðåíèÿ èñïîëüçóåìîé òåõíîëîãèè áåñïðîâîäíîé ñâÿçè. Ïåðå÷èñëÿþòñÿ
îñíîâíûå ñèñòåìíûå òðåáîâàíèÿ, òàêèå êàê ñêîðîñòü ïåðåäà÷è äàííûõ, äèàïàçîí èñïîëüçóåìûõ
÷àñòîò, óðîâåíü ïîòðåáëÿåìîé ìîùíîñòè ïåðåäàò÷èêîâ, ïîêàçàòåëè êà÷åñòâà îáñëóæèâàíèÿ è
íåêîòîðûå äðóãèå. Ïðèâîäèòñÿ îáçîð ñòàíäàðòîâ äëÿ ðåàëèçàöèè WBAN: IEEE 802.15.4 è IEEE
802.15.6. Ñîîáùàåòñÿ î íåêîòîðûõ õàðàêòåðèñòèêàõ óñòðîéñòâ è îñíîâíûõ ïðîáëåìàõ ïðè ïðî-
åêòèðîâàíèè è ðåàëèçàöèè WBAN.

Êëþ÷åâûå ñëîâà: áåñïðîâîäíûå ñåòè, òåõíîëîãèè áåñïðîâîäíîé ñâÿçè, áåñïðîâîäíûå íà-
òåëüíûå ñåòè, ìîíèòîðèíã, äàò÷èêè, êëàññèôèêàöèÿ, òîïîëîãèÿ, ñèñòåìíûå òðåáîâàíèÿ, ïî-
òðåáëÿåìàÿ ìîùíîñòü.

Ââåäåíèå. Âíåäðåíèå íîâûõ èíôîðìàöèîííûõ òåõíîëîãèé â çäðàâîîõðàíåíèå ÿâëÿåò-
ñÿ àêòóàëüíîé çàäà÷åé. Ïîñëåäíèå äåñÿòèëåòèÿ ÷åëîâå÷åñòâî ñòàëêèâàåòñÿ ñ ïðîáëåìàìè
ñòàðåíèÿ íàñåëåíèÿ [1]. Äàííàÿ òåíäåíöèÿ îòìå÷àåòñÿ ïðàêòè÷åñêè ïî âñåìó ìèðó, îñî-
áåííî îñòðî ïðîáëåìà ñòîèò â ßïîíèè. Ðîññèÿ òàêæå íå îñòàëàñü â ñòîðîíå îò ãëîáàëüíîé
äåìîãðàôè÷åñêîé òåíäåíöèè [2], ïðîãíîçû ïðåäñêàçûâàþò â áëèæàéøóþ äåêàäó çàìåòíûå
è ïðàêòè÷åñêè èäåíòè÷íûå èçìåíåíèÿ â âîçðàñòíîì ñîñòàâå íàñåëåíèÿ. Äîëÿ ëèö â âîç-
ðàñòå îò 65 è ñòàðøå óâåëè÷èòñÿ íà 60 %, à âìåñòå ñ íåé è äåìîãðàôè÷åñêàÿ íàãðóçêà
ïîæèëûõ ëþäåé íà òðóäîñïîñîáíîå íàñåëåíèå. Ïî íåêîòîðûì ïðîãíîçàì ïî÷òè êàæäûé
ïÿòûé æèòåëü ñòðàíû â 2030 ã. áóäåò ñòàðøå 65 ëåò. Â ÑØÀ ê 2050 ãîäó îæèäàåòñÿ óäâî-
åíèå ÷èñëà ïðåñòàðåëûõ ëþäåé èç-çà âûõîäà íà ïåíñèþ ïîêîëåíèÿ ëþäåé, ðîäèâøèõñÿ
ïîñëå Âåëèêîé äåïðåññèè, êîãäà áûë çàðåãèñòðèðîâàí ïîäúåì ðîæäàåìîñòè. Ýòî, âïîëíå
âåðîÿòíî, ìîæåò ïðèâåñòè ê ïåðåãðóçêå ñèñòåìû çäðàâîîõðàíåíèÿ, ÷ðåçìåðíîìó ïîâû-
øåíèþ çàòðàò íà ëå÷åíèå è ìåäèöèíñêîå íàáëþäåíèå. Ñ äðóãîé ñòîðîíû, ìåäèêè âñåãî
ìèðà îáåñïîêîåíû âûñîêîé ñìåðòíîñòüþ îò ðàêà, ñåðäå÷íî-ñîñóäèñòûõ çàáîëåâàíèé, áî-
ëåçíè Ïàðêèíñîíà, àñòìû, îæèðåíèÿ, äèàáåòà è ìíîãèõ äðóãèõ õðîíè÷åñêèõ ñìåðòåëüíûõ
çàáîëåâàíèé. Áîëüøèíñòâî ýòèõ ñìåðòåé ìîæíî áûëî áû ïðåäîòâðàòèòü, åñëè áû áîëåçíè
áûëè âûÿâëåíû íà ðàííåé ñòàäèè. Èìåííî ïîýòîìó â áóäóùåì ñèñòåìû çäðàâîîõðàíåíèÿ
äîëæíû ôîêóñèðîâàòüñÿ íà äèàãíîñòèêå è ïðîôèëàêòèêå çàáîëåâàíèé.

Îäíèì èç êëþ÷åâûõ ðåøåíèé äëÿ ïîâûøåíèÿ ýôôåêòèâíîñòè çäðàâîîõðàíåíèÿ ÿâëÿ-
åòñÿ ïåðåíîñíàÿ ìîáèëüíàÿ ñèñòåìà ìîíèòîðèíãà, êîòîðàÿ ïîçâîëèò âûÿâëÿòü àíîìàëüíûå
ñîñòîÿíèÿ ïàöèåíòà è òåì ñàìûì óëó÷øàòü êà÷åñòâî æèçíè. Â ýòîì ñëó÷àå äàæå ìîíèòî-
ðèíã æèçíåííî-âàæíûõ ïîêàçàòåëåé, òàêèõ êàê ÷àñòîòà ñåðäå÷íûõ ñîêðàùåíèé è àðòåðè-
àëüíîå äàâëåíèå, íå áóäåò âûíóæäàòü ïàöèåíòîâ îñòàâàòüñÿ äîìà èëè â êëèíèêå, ïîçâîëÿÿ

© Ð.Å. Çëîòíèêîâà, 2018



Ð.Å. Çëîòíèêîâà 7

ïðîäîëæàòü àêòèâíóþ äåÿòåëüíîñòü. Òàêîãî ðåçóëüòàòà ìîæíî äîñòè÷ü òîëüêî ñ ïîìîùüþ
ñåòè áåñïðîâîäíûõ óñòðîéñòâ, ñîñòîÿùåé èç èíòåëëåêòóàëüíûõ ìèêðî- è íàíîòåõíîëîãè÷å-
ñêèõ äàò÷èêîâ è ïðèâîäîâ, ðàáîòàþùèõ íà ìàëîé ìîùíîñòè. Îíè ìîãóò áûòü ðàçìåùåíû
íà òåëå ïàöèåíòà, èëè èìïëàíòèðîâàíû â îðãàíèçì ÷åëîâåêà, îáåñïå÷èâàÿ ñâîåâðåìåííûé
ïîòîê äàííûõ [3, 4]. Òàêèå ñåòè íàçûâàþò Íàòåëüíûìè êîìïüþòåðíûìè ñåòÿìè (àíãë.
Wireless body area network, WBAN). Â äîïîëíåíèå ê ñïàñåíèþ æèçíåé, áåñïðîâîäíàÿ ñåòü
íàäåâàåìûõ êîìïüþòåðíûõ óñòðîéñòâ îáåñïå÷èò ñîêðàùåíèå ðàñõîäîâ íà çäðàâîîõðàíå-
íèå, óñòðàíèâ íåîáõîäèìîñòü äîðîãîñòîÿùåãî âíóòðèáîëüíè÷íîãî ìîíèòîðèíãà ïàöèåíòîâ.
Âàæíî îòìåòèòü, ÷òî, ïîñêîëüêó WBAN ïðåäîñòàâëÿþò áîëüøèå âðåìåííûå èíòåðâàëû
äàííûõ èç åñòåñòâåííîé ñðåäû ïàöèåíòà, âðà÷è áóäóò èìåòü áîëåå ÷åòêîå ïðåäñòàâëåíèå î
ñîñòîÿíèè ïàöèåíòà [5].

Äëÿ ðåøåíèÿ ñóùåñòâóþùèõ òåõíè÷åñêèõ è ñîöèàëüíûõ ïðîáëåì ïðåäïîëàãàåòñÿ ïðî-
åêòèðîâàòü è âíåäðÿòü ñèñòåìû WBAN, êîòîðûå áóäóò îáëàäàòü ìàêñèìàëüíîé ïðîïóñê-
íîé ñïîñîáíîñòüþ, ìàêñèìàëüíûì ñðîêîì ñëóæáû ñåòè è ìèíèìàëüíûì ïîòðåáëåíèåì
ýíåðãèè [6]. Êðîìå òîãî, îïðåäåëåíû êëþ÷åâûå òðåáîâàíèÿ â îòíîøåíèè ïîëüçîâàòåëÿ:

� ïðîñòîòà èñïîëüçîâàíèÿ;
� êîíôèäåíöèàëüíîñòü;
� ñîâìåñòèìîñòü;
� ïðàêòè÷åñêàÿ ïîëüçà;
� áåçîïàñíîñòü.
1. Ñôåðû ïðèìåíåíèÿ WBAN. Óñòðîéñòâà WBAN èìåþò øèðîêóþ ñôåðó ïðèìåíå-

íèÿ: âîåííûå òåõíîëîãèè, çäðàâîîõðàíåíèå, ñïîðò, ðàçâëå÷åíèÿ è ìíîãîå äðóãîå. Ñòàíäàðò
IEEE 802.15.6, ðàçðàáîòàííûé ñïåöèàëüíî äëÿ ñåòåé äàò÷èêîâ ìîíèòîðèíãà ïîêàçàòåëåé
òåëà ÷åëîâåêà, ðàçäåëÿåò WBAN íà ìåäèöèíñêèå è íåìåäèöèíñêèå óñòðîéñòâà [7]. Îñíîâ-
íûå ñôåðû ïðèìåíåíèÿ WBAN ïðèâåäåíû â òàáë. 1.

Ðàññìîòðèì ïðèâåäåííóþ êëàññèôèêàöèþ ìåäèöèíñêèõ WBAN áîëåå ïîäðîáíî.
Èñïîëüçîâàíèå WBAN â ìåäèöèíñêèõ ïðèëîæåíèÿõ ïîçâîëÿåò ïîñòîÿííî êîíòðîëèðî-

âàòü ôèçèîëîãè÷åñêèå õàðàêòåðèñòèêè, òàêèå êàê àðòåðèàëüíîå äàâëåíèå, ñåðäå÷íûé ðèòì
è òåìïåðàòóðó òåëà [8, 9, 10]. Â ñëó÷àÿõ îáíàðóæåíèÿ íåíîðìàëüíûõ óñëîâèé äàííûå, ñî-
áèðàåìûå äàò÷èêàìè, ìîãóò áûòü îòïðàâëåíû íà øëþç, òàêîé êàê ñîòîâûé òåëåôîí. Çàòåì
øëþç ïåðåäàåò ñâîè äàííûå ÷åðåç ñîòîâóþ ñåòü èëè Èíòåðíåò â óäàëåííîå ìåñòî, òàêîå êàê
öåíòð ýêñòðåííîé ïîìîùè èëè êàáèíåò âðà÷à, äàëåå ìåäèöèíñêèé ïåðñîíàë ïðåäïðèíèìà-
åò òðåáóåìûå â òàêîé ñèòóàöèè äåéñòâèÿ. Êðîìå òîãî, WBAN áóäóò êëþ÷åâûì ðåøåíèåì
äëÿ ðàííåé äèàãíîñòèêè, ìîíèòîðèíãà è ëå÷åíèÿ ïàöèåíòîâ ñ âîçìîæíûìè ñìåðòåëüíûìè
çàáîëåâàíèÿìè ìíîãèõ òèïîâ, âêëþ÷àÿ äèàáåò, ãèïåðòîíèþ è ñåðäå÷íîñîñóäèñòûå çàáî-
ëåâàíèÿ [11]. Ìåäèöèíñêîå ïðèìåíåíèå WBAN ìîæíî äàëåå êëàññèôèöèðîâàòü ïî òðåì
ïîäêàòåãîðèÿì ñëåäóþùèì îáðàçîì [12]:

1) íàòåëüíûå WBAN, ñðåäè êîòîðûõ ìîæíî âûäåëèòü äâå êàòåãîðèè: ïîìîùü ïî èí-
âàëèäíîñòè è óïðàâëåíèå ýôôåêòèâíîñòüþ ðàáîòû ÷åëîâåêà [13]. Ðàññìîòðèì íåêîòîðûå
ïðèìåðû ïðèìåíåíèÿ íàòåëüíûõ WBAN: à) îöåíêà ñòåïåíè óñòàëîñòè ñîëäàòà è ãîòîâíî-
ñòè ê áîþ � ñ ïîìîùüþ WBAN, ñîñòîÿùåãî èç êàìåð, áèîìåòðè÷åñêèõ äàò÷èêîâ, GPS
(Global Positioning System, ñèñòåìà ãëîáàëüíîãî ïîçèöèîíèðîâàíèÿ) è áåñïðîâîäíîé ñåòè
â ñî÷åòàíèè ñ óñòðîéñòâîì ñâÿçè ñ äðóãèìè ñîëäàòàìè è öåíòðàëèçîâàííîãî ìîíèòîðèíãà.
Äëÿ ïðåäîòâðàùåíèÿ óòå÷êè èíôîðìàöèè ìåæäó ñîëäàòàìè äîëæåí ñóùåñòâîâàòü áåç-
îïàñíûé êàíàë ñâÿçè; á) îöåíêà ñîñòîÿíèÿ ñïîðòñìåíîâ � äëÿ îïòèìèçàöèè òðåíèðîâî÷-
íîãî ïðîöåññà è ïðåäîòâðàùåíèÿ òðàâì; â) ìîíèòîðèíã ñíà � äëÿ ïðîâåäåíèÿ èçìåðåíèé
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Òàáëèöà 1

Êëàññèôèêàöèÿ WBAN

Îöåíêà ñòåïåíè óñòàëîñòè ñîëäàòà
è ãîòîâíîñòè ê áîþ

Íàòåëüíûå Îöåíêà ñîñòîÿíèÿ ñïîðòñìåíîâ
WBAN Ìîíèòîðèíã ñíà

Êîíòðîëü ñîñòîÿíèÿ ïàöèåíòîâ ñ àñòìîé
Ìåäèöèíñêèå Íàòåëüíûå WBAN

WBAN Êîíòðîëü ðàáîòû
Èìïëàíòèðóåìûå ñåðäå÷íîñîñóäèñòîé ñèñòåìû

Êëàññèôèêàöèÿ WBAN Ìîíèòîðèíã ðàêîâûõ
óñòðîéñòâ çàáîëåâàíèé
WBAN Òåõíîëîãèÿ îðãàíèçàöèè

Äèñòàíöèîííîå âñïîìîãàòåëüíîé æèçíåííîé ñðåäû
óïðàâëåíèå Ìîíèòîðèíã ïàöèåíòîâ

Ñèñòåìû òåëåìåäèöèíû
Çàïèñü âèäåîïîòîêà â ðåæèìå

ðåàëüíîãî âðåìåíè
Íåìåäèöèíñêèå WBAN Ðàçâëå÷åíèÿ

Ïîìîùü ïðè ×Ñ

çà÷àñòóþ ïàöèåíò âûíóæäåí ïðîâîäèòü íî÷ü â ëàáîðàòîðèè, ïîêðûòûé äàò÷èêàìè è êà-
áåëÿìè, ÷òî îãðàíè÷èâàåò äâèæåíèÿ âî ñíå è ñîçäàåò äèñêîìôîðò. Óñòðîéñòâà WBAN
ñïîñîáíû ïðîèçâîäèòü òó æå ðàáîòó, íå èñïîëüçóÿ êàáåëè [14]; ã) êîíòðîëü ñîñòîÿíèÿ ïà-
öèåíòîâ ñ àñòìîé � WBAN è ñîïóòñòâóþùèå äàò÷èêè ñïîñîáíû óëàâëèâàòü àëëåðãåíû â
âîçäóõå è îáåñïå÷èâàòü ïîëíóþ îáðàòíóþ ñâÿçü ñ âðà÷îì, ÷òî ìîæåò ïîìî÷ü ìèëëèîíàì
ïàöèåíòîâ, ñòðàäàþùèõ àñòìîé; ä) íàòåëüíûå WBAN � â ñî÷åòàíèè ñ äàò÷èêàìè è äðó-
ãèìè óñòðîéñòâàìè WBAN ìîæåò îáåñïå÷èòü ìîíèòîðèíã ñîñòîÿíèÿ çäîðîâüÿ â ðåæèìå
ðåàëüíîãî âðåìåíè [15, 16]. Ê ïðèìåðó, ÷òîáû îáåñïå÷èòü ïîääåðæêó ïàöèåíòîâ, áîëüíûõ
äèàáåòîì, ìîæíî èñïîëüçîâàòü ñìàðòôîí ñ ìîäóëåì ãëþêîçû. Äàííûå îá óðîâíå ñàõàðà â
êðîâè ìîãóò áûòü ñîõðàíåíû è îòïðàâëåíû ëå÷àùåìó âðà÷ó.

2) èìïëàíòèðóåìûå WBAN: ýòîò êëàññ ïðèëîæåíèé îòíîñèòñÿ ê óçëàì, ïîäëåæàùèì
èìïëàíòèðîâàíèþ â îðãàíèçì ÷åëîâåêà ïîä êîæó, ëèáî â êðîâîòîê [17]. Ïðèâåäåì íåñêîëü-
êî âîçìîæíûõ ïðèìåðîâ èñïîëüçîâàíèÿ èìïëàíòèðóåìûõ WBAN: à) êîíòðîëü äèàáåòà; á)
êîíòðîëü ñîñòîÿíèÿ ñåðäå÷íîñîñóäèñòîé ñèñòåìû ïàöèåíòà � èíôàðêò ìèîêàðäà ìîæåò
áûòü çíà÷èòåëüíî óìåíüøåí ïóòåì ìîíèòîðèíãà àíîìàëüíûõ ñîñòîÿíèé ñ ïîìîùüþ òåõ-
íîëîãèè WBAN; â) îáíàðóæåíèå ðàêîâûõ îáðàçîâàíèé � îñíîâàííûå íà WBAN äàò÷èêè
ñïîñîáíû ìîíèòîðèòü ðàêîâûå êëåòêè è òåì ñàìûì îáåñïå÷èâàòü äèàãíîñòèêó îïóõîëè áåç
áèîïñèè.

3) äèñòàíöèîííîå óïðàâëåíèå ìåäèöèíñêèìè óñòðîéñòâàìè: à) WBAN ïîçâîëÿåò ñî-
çäàâàòü ñåòè óñòðîéñòâ è ñëóæá íà äîìó, èçâåñòíûõ êàê òåõíîëîãèè îðãàíèçàöèè âñïî-
ìîãàòåëüíîé æèçíåííîé ñðåäû (àíãë. Ambient Assisted Living, AAL), ãäå êàæäûé WBAN
îáåñïå÷èâàåò áåñïðîâîäíóþ ñâÿçü ñ âíóòðåííåé ìåäèöèíñêîé ñåòüþ [18]. AAL íàïðàâëå-
íà íà ïðîäëåíèå ñàìîñòîÿòåëüíîãî óõîäà çà ïàöèåíòàìè, êîòîðûì îêàçûâàåòñÿ ïîìîùü
â èõ äîìå, ñâåäåíèå ê ìèíèìóìó çàâèñèìîñòè îò èíòåíñèâíîãî ëè÷íîãî óõîäà, ïîâûøå-
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WBAN 

RF HBC Ultrasound Molecular  communication

MICS 

WMTS 

ISM 

MBAN 

UWB 

Galvanic coupling 

Capacitive coupling 

Ðèñ. 1. Êëàññèôèêàöèÿ òåõíîëîãèé ïåðåäà÷è äàííûõ â óñòðîéñòâàõ WBAN

Ðèñ. 2. ×àñòîòû äåéñòâèÿ ðàäèî÷àñòîòíûõ ìåòîäîâ

íèÿ êà÷åñòâà æèçíè; á) ìîíèòîðèíã ïàöèåíòîâ � îäíèì èç êëþ÷åâûõ ïðèìåíåíèé WBAN
ÿâëÿåòñÿ åãî èñïîëüçîâàíèå äëÿ ìîíèòîðèíãà æèçíåííî âàæíûõ ñèãíàëîâ, à òàêæå äëÿ
îáåñïå÷åíèÿ îáðàòíîé ñâÿçè â ðåàëüíîì âðåìåíè; â) òåëåìåäèöèíñêèå ñèñòåìû � äîñòóï-
íûå òåëåìåäèöèíñêèå ñèñòåìû èñïîëüçóþò ïðîòîêîëû ñ âûñîêèì ïîòðåáëåíèåì ìîùíîñòè,
òàêèå êàê Bluetooth, êîòîðûå îòêðûòû äëÿ ïîìåõ îò äðóãèõ óñòðîéñòâ, ðàáîòàþùèõ íà òîé
æå ÷àñòîòå, èëè âûäåëåííûå áåñïðîâîäíûå êàíàëû äëÿ ïåðåäà÷è èíôîðìàöèè íà óäàëåí-
íûå ñòàíöèè. Èìåííî ïîýòîìó îíè îãðàíè÷èâàþò äëèòåëüíûé ìîíèòîðèíã, â òî âðåìÿ êàê
èíòåãðàöèÿ WBAN â ñèñòåìó òåëåìåäèöèíû ïîçâîëÿåò ïðîâîäèòü äëèòåëüíûå ïåðèîäû
íåíàâÿç÷èâîãî ìîíèòîðèíãà ñîñòîÿíèÿ àìáóëàòîðíîãî çäîðîâüÿ.

2. Êëàññèôèêàöèÿ WBAN ïî òèïó èñïîëüçóåìîé òåõíîëîãèè áåñïðîâîäíîé

ñâÿçè. Óñòðîéñòâà WBAN âîçìîæíî êëàññèôèöèðîâàòü â ñîîòâåòñòâèè ñ èñïîëüçóåìîé
òåõíîëîãèåé áåñïðîâîäíîé ñâÿçè [19]. Íà ðèñ. 1 ïðåäñòàâëåíà êëàññèôèêàöèÿ ýòèõ òåõíî-
ëîãèé [20].

Áîëüøèíñòâî ðàáîò, êîòîðûå ìîæíî íàéòè â ëèòåðàòóðå, êàñàþòñÿ WBAN, îñíîâàííûõ
íà ðàäèî÷àñòîòíûõ ìåòîäàõ (RF), êîòîðûå òàêæå âîçìîæíî ðàçäåëèòü â çàâèñèìîñòè îò
÷àñòîòû ïîëîñû, â êîòîðîé îíè ðàáîòàþò (ðèñ. 2).

Íåêîòîðûå ïðèìåíÿåìûå òèïû ïîëîñ ïåðåäà÷è äàííûõ â óñòðîéñòâàõ WBAN, îñíîâàí-
íûå íà RF-òåõíîëîãèÿõ.

Äèàïàçîíû ÷àñòîò áåñïðîâîäíîé ìåäèöèíñêîé òåëåìåòðèè (àíãë. Wireless Medical
Telemetry System, WMTS ) è ìåäèöèíñêèõ èìïëàíòàòîâ (àíãë. Medical Implant
Communication Service, MICS ) áûëè ïðåäíàçíà÷åíû èñêëþ÷èòåëüíî äëÿ ìåäèöèíñêèõ è
èìïëàíòèðîâàííûõ ìåäèöèíñêèõ ïðèëîæåíèé, êîòîðûì òðåáóåòñÿ ïðîñòàÿ äâóõòî÷å÷íàÿ
ñâÿçü. Îíè áûëè ââåäåíû äëÿ ïðåîäîëåíèÿ îãðàíè÷åíèé äèàïàçîíà, ñêîðîñòè ïåðåäà÷è
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áèòîâ è íàäåæíîñòè, íàëàãàåìûõ òåõíîëîãèåé ñâÿçè ñ ìàãíèòíîé ñâÿçüþ, èñïîëüçóåìîé
â ðàííèõ áåñïðîâîäíûõ ìåäèöèíñêèõ óñòðîéñòâàõ. Â ïðåäåëàõ äèàïàçîíà MICS ìîæíî
äîñòè÷ü ñêîðîñòè ïåðåäà÷è äî 400 êáèò/ñ ïðè äèàïàçîíå ñâÿçè îêîëî 2 ìåòðîâ, ÷òîáû óäî-
âëåòâîðèòü òðåáîâàíèÿì ïðèëîæåíèÿ, òàêèì êàê êàðäèîñòèìóëÿòîðû, èìïëàíòèðîâàííûé
äåôèáðèëëÿòîð è íåéðîñòèìóëÿòîð.

Íåëèöåíçèðîâàííûå äèàïàçîíû ïðîìûøëåííûõ, íàó÷íûõ è ìåäèöèíñêèõ ðàäèîïîëîñ
(Industrial, Scienti�c and Medical, ISM) îïðåäåëÿþòñÿ Ìåæäóíàðîäíûì ñîþçîì ýëåêòðî-
ñâÿçè (ÌÑÝ) è ïðåäíàçíà÷åíû äëÿ öåëåé, îòëè÷íûõ îò òåëåêîììóíèêàöèé, è íåêîòîðûå
èç íèõ ïîäïàäàþò ïîä äåéñòâèå îïðåäåëåííûõ ïðàâèë ðàäèîñâÿçè, â êîòîðîé ïëàíèðóåòñÿ
ôóíêöèîíèðîâàíèå ýòîé ñèñòåìû. Áóäó÷è íåëèöåíçèðîâàííûìè, ãðóïïû ISM ïîäâåðæå-
íû ïðîáëåìàì ñîñóùåñòâîâàíèÿ, êîòîðûå äîëæíû îáÿçàòåëüíî ó÷èòûâàòüñÿ äèçàéíåðîì
WBAN.

Ñëåäóþùèì âàðèàíòîì ÿâëÿþòñÿ ñâåðõøèðîêèå ïîëîñû (Ultra-Wide Band (UWB)).
Íåêîòîðûå ïîëîæèòåëüíûå îñîáåííîñòè, êîòîðûå äåëàþò UWB õîðîøåé òåõíîëîãèåé äëÿ
WBAN, � íèçêàÿ âîñïðèèì÷èâîñòü ê ìíîãîëó÷åâîìó çàìèðàíèþ, ÷òî ïîâûøàåò ïðîèçâî-
äèòåëüíîñòü âíóòðåííèõ ñèñòåì, ñíèæàåò âîñïðèèì÷èâîñòü ê ïîìåõàì, îáåñïå÷èâàåò âû-
ñîêóþ ñêîðîñòü ïåðåäà÷è äàííûõ (äî 500 Ìáèò/ñ). Áîëåå òîãî, ýòî èñêðîáåçîïàñíàÿ ñâÿçü,
÷òî âîçìîæíî áëàãîäàðÿ íèçêîé ýíåðãèè è ñïåêòðàëüíîé ïëîòíîñòè, êîòîðàÿ íèæå óðîâíÿ
øóìà îáû÷íûõ ïðèåìíèêîâ è ïðîñòîòå àðõèòåêòóðû ïðèåìîïåðåäàò÷èêà.

Îñíîâíîå âíèìàíèå â ýòîì âîïðîñå óäåëÿåòñÿ, â ïåðâóþ î÷åðåäü, RF WBAN, îäíàêî
íåäàâíèå ðàáîòû ïîêàçàëè, ÷òî â ýòîé ñòðóêòóðå ìîãóò ïðèìåíÿòüñÿ äðóãèå ïàðàäèãìû
áåñïðîâîäíîé ñâÿçè. Îäèí èç òàêèõ ìåòîäîâ íå ÿâëÿåòñÿ íè áåñïðîâîäíûì, íè ïðîâîä-
íûì, íà ñàìîì äåëå îí èñïîëüçóåò ÷åëîâå÷åñêèé îðãàíèçì êàê ñðåäó ñâÿçè. Îí íàçûâàåòñÿ
êîììóíèêàöèåé âíóòðè òåëà (Human Body Communication, HBC). Ñèãíàë ðàñïðîñòðàíå-
íèÿ ÷åðåç îðãàíèçì ÷åëîâåêà âîçìîæåí ïîñðåäñòâîì åìêîñòíîé ñâÿçè ÷åëîâå÷åñêîãî òåëà
ñ îêðóæàþùåé åãî ñðåäîé è ãàëüâàíè÷åñêîé ñâÿçè, äîñòèãàåìîé ïóòåì ñëèÿíèÿ ïåðåìåí-
íîãî òîêà â ÷åëîâå÷åñêîì òåëå. Ïðåèìóùåñòâà èñïîëüçîâàíèÿ HBC â WBAN: âíóòðåííÿÿ
áåçîïàñíîñòü, ïîñêîëüêó ñèãíàëû ïåðåäàþòñÿ íà ñðàâíèòåëüíî íåáîëüøîì ðàññòîÿíèè è
äëÿ ïîëó÷åíèÿ äàííûõ òðåáóåòñÿ êîíòàêò ñ òåëîì; ïîòðåáëåíèå ýíåðãèè ìîæåò ïîääåð-
æèâàòüñÿ íà îäèí ïîðÿäîê íèæå ïî ñðàâíåíèþ ñ UWB ñî ñêîðîñòüþ îêîëî 10 Ìáèò/ñ,
ñîñóùåñòâîâàíèå ñ äðóãîé HBC WBAN âîçìîæíî, ïîòîìó ÷òî ñîîáùåíèå îãðàíè÷åíî èëè
íàõîäèòñÿ â íåïîñðåäñòâåííîé áëèçîñòè îò ÷åëîâå÷åñêîãî òåëà. Èç-çà èõ âíóòðåííåé áèî-
ñîâìåñòèìîñòè ìîëåêóëÿðíûå êîììóíèêàöèè íà îñíîâå äèôôóçèè ïåðñïåêòèâíû äëÿ ïðè-
ìåíåíèÿ íàíîìåäèöèíû, ê ïðèìåðó, äëÿ âîññòàíîâëåíèÿ öèêëà îáðàòíîé ñâÿçè ãëþêîçû ó
ïàöèåíòîâ ñ äèàáåòîì, à òàêæå äëÿ ðàñïîçíàâàíèÿ è óíè÷òîæåíèÿ îïóõîëåé ñ ïîìîùüþ
ñêîíñòðóèðîâàííûõ áàêòåðèé, èëè äàæå âíóòðèêëåòî÷íàÿ õèðóðãèÿ ñ íàíîðîáîòàìè.

Óëüòðàçâóêîâûå âîëíû èñïîëüçóþòñÿ äåñÿòèëåòèÿìè â êà÷åñòâå ïðåäïî÷òèòåëüíîãî
òåõíîëîãè÷åñêîãî ðåøåíèÿ äëÿ ïîäâîäíûõ êîììóíèêàöèé, è ïîýòîìó îíè ñ÷èòàþòñÿ ïîäõî-
äÿùèì âàðèàíòîì äëÿ îáåñïå÷åíèÿ ñâÿçè âíóòðè ÷åëîâå÷åñêîãî òåëà, êîòîðîå â îñíîâíîì
ñîñòîèò èç âîäû. Äëÿ íèõ äîëæíû ðåàëèçîâûâàòüñÿ íàäåæíûå PHY è MAC óðîâíè ñå-
òè. Ýòî íåîáõîäèìî äëÿ ïîääåðæàíèÿ âûñîêîé ïðîïóñêíîé ñïîñîáíîñòè è âîçìîæíîñòè
ðåàëèçàöèè WBAN íà îñíîâå óëüòðàçâóêîâîé ñâÿçè.

3. Ñèñòåìíûå òðåáîâàíèÿ äëÿ óñòðîéñòâ WBAN. Ðàçðàáîòêà WBAN ÿâëÿåò-
ñÿ ñëîæíîé çàäà÷åé, ïîñêîëüêó ïîäðàçóìåâàåò ñîîòâåòñòâèå øèðîêîìó êðóãó òðåáîâàíèé,
ïðåäúÿâëÿåìûõ ïðèëîæåíèÿìè [21]. Íàèáîëåå âàæíûå òðåáîâàíèÿ, ðåêîìåíäîâàííûå IEEE
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Ñïèñîê òðåáîâàíèé ñêîðîñòè ïåðåäà÷è äàííûõ (â áèòàõ) ê ðàçëè÷íûì ïðèëîæåíèÿì WBAN

Ñêîðîñòü ïåðåäà÷è Âðåìÿ ×àñòîòà ïîÿâëåíèÿ
Ñôåðà ïðèìåíåíèÿ WBAN ïîòîêà öèôðîâûõ çàäåðæêè îøèáî÷íûõ áèòîâ

äàííûõ

Ãëóáîêàÿ ñòèìóëÿöèÿ ìîçãà < 320,000 Êáèò/ñ < 250 ìñ < 10−10

Ââåäåíèå ëåêàðñòâ < 16,000 Êáèò/ñ < 250 ìñ < 10−10

Êàïñóëüíàÿ ýíäîñêîïèÿ 1,000 Ìáèò/ñ < 250 ìñ < 10−10

ÝÊÃ 192,000 Êáèò/ñ < 250 ìñ < 10−10

Ýëåêòðîýíöåôàëîãðàììà 86,400 Êáèò/ñ < 250 ìñ < 10−10

Ýëåêòðîìèîãðàììà 1,536 Ìáèò/ñ < 250 ìñ < 10−10

Êîíòðîëü óðîâíÿ ñàõàðà â êðîâè < 1,000 Êáèò/ñ < 250 ìñ < 10−10

Ïîòîêîâàÿ àóäèîçàïèñü 1,000 Ìáèò/ñ < 20 ìñ < 10−5

Ïîòîêîâàÿ âèäåîçàïèñü < 10,000 Ìáèò/ñ < 100 ìñ < 10−3

Âîñïðîèçâåäåíèå ãîëîñà 50�100 Êáèò/ñ < 100 ìñ < 10−3

TG6 (àíãë. Task Group, öåëåâàÿ ãðóïïà IEEE 802.15.6 äëÿ ðàçðàáîòêè ñòàíäàðòà ñåòåé äàò-
÷èêîâ ìîíèòîðèíãà ïîêàçàòåëåé òåëà ÷åëîâåêà), ïîäðîáíî îïèñàíû â ýòîì ðàçäåëå [22].

Ñêîðîñòü ïåðåäà÷è äàííûõ è êà÷åñòâî îáñëóæèâàíèÿ. Òðåáîâàíèå ê ñêîðîñòè ïåðå-
äà÷è ïîòîêà öèôðîâûõ äàííûõ âàðüèðóåòñÿ â çàâèñèìîñòè îò ñôåðû ïðèìåíåíèÿ è òèïà
ïåðåäàâàåìûõ äàííûõ (òàáë. 2). Ê òîìó æå, â ìåäèöèíñêèõ è âîåííûõ ïðèëîæåíèÿõ äîëæ-
íî áûòü ãàðàíòèðîâàíî âûñîêîå êà÷åñòâî îáñëóæèâàíèÿ (àíãë. Quality of Service, QoS), è
ìèíèìàëüíàÿ ÷àñòîòà ïîÿâëåíèÿ îøèáî÷íûõ áèòîâ [23, 24]. Äëÿ ñîîòâåòñòâèÿ ýòèì òðåáî-
âàíèÿì äîëæíû áûòü ðåàëèçîâàíû ìåòîäû êîððåêöèè îøèáîê è ïðåäîòâðàùåíèÿ ïîìåõ
íà óðîâíÿõ MAC è PHY [25].

Äèàïàçîí è òîïîëîãèÿ ñåòåé äëÿ WBAN. Ðàññòîÿíèå, íà êîòîðîì ïðîèñõîäèò ïåðåäà÷à
äàííûõ, íå äîëæíî ïðåâûøàòü íåñêîëüêèõ ìåòðîâ (3�6 ì) äëÿ áîëüøèíñòâà ïðèëîæåíèé.
Òàêèì îáðàçîì, ïðîñòîé çâåçäíîé òîïîëîãèè îáû÷íî äîñòàòî÷íî, îäíàêî ÷åëîâå÷åñêèé îð-
ãàíèçì ìîæåò ïðåäñòàâëÿòü ñîáîé ïðåïÿòñòâèå äëÿ ðàñïðîñòðàíåíèÿ ðàäèîâîëí, îñîáåí-
íî äëÿ èìïëàíòèðîâàííûõ óçëîâ [26]. Â ýòîì ñëó÷àå äîëæíà áûòü óñòàíîâëåíà ñâÿçü ñ
íåñêîëüêèìè ïåðåõîäàìè. Êîëè÷åñòâî óçëîâ, îáðàçóþùèõ WBAN, êîëåáëåòñÿ îò äâóõ (íà-
ïðèìåð, äëÿ ãëþêîìåòðà) äî äåñÿòè è ìîæåò ìåíÿòüñÿ âî âðåìÿ âûïîëíåíèÿ. Ïîýòîìó ñåòü
äîëæíà âíåäðÿòü íàäåæíûå ïðîöåäóðû ïîäêëþ÷åíèÿ è îòêëþ÷åíèÿ, ÷òîáû ïîçâîëèòü óç-
ëàì ïðèñîåäèíèòüñÿ èëè ïîêèíóòü ñåòü ïî ìåðå íåîáõîäèìîñòè.

Çàùèòà ëè÷íîé èíôîðìàöèè. Ïðîáëåìà áåçîïàñíîñòè èìååò ïåðâîñòåïåííîå çíà÷åíèå,
îñîáåííî â ñëó÷àå ìåäèöèíñêèõ è âîåííûõ ïðèëîæåíèé, è åå ñëåäóåò ðåøàòü ñ ïîçèöèè
îáåñïå÷åíèÿ êîíôèäåíöèàëüíîñòè, äîñòóïíîñòè, àâòîðèçàöèè è öåëîñòíîñòè. Êàæäûé èç
ñòàíäàðòîâ, ïðåäíàçíà÷åííûõ äëÿ èñïîëüçîâàíèÿ â êîíòåêñòå WBAN, ïðåäîñòàâëÿåò ìåòî-
äû ðåøåíèÿ ýòèõ ïðîáëåì. Îáû÷íûå ìåõàíèçìû øèôðîâàíèÿ äàííûõ èëè ïðîöåññ àóòåíòè-
ôèêàöèè íå èäåàëüíî ïîäõîäÿò äëÿ òàêèõ ñåòåé èç-çà îãðàíè÷åííîé ìîùíîñòè îáðàáîòêè,
ïàìÿòè è îãðàíè÷åíèé ýíåðãèè â óçëàõ WBAN. Ñëåäîâàòåëüíî, ðàçðàáàòûâàþòñÿ íîâûå
îáëåã÷åííûå è ðåñóðñîñáåðåãàþùèå ìåòîäû. Â ýòîì êîíòåêñòå ïåðñïåêòèâíûì ðåøåíèåì
ÿâëÿåòñÿ èñïîëüçîâàíèå ìåõàíèçìîâ, îñíîâàííûõ íà áèîìåòðè÷åñêîé èäåíòèôèêàöèè [27].

Èñïîëüçîâàíèå àíòåíí è ðàäèîêàíàëîâ. Ñëåäóåò ñ áîëüøèì âíèìàíèåì îòíîñèòüñÿ ê
êîíñòðóèðîâàíèþ àíòåíí äëÿ óñòðîéñòâ WBAN, ñîáëþäàÿ êîìïðîìèññ ìåæäó ðàçìåðàìè
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àíòåíí è èõ ýôôåêòèâíîñòüþ. Êðîìå òîãî, íåëüçÿ ïðåíåáðåãàòü âëèÿíèåì ÷åëîâå÷åñêîãî
òåëà íà õàðàêòåðèñòèêè èçëó÷åíèÿ è ïîëÿðèçàöèè àíòåííû, çàâèñèìîñòè îò ñïåöèôèêè
ðàñïîëîæåíèÿ óñòðîéñòâà. Äëÿ èñïîëüçîâàíèÿ àíòåííû ÿâëÿåòñÿ îáÿçàòåëüíîé õîðîøàÿ
õàðàêòåðèñòèêà ðàäèîêàíàëà, ñïîñîáíàÿ îáåñïå÷èòü ñîîòâåòñòâóþùèå ñâîéñòâà èçëó÷åíèÿ.

Ïîòðåáëÿåìàÿ ìîùíîñòü. Ïîòðåáëåíèå ýíåðãèè î÷åíü çàâèñèò îò õàðàêòåðà ïðèëîæå-
íèÿ. Òåì íå ìåíåå, óñòðîéñòâà WBAN îáû÷íî ïèòàþòñÿ îò áàòàðåè, è ñðîê ñëóæáû áàòàðåè
äîëæåí ñîñòàâëÿòü äî íåñêîëüêèõ ëåò äëÿ èìïëàíòèðîâàííûõ óñòðîéñòâ (íàïðèìåð, äëÿ
êàðäèîñòèìóëÿòîðîâ òðåáóåòñÿ íå ìåíåå ïÿòè ëåò).

Ïîìåõîóñòîé÷èâîñòü. Áîëüøèíñòâî WBAN ïðåäíàçíà÷åíû äëÿ ðàáîòû â çîíå ISM ñ
öåíòðîì â 2,45 ÃÃö. Ýòî ïåðåíàñûùåííûé ðàäèîäèàïàçîí, äåéñòâèòåëüíî, â ýòîé ïîëîñå
ðàáîòàþò Wi-Fi (IEEE 802.11), Bluetooth (IEEE 802.15.1), IEEE 802.15.4 / ZigBee è äðóãèå
ñòàíäàðòû. Ìíîãèå ïðèëîæåíèÿ WBAN (íàïðèìåð, ìåäèöèíñêèå ïðèëîæåíèÿ) òðåáóþò
î÷åíü âûñîêîé íàäåæíîñòè, îñîáåííî êîãäà íåîáõîäèìî ïåðåäàâàòü àâàðèéíûå ñèãíàëû èëè
êðèòè÷åñêóþ èíôîðìàöèþ, ïîýòîìó ñëåäóåò èçó÷èòü è âíåäðèòü ìåòîäû, ïîçâîëÿþùèå
èçáåæàòü èëè óìåíüøèòü ïîìåõè.

Òèïîðàçìåð óñòðîéñòâ WBAN. Îãðàíè÷åíèÿ ðàçìåðà ìîãóò áûòü ñòðîãèìè; íàèáîëåå
âàæíûì àñïåêòîì ýòîãî ÿâëÿåòñÿ óñòàíîâêà àíòåííû è àêêóìóëÿòîðà â î÷åíü ïëîòíûé
êîðïóñ, îáåñïå÷èâàÿ ïðè ýòîì õîðîøóþ ðàäèàöèîííóþ õàðàêòåðèñòèêó è ñðîê ñëóæáû.
Âî âñÿêîì ñëó÷àå, ýòî îòíîñèòñÿ â îñíîâíîì ê èìïëàíòèðóåìûì óñòðîéñòâàì, êîãäà óçåë
WBAN ïðåäíàçíà÷åí äëÿ íîøåíèÿ, ãèáêîñòü è ðàñòÿæèìîñòü ìîãóò áûòü áîëåå âàæíûìè
äëÿ óäîáñòâà ïîëüçîâàòåëÿ, îñîáåííî â ñïîðòå, ôèòíåñå è âîåííûõ ïðèëîæåíèÿõ.

Îáðàáîòêà ñèãíàëîâ. Óçëû WBAN îãðàíè÷åíû â ïîòðåáëåíèè ýíåðãèè, à ðàäèîñõåìû
÷àñòî ÿâëÿþòñÿ î÷åíü ýíåðãîçàòðàòíîé ÷àñòüþ ñèñòåì. Îäíàêî ýôôåêòèâíûå òåõíîëîãèè
îáðàáîòêè ñèãíàëîâ ìîãóò ïîìî÷ü äèçàéíåðó êîíòðîëèðîâàòü ïîòðåáëåíèå ýíåðãèè, ñâÿ-
çàííóþ ñ ïðèîáðåòåíèåì è àíàëèçîì áèîëîãè÷åñêèõ ñèãíàëîâ. Òàê, ñæàòîå ñ÷èòûâàíèå
(àíãë. compressed sensing, CS) � ìåòîä, ïîçâîëÿþùèé ýêîíîìèòü ýíåðãèþ áåç ïîòåðè èí-
ôîðìàöèè, ñîäåðæàùåéñÿ â íåé, ïðèìåíÿåòñÿ êî ìíîãèì ñöåíàðèÿì WBAN, òàêèì êàê
EEG, ÝÊÃ è EMG.

Áåçîïàñíîñòü òåõíîëîãèè äëÿ ÷åëîâå÷åñêîãî îðãàíèçìà. Íà ÷àñòîòàõ, ïðåäñòàâëÿþùèõ
èíòåðåñ äëÿ WBAN, ïðîèçâîäÿòñÿ òîëüêî òàêèå èçâåñòíûå ýôôåêòû, ñêàçûâàþùèåñÿ íà
çäîðîâüå ÷åëîâå÷åñêèõ òêàíåé, êàê íàãðåâ. Ìåæäóíàðîäíàÿ êîìèññèÿ ïî çàùèòå îò íåèîíè-
çèðóþùåé ðàäèàöèè (àíãë. International Commission on Non-Ionizing Radiation Protection,
ICNIRP) îïðåäåëÿåò îáùèå îãðàíè÷åíèÿ è ðåêîìåíäàöèè, êîòîðûå äîëæíû ñîáëþäàòüñÿ
äëÿ îáåñïå÷åíèÿ áåçîïàñíîñòè çäîðîâüÿ, êîãäà îðãàíèçì ïîäâåðãàåòñÿ âîçäåéñòâèþ ýëåê-
òðîìàãíèòíûõ ïîëåé [28]. Äëÿ äèàïàçîíà ÷àñòîò îò 100 êÃö äî 10 ÃÃö òàêèå îãðàíè÷åíèÿ
óñòàíàâëèâàþòñÿ ñ èñïîëüçîâàíèåì óäåëüíîãî êîýôôèöèåíòà ïîãëîùåíèÿ (àíãë. Speci�c
Absorption Rate, SAR). SAR ïîêàçûâàåò, êàêàÿ ýíåðãèÿ ýëåêòðîìàãíèòíîãî ïîëÿ ïîãëîùà-
åòñÿ â òêàíÿõ òåëà ÷åëîâåêà çà åäèíèöó âðåìåíè, âûðàæàåòñÿ â åäèíèöàõ âàòò íà êèëî-
ãðàìì [Âò/êã]. Óñòðîéñòâà ñ ìàëîé ïîòðåáëÿåìîé ìîùíîñòüþ, òàêèå êàê WBAN, îáëàäàþò
ïðèåìëåìûì SAR [29, 30].

4. Îáçîð ñòàíäàðòîâ äëÿ ðåàëèçàöèè WBAN. Ñòàíäàðòèçàöèÿ ïðîãðàììíûõ
ñðåäñòâ è òåõíîëîãèé ñïîñîáñòâóåò ïîâûøåíèþ íàäåæíîñòè ñïåöèôèêàöèé, èñïîëüçóåìûõ
ïðè ðàçðàáîòêå ïðîäóêöèè, ñíèæåíèþ çàòðàò ïîñòàâùèêîâ è ïîòðåáèòåëåé è ðàñøèðåíèþ
ïîòåíöèàëüíîãî êðóãà ïîñòàâùèêîâ [31]. Êðîìå òîãî, âûñîêàÿ ôóíêöèîíàëüíàÿ ñîâìåñòè-
ìîñòü îáåñïå÷èâàåò áîëåå øèðîêîå èñïîëüçîâàíèå è ðàñïðîñòðàíåíèå òåõíîëîãèé. Â ýòîì
ðàçäåëå îïèñûâàþòñÿ îñíîâíûå ðåøåíèÿ, ðàññìàòðèâàåìûå â êà÷åñòâå ýòàëîíà: ñòàíäàð-
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òû IEEE 802.15.4 [32] è IEEE 802.15.6 [33], à òàêæå áåñïðîâîäíàÿ òåõíîëîãèÿ Bluetooth ñ
íèçêèì ýíåðãîïîòðåáëåíèåì [34] (àíãë. Bluetooth low energy, (Bluetooth LE, BT LE)).

Ïåðâûé èç ïåðå÷èñëåííûõ ñòàíäàðòîâ áûë îïóáëèêîâàí â 2006 ãîäó, îïðåäåëèâ óðîâ-
íè PHY è MAC îñíîâîé äëÿ áëèæíåé áåñïðîâîäíîé ñâÿçè. Ðàçðàáîòàí äëÿ ïîääåðæêè
ñåòåé ñ íèçêîé ìîùíîñòüþ, íèçêîé ñòîèìîñòüþ è íèçêîé ñêîðîñòüþ ïåðåäà÷è. Â íàñòîÿ-
ùåå âðåìÿ ýòî ìîæíî ðàññìàòðèâàòü êàê ñòàíäàðò äëÿ áåñïðîâîäíûõ ñåíñîðíûõ ñåòåé [35]
(àíãë. Wireless sensor networks, WSN). Âòîðîå ñòàíäàðòíîå ðåøåíèå ïðåäíàçíà÷åíî ñïå-
öèàëüíî äëÿ áåñïðîâîäíîé ñâÿçè â íåïîñðåäñòâåííîé áëèçîñòè îò ÷åëîâå÷åñêîãî òåëà èëè
âíóòðè íåãî. IEEE 802.15 Task Group 6 èíèöèèðîâàëà äåÿòåëüíîñòü ïî ñòàíäàðòèçàöèè
WBAN â íîÿáðå 2007 ãîäà, ïðèçíàâ, ÷òî ñóùåñòâóþùèå ñòàíäàðòû íå ïîëíîñòüþ îòâå-
÷àþò ìåäèöèíñêèì (áëèçîñòü ê òêàíÿì ÷åëîâåêà) è ñîîòâåòñòâóþùèì íîðìàì ñâÿçè äëÿ
íåêîòîðûõ ïðèêëàäíûõ ñðåä, è îíè íå ïîäõîäÿò äëÿ ïîääåðæêè ñî÷åòàíèÿ íàäåæíîñòè,
íèçêîé ìîùíîñòè, âûñîêîé ñêîðîñòè ïåðåäà÷è äàííûõ è ïîìåõîóñòîé÷èâîñòè. Ïåðâûé ðå-
ëèç áûë âûïóùåí â ìàå 2010 ãîäà, îêîí÷àòåëüíàÿ âåðñèÿ áûëà îïóáëèêîâàíà â ôåâðàëå
2012 ãîäà. Íàêîíåö, Bluetooth LE îáëàäàåò ñâåðõíèçêèì ýíåðãîïîòðåáëåíèåì (ñïåöèôèêà-
öèÿ Bluetooth). Bluetooth LE íàöåëåí íà íåñêîëüêî ïðèëîæåíèé äëÿ íåáîëüøèõ è äåøåâûõ
óñòðîéñòâ, ïèòàåìûõ îò áàòàðåé ñ êíîïî÷íûìè ýëåìåíòàìè, òàêèõ êàê áåñïðîâîäíûå äàò-
÷èêè.

Ñòàíäàðò IEEE 802.15.4: íèçêîñêîðîñòíûå WPAN. Áåñïðîâîäíàÿ òåõíîëîãèÿ ïî ñòàí-
äàðòó IEEE 802.15.4 ïðåäñòàâëÿåò ñîáîé êîðîòêóþ (äî 100 ì) ñèñòåìó ñâÿçè, ïðåäíàçíà-
÷åííóþ äëÿ ïðèëîæåíèé ñ îãðàíè÷åííûìè òðåáîâàíèÿìè ê ïðîïóñêíîé ñïîñîáíîñòè è çà-
ùèùåííîñòè â áåñïðîâîäíûõ ïåðñîíàëüíûõ âû÷èñëèòåëüíûõ ñåòÿõ (WPAN). Êëþ÷åâûìè
îñîáåííîñòÿìè áåñïðîâîäíîé òåõíîëîãèè IEEE 802.15.4 ÿâëÿþòñÿ íèçêèå ñëîæíîñòü, ñòîè-
ìîñòü è ýíåðãîïîòðåáëåíèå, à òàêæå ïåðåäà÷à äàííûõ ñ íèçêîé ñêîðîñòüþ. Îñíîâíîé îáëà-
ñòüþ ïðèìåíåíèÿ ýòîé òåõíîëîãèè ÿâëÿþòñÿ ïðèëîæåíèÿ WSN. Ïîääåðæèâàåìûå ñåòåâûå
òîïîëîãèè � ýòî çâåçäà, äåðåâî è ñåòêà. IEEE 802.15.4 ñòàíäàðòèçèðóåò äâà íèæíèõ óðîâ-
íÿ ñòåêà ïðîòîêîëîâ ISO/OSI, à èìåííî óðîâíè PHY è MAC. Ñóùåñòâóþò äâà âàðèàíòà
îïðåäåëåíèÿ âåðõíåãî óðîâíÿ: ïðîòîêîëû ZigBee, óêàçàííûå ïðîìûøëåííûìè êîíñîðöè-
óìàìè ZigBee Alliance (ZigBee � ñïåöèôèêàöèÿ ñåòåâûõ ïðîòîêîëîâ âåðõíåãî óðîâíÿ �
óðîâíÿ ïðèëîæåíèé APS (àíãë. application support sublayer) è ñåòåâîãî óðîâíÿ NWK, �
èñïîëüçóþùèå ñåðâèñû íèæíèõ óðîâíåé � óðîâíÿ óïðàâëåíèÿ äîñòóïîì ê ñðåäå MAC è
ôèçè÷åñêîãî óðîâíÿ PHY, ðåãëàìåíòèðîâàííûõ ñòàíäàðòîì IEEE 802.15.4.), è 6LowPAN
(àíãë. IPv6 over Low power Wireless Personal Area Network � ñòàíäàðò âçàèìîäåéñòâèÿ ïî
ïðîòîêîëó IPv6 ïîâåðõ ìàëîìîùíûõ áåñïðîâîäíûõ ïåðñîíàëüíûõ ñåòåé ñòàíäàðòà IEEE
802.15.4, à òàêæå íàçâàíèå ðàáî÷åé ãðóïïû, ïðîåêòèðóþùåé ýòîò ñòàíäàðò).

Ñòàíäàðò IEEE 802.15.4 îïðåäåëÿåò àëãîðèòì øèôðîâàíèÿ, êîòîðûé áóäåò èñïîëüçî-
âàòüñÿ ïðè øèôðîâàíèè ïåðåäàâàåìûõ äàííûõ, îäíàêî ñòàíäàðò íå óêàçûâàåò, êàê óïðàâ-
ëÿòü êëþ÷àìè èëè êàêèå ïîëèòèêè àóòåíòèôèêàöèè äîëæíû ïðèìåíÿòüñÿ. Ýòè ïðîáëåìû
ðåøàþòñÿ ïðîòîêîëàìè âåðõíèõ óðîâíåé, êîòîðûìè óïðàâëÿåò ZigBee. Èñïîëüçóåìûé àë-
ãîðèòì øèôðîâàíèÿ � AES (Advanced Encryption Standard) ÿâëÿåòñÿ ñèììåòðè÷íûì àë-
ãîðèòìîì áëî÷íîãî øèôðîâàíèÿ ñ äëèíîé êëþ÷à 128 áèò. Àëãîðèòì AES èñïîëüçóåòñÿ íå
òîëüêî äëÿ øèôðîâàíèÿ èíôîðìàöèè, íî è äëÿ ïðîâåðêè äàííûõ, êîòîðûå îòïðàâëÿþòñÿ.
Ýòà êîíöåïöèÿ íàçûâàåòñÿ öåëîñòíîñòüþ äàííûõ è äîñòèãàåòñÿ ñ ïîìîùüþ êîäà öåëîñòíî-
ñòè ñîîáùåíèé (MIC), êîòîðûé äîáàâëÿåòñÿ ê ñîîáùåíèþ. Ýòîò êîä îáåñïå÷èâàåò öåëîñò-
íîñòü çàãîëîâêà MAC è äàííûõ ïîëåçíîé íàãðóçêè. ZigBee ðåàëèçóåò äâà äîïîëíèòåëüíûõ
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óðîâíÿ áåçîïàñíîñòè ïîâåðõ IEEE 802.15.4: óðîâíè áåçîïàñíîñòè ñåòè è ïðèëîæåíèé. Âñå
ïîëèòèêè áåçîïàñíîñòè îñíîâàíû íà àëãîðèòìå øèôðîâàíèÿ AES 128 áèò.

Ñòàíäàðò IEEE 802.15.6: ñåòü ìîíèòîðèíãà ïîêàçàòåëåé òåëà ÷åëîâåêà. Âñå óòâåð-
æäåííûå ñòàíäàðòû 802.15.x ïðåäëàãàþò óðîâíè PHY è MAC [36]. Îíè íå ïîñòàâëÿþò íè
îäèí ñåòåâîé, òðàíñïîðòíûé èëè ïðèêëàäíîé óðîâåíü è ïîýòîìó òðåáóþò îò äðóãèõ ñòîðîí
èõ ðàçðàáîòêè [37].

Ðàáî÷àÿ ãðóïïà IEEE 802.15.6 (WBAN) îïðåäåëèëà íîâûå óðîâíè ôèçè÷åñêîãî (PHY)
è ñðåäíåãî óðîâíÿ äîñòóïà (MAC) äëÿ WBAN, êîòîðûå îáåñïå÷èâàþò íèçêóþ ñëîæíîñòü,
íèçêóþ ñòîèìîñòü, âûñîêóþ íàäåæíîñòü, ñâåðõíèçêóþ ìîùíîñòü è êîðîòêóþ áåñïðîâîä-
íóþ ñâÿçü â ïðåäåëàõ èëè âîêðóã òåëà ÷åëîâåêà [12, 38, 39]. Â ñòàíäàðòå òàêæå óïîìèíàþò-
ñÿ îáúåêò óïðàâëåíèÿ ëîãè÷åñêèì óçëîì è îáúåêò óïðàâëåíèÿ êîíöåíòðàòîðîì, êîòîðûå
îáìåíèâàþòñÿ ñëóæåáíîé èíôîðìàöèåé ñ MAC ïðîòîêîëàìè, ïðîòîêîëàìè ôèçè÷åñêîãî è
äðóãèìè óðîâíåé.

Áûëà îïðåäåëåíà ñëåäóþùàÿ êëàññèôèêàöèÿ ôèçè÷åñêîãî óðîâíÿ:
� óçêîïîëîñíûé êàíàë (àíãë. Narrowband, NB);
� ñâåðõøèðîêàÿ ïîëîñà (àíãë. Ultra-Wide Band, UWB);
� êîììóíèêàöèÿ âíóòðè òåëà ÷åëîâåêà (àíãë. Human Body Communication, HBC).
Â ñëó÷àå ïåðåäà÷è ñèãíàëà ïî óçêîïîëîñíîìó êàíàëó ñîâìåñòèìîå óñòðîéñòâî äîëæíî

ïîääåðæèâàòü îáìåí äàííûìè ïî ìåíüøåé ìåðå â îäíîì èç ñëåäóþùèõ íåîáÿçàòåëüíûõ
äèàïàçîíîâ ÷àñòîò: 402�405 ÌÃö, 420�450 ÌÃö, 863�870 ÌÃö, 902�928 ÌÃö, 950�958 ÌÃö,
2360�2400 ÌÃö, 2400�2483 è 5 ÌÃö. Â ÷àñòíîñòè, ïîñëåäíèé íàõîäèòñÿ â ISM-äèàïàçîíå,
è îí ÷ðåçâû÷àéíî èíòåðåñåí èç-çà åãî äîñòóïíîñòè ïî âñåìó ìèðó, íî ìîãóò âîçíèêàòü
ïðîáëåìû ñîñóùåñòâîâàíèÿ ñ äðóãèìè ñòàíäàðòàìè, ðàáîòàþùèìè â îäíîé è òîé æå ïîëîñå
÷àñòîò (íàïðèìåð, IEEE 802.15.4).

UWB äåëèòñÿ íà íèçêóþ (3,25�4,75 ÃÃö) è âûñîêóþ (6,6�10,25 ÃÃö) ïîëîñû, îáå ïîä-
ðàçäåëÿþòñÿ íà ðàáî÷èå êàíàëû øèðèíîé 500 ÌÃö êàæäûé. UWB PHY ñïåöèàëüíî ðàç-
ðàáîòàí äëÿ îáåñïå÷åíèÿ íàäåæíîé ðàáîòû ñ âûñîêèì êà÷åñòâîì, íèçêîé ñëîæíîñòüþ è
ñâåðõíèçêîé ìîùíîñòüþ.

Äëÿ êîììóíèêàöèè âíóòðè òåëà ÷åëîâåêà èñïîëüçóåòñÿ ÷åëîâå÷åñêèé îðãàíèçì êàê ñðå-
äà ñâÿçè. Ïîëîñà ðàáîòû öåíòðèðîâàíà íà ÷àñòîòå 21 ÌÃö ñ ïîëîñîé ïðîïóñêàíèÿ 5,25 ÌÃö.
Âñå òåõíîëîãèè, ïðåäñòàâëåííûå â ñïèñêå, ïîçâîëÿþò ïåðåäà÷ó ñèãíàëà íà ðàññòîÿíèå äî
3-õ ìåòðîâ.

Ðàáî÷àÿ ãðóïïà IEEE 802.15.6 îïðåäåëÿåò îïðåäåëÿåò óðîâåíü MAC ïîâåðõ óðîâíÿ
PHY äëÿ óïðàâëåíèÿ äîñòóïîì ê êàíàëó. Õàá (êîîðäèíàòîð) ðåàëèçóåò ïðèíöèï âðåìåí-
íîãî ìóëüòèïëåêñèðîâàíèÿ êàíàëà ñ èñïîëüçîâàíèåì öåïî÷êè ñóïåðêàäðîâ. Äëÿ êîîðäèíà-
öèè èñïîëüçóþòñÿ èìïóëüñû ìàÿêà, ñóïåðêàäðû îáðàçîâàíû èíòåðâàëàìè ðàâíîé äëèíû
ìåæäó èìïóëüñàìè. Õàá òàêæå ìîæåò èçìåíÿòü ðåæèì ðàáîòû ìàÿêà. Îáû÷íî èìïóëü-
ñû ïîñûëàþòñÿ â êàæäûé ïåðèîä àêòèâíîñòè ìàÿêà, åñëè òîëüêî ýòî íå çàáëîêèðîâàíî
ïðàâèëàìè â ïîëîñå MICS èëè íåàêòèâíûìè ñóïåðêàäðàìè.

Òåõíîëîãèÿ Bluetooth ñ íèçêèì ïîòðåáëåíèåì ýíåðãèè. Áåñïðîâîäíàÿ òåõíîëîãèÿ
Bluetooth ïðåäñòàâëÿåò ñîáîé ñèñòåìó ñâÿçè ìàëîãî ðàäèóñà äåéñòâèÿ, ïðåäíàçíà÷åííóþ
äëÿ çàìåíû êàáåëÿ (êàáåëåé), ñîåäèíÿþùåãî ïîðòàòèâíûå è/èëè ñòàöèîíàðíûå ýëåêòðîí-
íûå óñòðîéñòâà. Êëþ÷åâûìè õàðàêòåðèñòèêàìè áåñïðîâîäíîé òåõíîëîãèè Bluetooth ÿâëÿ-
þòñÿ íàäåæíîñòü, íèçêîå ýíåðãîïîòðåáëåíèå è íèçêàÿ ñòîèìîñòü. Ñóùåñòâóþò äâå îñíîâ-
íûå êîíôèãóðàöèè áàçîâûõ ñèñòåì Bluetooth: c áàçèñíîé ñêîðîñòüþ ïåðåäà÷è (àíãë. Basic
Rate, BR), ñ îïöèîíàëüíîé ñêîðîñòüþ ïåðåäà÷è äàííûõ (àíãë. Enhanced Data Rate, EDR) è
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ñ íèçêèì ýíåðãîïîòðåáëåíèåì (àíãë. Low Energy, LE). BR � ýòî
”
êëàññè÷åñêèé“ Bluetooth,

êîòîðûé îáåñïå÷èâàåò ñêîðîñòü ïåðåäà÷è äî 3 Ìáèò/ñ ñ EDR. Ñèñòåìà LE âêëþ÷àåò â ñåáÿ
ôóíêöèè, ïðåäíàçíà÷åííûå äëÿ ðåàëèçàöèè ïðîäóêòîâ, õàðàêòåðèçóþùèõñÿ ìåíüøèì ïî-
òðåáëåíèåì òîêà, äàëüíîñòüþ ïåðåäà÷è äî 30 ì, ìåíüøåé ñëîæíîñòüþ è áîëåå íèçêîé ñòî-
èìîñòüþ, ÷åì BR / EDR. Ñèñòåìà LE òàêæå ïðåäíàçíà÷åíà äëÿ èñïîëüçîâàíèÿ è ïðèìåíå-
íèÿ ñ áîëåå íèçêèìè ñêîðîñòÿìè ïåðåäà÷è è ðàáî÷èìè öèêëàìè. LE íàöåëåíà íà íåáîëüøèå
è äåøåâûå óñòðîéñòâà ñ ïèòàíèåì îò êíîïî÷íûõ áàòàðåé, òàêèå êàê áåñïðîâîäíûå ñåíñîð-
íûå óñòðîéñòâà, äëÿ íåñêîëüêèõ ïðèìåíåíèé: ñïîðò è ôèòíåñ (ñïîðòèâíîå îáîðóäîâàíèå è
êîíòðîëüíûå ïðèáîðû, ñïèäîìåòð, èçìåðèòåëü ñåðäå÷íîãî ðèòìà, øàãîìåð), óõîä è ëå÷å-
íèå çàáîëåâàíèé (ìîíèòîð àðòåðèàëüíîãî äàâëåíèÿ, ãëþêîìåòð, ïóëüñîìåòð), äîìàøíÿÿ
àâòîìàòèçàöèÿ è ðàçâëå÷åíèÿ (ïóëüòû äèñòàíöèîííîãî óïðàâëåíèÿ, äîìàøíèå äàò÷èêè è
ïåðåêëþ÷àòåëè), àâòîìîáèëüíàÿ (êîíòðîëü äàâëåíèÿ â øèíàõ, àññèñòåíò ïàðêîâêè, âõîä
áåç êëþ÷à), óñòðîéñòâà äëÿ íîøåíèÿ íà çàïÿñòüå/âñòðàèâàíèÿ â ÷àñû (ìóçûêàëüíûå ïðî-
èãðûâàòåëè è ìîáèëüíûå óñòðîéñòâà òåëåôîíû, äèñòàíöèîííîå óïðàâëåíèå, îáíàðóæåíèå
áëèçîñòè) [40]. Bluetooth LE ðàáîòàåò â äèàïàçîíå ISM 2,45 ÃÃö, ãäå îïðåäåëåíû 40 êàíà-
ëîâ, êàæäûé èç êîòîðûõ èìååò øèðèíó 2 ÌÃö.

Ïîñêîëüêó Bluetooth ÿâëÿåòñÿ øèðîêî èçâåñòíîé è øèðîêî ðàñïðîñòðàíåííîé òåõíî-
ëîãèåé, ýòî ìîæåò áûòü õîðîøèì âàðèàíòîì äëÿ WBAN. Ñàìûå ïîñëåäíèå ìîáèëüíûå
òåëåôîíû è ïëàíøåòû îñíàùåíû äâóõðåæèìíûì Bluetooth-ðàäèî, à íåêîòîðûå óñòðîé-
ñòâà ìîíèòîðèíãà, îñíàùåííûå LE, óæå ìîæíî íàéòè íà ðûíêå (íàïðèìåð, ðåìíè ñ ïóëü-
ñîìåòðîì). Îñíîâíûìè íåäîñòàòêàìè Bluetooth LE ÿâëÿþòñÿ îòñóòñòâèå èñïîëüçîâàíèÿ
íåñêîëüêèõ òåõíîëîãèé è îãðàíè÷åííàÿ ìàñøòàáèðóåìîñòü.

5. Õàðàêòåðèñòèêè óñòðîéñòâ WBAN. Òèïû óçëîâ. Óçåë â WBAN îïðåäåëÿåòñÿ
êàê íåçàâèñèìîå óñòðîéñòâî ñ âîçìîæíîñòüþ ñâÿçè. Óçëû ìîãóò áûòü êëàññèôèöèðîâàíû
â òðè ðàçíûå ãðóïïû íà îñíîâå èõ ôóíêöèîíàëüíîñòè, ðåàëèçàöèè è ðîëè â ñåòè.

Êëàññèôèêàöèÿ óçëîâ â WBAN íà îñíîâå ôóíêöèîíàëüíîñòè âûãëÿäèò ñëåäóþùèì
îáðàçîì:

� ïåðñîíàëüíûå óñòðîéñòâà;
� äàò÷èêè;
� ïðèâîäû.
Ïåðñîíàëüíîå óñòðîéñòâî (àíãë. Personal Device (PD)) � ýòî óñòðîéñòâî, îòâå÷àþùåå çà

ñáîð âñåé èíôîðìàöèè, ïîëó÷åííîé îò äàò÷èêîâ è èñïîëíèòåëüíûõ ìåõàíèçìîâ, è âçàèìî-
äåéñòâèå ñ äðóãèìè ïîëüçîâàòåëÿìè. Çàòåì PD èíôîðìèðóåò ïîëüçîâàòåëÿ ÷åðåç âíåøíèé
øëþç, äèñïëåé/ñâåòîäèîäû íà óñòðîéñòâå èëè ïðèâîäå [41].

Ñåíñîðû WBAN èçìåðÿþò îïðåäåëåííûå ïàðàìåòðû â îðãàíèçìå, êàê âíóòðè, òàê è
ñíàðóæè [42]. Ýòè óçëû ñîáèðàþò è ðåàãèðóþò íà äàííûå î ôèçè÷åñêèõ ñòèìóëàõ, îá-
ðàáàòûâàþò íåîáõîäèìûå äàííûå è îáåñïå÷èâàþò îáìåí èíôîðìàöèåé ïî áåñïðîâîäíûì
êàíàëàì.

Ïðèâîä âçàèìîäåéñòâóåò ñ ïîëüçîâàòåëåì ïðè ïîëó÷åíèè äàííûõ ñ äàò÷èêîâ. Åãî ðîëü
çàêëþ÷àåòñÿ â îáåñïå÷åíèè îáðàòíîé ñâÿçè â ñåòè, âîçäåéñòâóÿ íà äàííûå äàò÷èêîâ, íà-
ïðèìåð, íàêà÷èâàÿ ïðàâèëüíóþ äîçèðîâêó ëåêàðñòâåííîãî ñðåäñòâà â îðãàíèçì â ïðèëî-
æåíèÿõ äëÿ äîìàøíåãî óõîäà.

IEEE 802.15.6 ïðåäëîæèë äðóãóþ êëàññèôèêàöèþ äëÿ óçëîâ â WBAN íà îñíîâå òîãî,
êàê îíè ðåàëèçîâàíû âíóòðè òåëà, ÷òî ïðåäñòàâëåíî ñëåäóþùèì îáðàçîì [43]:

� èìïëàíòèðóåìûå óçëû;
� óçëû ïîâåðõíîñòè òåëà;
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� âíåøíèå óçëû.
Èìïëàíòèðóåìûé óçåë � ýòîò òèï óçëà âûñàæèâàåòñÿ â ÷åëîâå÷åñêîì òåëå, ëèáî íåïî-

ñðåäñòâåííî ïîä êîæåé, ëèáî âíóòðè òêàíè òåëà.
Óçåë ïîâåðõíîñòè òåëà � ýòîò òèï óçëà ëèáî ðàñïîëîæåí íà ïîâåðõíîñòè ÷åëîâå÷åñêîãî

òåëà, ëèáî íà ðàññòîÿíèè 2 ñàíòèìåòðîâ îò íåãî.
Âíåøíèé óçåë � íå íàõîäèòñÿ â êîíòàêòå ñ ÷åëîâå÷åñêèì òåëîì è íà ðàññòîÿíèè

íåñêîëüêèõ ñàíòèìåòðîâ îò ÷åëîâå÷åñêîãî òåëà.
Êëàññèôèêàöèÿ óçëîâ â WBAN íà îñíîâå èõ ðîëè â ñåòè âûãëÿäèò ñëåäóþùèì îáðà-

çîì:
� êîîðäèíàòîðû;
� êîíå÷íûå óçëû;
� ðåëå.
Óçåë êîîðäèíàòîðà � ýòî êàê øëþç äëÿ âíåøíåãî ìèðà, äðóãîãî WBAN, öåíòðà äîâå-

ðèÿ èëè êîîðäèíàòîðà äîñòóïà. Êîîðäèíàòîðîì WBAN ÿâëÿåòñÿ ÊÏÊ (êàðìàííûé ïåð-
ñîíàëüíûé êîìïüþòåð, àíãë. Personal Digital Assistant, PDA �

”
ëè÷íûé öèôðîâîé ñåêðå-

òàðü“), ÷åðåç êîòîðûé âçàèìîäåéñòâóþò âñå îñòàëüíûå óçëû.
Êîíå÷íûå óçëû â WBAN îãðàíè÷åíû âûïîëíåíèåì âñòðîåííîãî ïðèëîæåíèÿ. Îäíàêî

îíè íå ñïîñîáíû ïåðåäàâàòü ñîîáùåíèÿ èç äðóãèõ óçëîâ.
Ïðîìåæóòî÷íûå óçëû íàçûâàþòñÿ ðåëå [44]. Îíè èìåþò ðîäèòåëüñêèé óçåë, èìåþò äî-

÷åðíèé óçåë è ðåòðàíñëèðóþò ñîîáùåíèÿ. Â ñóùíîñòè, åñëè óçåë íàõîäèòñÿ íà êîíå÷íîñòè
(íàïðèìåð, íà ñòîïå), ëþáûå ïåðåäàííûå äàííûå äîëæíû áûòü ïåðåäàíû äðóãèìè óçëàìè
äî äîñòèæåíèÿ ÊÏÊ. Óçëû ðåëå òàêæå ìîãóò áûòü ñïîñîáíû âîñïðèíèìàòü äàííûå.

Òîïîëîãèÿ WBAN. Õîòÿ êîëè÷åñòâî óçëîâ â WBAN îáû÷íî íå îãðàíè÷åíî, èç-çà îãðà-
íè÷åíèé â õàðàêòåðå ñåòè ñ òî÷êè çðåíèÿ ïðîòîêîëîâ ñâÿçè, àðõèòåêòóðû ñåòè è ìåòîäîâ
ïåðåäà÷è, èõ ÷èñëî ìîæåò áûòü îãðàíè÷åíî â ðåàëüíûõ ñöåíàðèÿõ ïðèëîæåíèé.

Ðàáî÷àÿ ãðóïïà IEEE 802.15.6 ðàññìîòðåëà ñèñòåìû WBAN, ðåàëèçîâàííûå ñ èñïîëü-
çîâàíèåì òîïîëîãèè òèïà

”
çâåçäà“ ñ îäíèì èëè äâóìÿ òðàíçèòíûìè çâåíüÿìè (õîïàìè),

ïðè÷åì óçåë â öåíòðå çâåçäû ðàçìåùåí â ðàéîíå òàëèè [45, 46]. Â òîïîëîãèè ñ îäíèì õîïîì
ñóùåñòâóåò äâà âîçìîæíûõ òèïà [47] ïåðåäà÷è äàííûõ: ïåðåäà÷à îò óñòðîéñòâà êîîðäèíà-
òîðó è ïåðåäà÷à îò êîîðäèíàòîðà ê óñòðîéñòâó. Äàííûé óçåë êîíòðîëèðóåò ñåàíñû ñâÿçè,
ïðè ýòîì ìàÿê ìîæåò èñïîëüçîâàòüñÿ èëè íåò. Â ðåæèìå ñ ìàÿêîì êîîðäèíàòîð ñåòè ïåðå-
äàåò ïåðèîäè÷åñêèå ñèãíàëû, èñïîëüçóåìûå äëÿ îïðåäåëåíèÿ íà÷àëà è êîíåöà ñóïåðêàäðà,
ñèíõðîíèçàöèè óñòðîéñòâ è, âîçìîæíî, èíîé óïðàâëÿþùåé èíôîðìàöèè. Ðàáî÷èé öèêë
ñèñòåìû, êîòîðûé ÿâëÿåòñÿ äëèíîé ïåðèîäà ìàÿêîâîãî ðàäèîñèãíàëà, ìîæåò áûòü çàäàí
ïîëüçîâàòåëåì è îñíîâàí íà ñòàíäàðòå WBAN [48, 49]. Â ðåæèìå áåç ìàÿêà óçåë â ñåòè
ìîæåò îòïðàâëÿòü äàííûå êîîðäèíàòîðó è ïðè íåîáõîäèìîñòè ìîæåò èñïîëüçîâàòü ìíî-
æåñòâåííûé äîñòóï ñ ïðîñëóøèâàíèåì íåñóùåé è îáíàðóæåíèåì êîëëèçèé (Carrier Sense
Multiple Access with Collision Avoidance, CSMA/CA). Óçëû äîëæíû ñîãëàñîâàòü ñ êîîð-
äèíàòîðîì ïåðåäà÷ó äàííûõ. Îäíàêî êîîðäèíàòîð íå ïîääåðæèâàåò ïîñòîÿííóþ ñâÿçü ñ
êàæäûì óçëîì, óçëû äîëæíû æäàòü, ïîêà îíè íå áóäóò ïðèãëàøåíû äëÿ ó÷àñòèÿ â ñåàíñå
ñâÿçè.

Ïîñêîëüêó â WBAN ñóùåñòâóþò êàê òîïîëîãèè ñ îäíèì õîïîì, òàê è äâóìÿ õîïàìè,
íåîáõîäèìî ýòî ïðèíèìàòü âî âíèìàíèå ïðè ðåàëèçàöèè ïðèëîæåíèé. Åñëè âñå óçëû â
ñåòè íàïðÿìóþ ïîäêëþ÷åíû ê ñòîêó, ñåòü ñ÷èòàåòñÿ çâåçäíîé òîïîëîãèåé ñ îäíèì õîïîì.
Â WBAN êîîðäèíàòîð ðàññìàòðèâàåòñÿ êàê ñòîê â WSNs, â êîòîðûé ïåðåäàþò èíôîð-
ìàöèþ âñå óçëû. Îäíàêî â àðõèòåêòóðå ñî ìíîæåñòâîì õîïîâ óçëû ïåðåäàþò ïàêåòû ÷å-
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Ðèñ. 3. Óðîâíè ñâÿçè óñòðîéñòâ WBAN

ðåç ìíîæåñòâî äðóãèõ óçëîâ. Ñðàâíåíèå ìåæäó ñåòüþ ñ íåñêîëüêèìè õîïàìè (multihop)
è òîïîëîãèåé çâåçäà ñ îäíèì õîïîì [50] âûÿâèëî, ÷òî â ïåðâîì ñëó÷àå âîçíèêàþò áîëåå
âûñîêèå çàäåðæêè â ïåðåäà÷å ïàêåòîâ è òðåáóåòñÿ áîëåå íèçêàÿ ìîùíîñòü ïåðåäà÷è ñèã-
íàëà. Êîíôèãóðàöèÿ multihop ïîðîæäàåò áîëüøèå íàêëàäíûå ðàñõîäû íà ðàáîòó ñåòè.
Èñïîëüçîâàíèå ðåòðàíñëÿòîðîâ â WBAN ïîìîãàåò ñíèçèòü ìîùíîñòü ïåðåäàò÷èêîâ [51].
Äåéñòâèòåëüíî, ÷åì äàëüøå äðóã îò äðóãà ïðèåìíèê è ïåðåäàò÷èê, òåì áîëüøå òðåáóåò-
ñÿ ìîùíîñòü ïåðåäà÷è. Èñïîëüçîâàíèå ðåòðàíñëÿòîðîâ ðåøàåò äàííóþ ïðîáëåìó. Âèäèìî,
ïîýòîìó â ïîñëåäíåé âåðñèè ñòàíäàðòà IEEE, ïðåäëîæåííîé äëÿ WBAN â ôåâðàëå 2012
ãîäà [52], ðàññìàòðèâàþòñÿ òîïîëîãèè íå áîëåå äâóõ õîïîâ. ×àñòíûå ñèñòåìû ìîãóò èñïîëü-
çîâàòü òîïîëîãèè, ñîäåðæàùèå áîëåå îäíîãî òðàíçèòíîãî óçëà, íî òîãäà ó íèõ âîçíèêíåò
ïðîáëåìà ñîâìåñòèìîñòè, ïîñêîëüêó îíè íå áóäóò ñîîòâåòñòâîâàòü ñòàíäàðòó.

Àðõèòåêòóðà ïåðåäà÷è äàííûõ. Àðõèòåêòóðà ñâÿçè WBAN ìîæåò áûòü ðàçäåëåíà íà
òðè ðàçíûõ óðîâíÿ:

� óðîâåíü 1: âíóòðè ñåòè WBAN;

� óðîâåíü 2: ñâÿçü ìåæäó WBAN;

� óðîâåíü 3: ñâÿçü çà ïðåäåëàìè WBAN.

Íà ðèñ. 3 ïðîèëëþñòðèðîâàíû ýòè óðîâíè ñâÿçè.

Óðîâåíü 1 èçîáðàæàåò ñåòåâîå âçàèìîäåéñòâèå óçëîâ è èõ ñîîòâåòñòâóþùèõ äèàïàçî-
íîâ ïåðåäà÷è (∼ 2 ìåòðà) âíóòðè è âîêðóã ÷åëîâå÷åñêîãî òåëà. Íà ðèñóíêå ïîêàçàíà ñâÿçü
WBAN â ïðåäåëàõ WBAN è ìåæäó WBAN è åãî íåñêîëüêèìè óðîâíÿìè. Â Tier-1 ïå-
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Ðèñ. 4. Àðõèòåêòóðà íà îñíîâå èíôðàñòðóêòóðû

ðåìåííûå äàò÷èêè èñïîëüçóþòñÿ äëÿ ïåðåñûëêè ñèãíàëîâ òåëà íà ïåðñîíàëüíûé ñåðâåð,
ðàñïîëîæåííûé íà óðîâíå. Îáðàáîòàííûå ôèçèîëîãè÷åñêèå äàííûå çàòåì ïåðåäàþòñÿ â
òî÷êó äîñòóïà íà óðîâíå 2 [53].

Óðîâåíü ñâÿçè ìåæäó ñèñòåìàìè WBAN íàõîäèòñÿ ìåæäó ïåðñîíàëüíûì ñåðâåðîì è
îäíîé èëè íåñêîëüêèìè òî÷êàìè äîñòóïà. Òî÷êè äîñòóïà ìîãóò ðàññìàòðèâàòüñÿ êàê ÷àñòü
èíôðàñòðóêòóðû èëè äàæå ñòðàòåãè÷åñêè ðàçìåùàòüñÿ â äèíàìè÷åñêîé ñðåäå äëÿ îáðà-
áîòêè ÷ðåçâû÷àéíûõ ñèòóàöèé. Ñâÿçü óðîâíÿ 2 ïðåäíàçíà÷åíà äëÿ ñîåäèíåíèÿ WBAN
ñ ðàçëè÷íûìè ñåòÿìè, ê êîòîðûì ìîæíî ëåãêî ïîëó÷èòü äîñòóï â ïîâñåäíåâíîé æèçíè,
à òàêæå ñ ñîòîâûìè ñåòÿìè è â Èíòåðíåòîì. ×åì áîëüøå òåõíîëîãèé ïîääåðæèâàåòñÿ
WBAN, òåì ëåã÷å èõ èíòåãðèðîâàòü â ïðèëîæåíèÿ. Ïàðàäèãìû âçàèìîäåéñòâèÿ ìåæäó
WBAN ïîäðàçäåëÿþòñÿ íà äâå ïîäêàòåãîðèè ñëåäóþùèì îáðàçîì:

� àðõèòåêòóðà íà îñíîâå èíôðàñòðóêòóðû;

� àðõèòåêòóðà
”
ýä-õîê“ (àíãë. ad-hoc [54]).

Àðõèòåêòóðà íà îñíîâå èíôðàñòðóêòóðû, èçîáðàæåííàÿ íà ðèñ. 4, èñïîëüçóåòñÿ â áîëü-
øèíñòâå ïðèëîæåíèé WBAN, ïîñêîëüêó îíà îáëåã÷àåò äèíàìè÷åñêîå ðàçâåðòûâàíèå â
îãðàíè÷åííîì ïðîñòðàíñòâå, òàêîì êàê áîëüíèöà, à òàêæå îáåñïå÷èâàåò öåíòðàëèçîâàí-
íîå óïðàâëåíèå è êîíòðîëü áåçîïàñíîñòè. AP ìîæåò äåéñòâîâàòü êàê ñåðâåð áàçû äàííûõ,
ñâÿçàííûé ñ åå ïðèëîæåíèåì [55].

Â àðõèòåêòóðå íà îñíîâå ad-hoc íåñêîëüêî òî÷åê äîñòóïà ïåðåäàþò èíôîðìàöèþ âíóòðè
ìåäèöèíñêèõ öåíòðîâ, êàê ïîêàçàíî íà ðèñ. 5. Òî÷êè äîñòóïà â ýòîé àðõèòåêòóðå îáðàçó-
þò êîíñòðóêöèþ ñåòêè, êîòîðàÿ îáåñïå÷èâàåò ãèáêîå è áûñòðîå ðàçâåðòûâàíèå, ïîçâîëÿÿ
ñåòè ëåãêî ðàñøèðÿòüñÿ, îáåñïå÷èâàòü áîëüøåå ðàäèîïîêðûòèå èç-çà ìíîãîïðîëåòíîãî ðàñ-
ïðîñòðàíåíèÿ è ïîääåðæêè ìîáèëüíîñòè ïàöèåíòîâ. Äèàïàçîí îõâàòà ýòîé êîíôèãóðàöèè
íàìíîãî áîëüøå ïî ñðàâíåíèþ ñ àðõèòåêòóðîé, îñíîâàííîé íà èíôðàñòðóêòóðå, è, ñëåäî-
âàòåëüíî, îáëåã÷àåò ïåðåìåùåíèå ïî áîëåå êðóïíûì ðàéîíàì. Ôàêòè÷åñêè ýòî ñîåäèíåíèå
ðàñøèðÿåò çîíó ïîêðûòèÿ WBAN îò 2 ìåòðîâ äî 100 ìåòðîâ, ÷òî ïîäõîäèò êàê äëÿ êî-
ðîòêèõ, òàê è äëÿ äîëãîñðî÷íûõ óñòàíîâîê.

Äèçàéí óðîâíÿ ñâÿçè çà ïðåäåëàìè WBAN ïðåäíàçíà÷åí äëÿ èñïîëüçîâàíèÿ â ãîðîä-
ñêèõ ðàéîíàõ. Øëþç, òàêîé êàê ÊÏÊ, ìîæåò èñïîëüçîâàòüñÿ äëÿ ïðåîäîëåíèÿ ñâÿçè ìåæ-
äó óðîâíåì 2 è ýòèì óðîâíåì, ïî ñóùåñòâó îò Èíòåðíåòà äî ìåäèöèíñêîãî ñåðâåðà â êîí-
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êðåòíîé çàÿâêå. Òåì íå ìåíåå, äèçàéí òðåòüåãî óðîâíÿ ñâÿçè ÿâëÿåòñÿ ñïåöèôè÷åñêèì
ïðèëîæåíèåì. Â ñóùíîñòè, â ìåäèöèíñêîé ñðåäå áàçà äàííûõ ÿâëÿåòñÿ îäíèì èç íàèáî-
ëåå âàæíûõ êîìïîíåíòîâ, îòíîñÿùèõñÿ ê êàòåãîðèè 3, õðàíÿùèì ìåäèöèíñêóþ èñòîðèþ è
ëè÷íûå äàííûå ïàöèåíòà. Òàêèì îáðàçîì, äîêòîðà ìîãóò áûòü óâåäîìëåíû î ÷ðåçâû÷àé-
íîì ñòàòóñå ÷åðåç Èíòåðíåò èëè ñëóæáó êîðîòêèõ ñîîáùåíèé (SMS). Êðîìå òîãî, òðåòèé
óðîâåíü ïîçâîëÿåò âîññòàíîâèòü âñþ íåîáõîäèìóþ èíôîðìàöèþ ïàöèåíòà, êîòîðàÿ ìîæåò
áûòü èñïîëüçîâàíà äëÿ èõ ëå÷åíèÿ. Áîëåå òîãî, â çàâèñèìîñòè îò ïðèëîæåíèÿ, ïåðñîíàëü-
íûé ñåðâåð íà ïåðâîì óðîâíå ìîæåò èñïîëüçîâàòü GPRS/3G/4G òåõíîëîãèè äëÿ òîãî,
÷òîáû ñîåäèíÿòüñÿ ñ òî÷êàìè äîñòóïà.

6. Îòêðûòûå ïðîáëåìû WBAN. Âëèÿíèå ðàäèîêàíàëîâ íà ïðîèçâîäèòåëüíîñòü
WBAN. Óñòðîéñòâà, ôîðìèðóþùèå WBAN, ïîìåùàþòñÿ íà ïîâåðõíîñòü òåëà ïàöèåíòà,
èëè äàæå èìïëàíòèðóþòñÿ âî âíóòðåííèå îðãàíû. Äëÿ ðåàëèçàöèè ñèñòåì, îïòèìèçèðî-
âàííûõ äëÿ òåëåöåíòðè÷åñêèõ êîììóíèêàöèé, ãëóáîêîå çíàíèå ðàáîòû ðàäèîêàíàëà èìååò
ïåðâîñòåïåííîå çíà÷åíèå [56].

Ïðè ïðîåêòèðîâàíèè WBAN èñêëþ÷èòåëüíî âàæíûì ÿâëÿåòñÿ íàäëåæàùåå îïðåäåëå-
íèå õàðàêòåðèñòèê ðàäèîêàíàëà, íåîáõîäèìî ïðîâîäèòü ñîîòâåòñòâóþùèå èññëåäîâàíèÿ. Ê
ïðèìåðó, ôóíêöèÿ ìîùíîñòè ïåðåäàâàåìîãî ñèãíàëà ñèëüíî âàðüèðóåòñÿ â çàâèñèìîñòè îò
ïîëîæåíèÿ óçëîâ, áîëåå òîãî, ïðîèñõîäÿò ðåçêèå èçìåíåíèÿ äî 20 äÁ, åñëè ÷åëîâåê äâèæåò-
ñÿ, è ïðîèçâîäèòåëüíîñòü WBAN ìîæåò ñåðüåçíî ïîñòðàäàòü [57]. Òàêèì îáðàçîì, õàðàê-
òåðèñòèêà ñâÿçåé ìåæäó óçëàìè äîëæíà áûòü äîëæíûì îáðàçîì ó÷òåíà ïðè ðàçðàáîòêå
è ìîäåëèðîâàíèè ïðîòîêîëîâ MAC è ìàðøðóòèçàöèè, ÷òîáû îáåñïå÷èòü ìàêñèìàëüíóþ
ïðîäóêòèâíîñòü ïðè ïåðåäà÷å ñèãíàëîâ.

Ïðîáëåìû ýíåðãîïîòðåáëåíèÿ. Êàê áûëî îòìå÷åíî ðàíåå, íàèáîëåå ïåðñïåêòèâíûå ïðè-
ëîæåíèÿ äëÿ WBAN íàõîäÿòñÿ â îáëàñòè çäðàâîîõðàíåíèÿ. Â ñëó÷àå, êîãäà îäíî èëè
íåñêîëüêî óñòðîéñòâ äîëæíû áûòü èìïëàíòèðîâàíû èëè èçíîñèëèñü, êðàéíå âàæíî óìåíü-
øèòü ñòðåññ, âûçâàííûé çàìåíîé/ïåðåçàðÿäêîé áàòàðåè, ÷òî â íåêîòîðûõ ñëó÷àÿõ ìîæåò
ïîòðåáîâàòü õèðóðãè÷åñêîãî âìåøàòåëüñòâà [58]. Íåîáõîäèìî ðåøèòü ïðîáëåìó ñîêðàùå-
íèÿ ïîòðåáëåíèÿ ýíåðãèè, ðåàëèçóÿ ýíåðãîýôôåêòèâíûå ïðîòîêîëû óðîâíåé PHY è MAC.

Äåôèöèò ÷àñòîò. Â íàñòîÿùåå âðåìÿ íåëèöåíçèðîâàííàÿ ïîëîñà ISM íà ÷àñòîòå 2,45
ÃÃö ñèëüíî çàãðóæåíà èç-çà åå àêòèâíîãî èñïîëüçîâàíèÿ âî âñåì ìèðå [59]. Ñîñóùåñòâî-
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âàíèå WBAN ñ äðóãèìè ñèñòåìàìè, ðàáîòàþùèìè â ýòîé ïîëîñå (íàïðèìåð, IEEE 802.11
(Wi-Fi), Bluetooth, IEEE 802.15.4), èìååò ïåðâîñòåïåííîå çíà÷åíèå äëÿ îáåñïå÷åíèÿ íà-
äåæíîñòè â ïîâñåäíåâíîé æèçíè. Îäíàêî äî ñèõ ïîð ïðîáëåìà ñîñóùåñòâîâàíèÿ ìåæäó
WBAN è äðóãîé ñåòüþ, ðàáîòàþùåé â òîé æå ïîëîñå, íå áûëà äîëæíûì îáðàçîì îòðàæåíà
äåéñòâóþùèìè ñòàíäàðòàìè [60]. Äëÿ óëó÷øåíèÿ ñîñóùåñòâîâàíèÿ íåîáõîäèìî ïðîâîäèòü
äîïîëíèòåëüíûå èññëåäîâàíèÿ, ïðèëàãàòü áîëüøå óñèëèé, îñîáåííî â ñëó÷àå ñ Wi-Fi, è
èñïîëüçîâàòü ìîùíîñòü ïåðåäà÷è âûøå, ÷åì ñåé÷àñ ïðèíÿòî äëÿ WBAN.

Âçàèìîäåéñòâèå ñî ñðåäîé. Äëÿ WBANs õàðàêòåðíû âûñîêèå ïîòåðè â ïåðåäà÷å ñèãíà-
ëîâ èç-çà àáñîðáöèè òåëà. Ïîòåðè äîëæíû áûòü ìèíèìèçèðîâàíû ñ ïîìîùüþ ãåòåðîãåííûõ
è ìíîãîõîäîâûõ ñâÿçåé ñ ðàçëè÷íûìè òèïàìè äàò÷èêîâ. Êðîìå òîãî, èçìåíåíèå óñëîâèé
ýêñïëóàòàöèè ìîæåò ïðèâåñòè ê îøèáêàì è íåïîëíûì äàííûì, ñîáèðàåìûì äàò÷èêàìè,
èç-çà ïðèñóùåãî èì ôóíêöèîíàëüíîãî îãðàíè÷åíèÿ, ïîçû è äâèæåíèé ÷åëîâåêà, ïîëîìêè
äàò÷èêà è ïîìåõ [61]. Ïîñêîëüêó ìåäèöèíñêèå ó÷ðåæäåíèÿ è ëþäè èìåþò ñïåöèôè÷åñêèå
ïîòðåáíîñòè, äèçàéí èìïëàíòàòîâ è íîñèìûõ íà òåëå óñòðîéñòâ çíà÷èòåëüíî âàðüèðóåòñÿ,
âîçäåéñòâèå ýëåêòðîìàãíèòíîãî ïîëÿ ñòàíîâèòñÿ ñëîæíî îöåíèòü èç-çà ìîáèëüíîñòè è ìíî-
ãîêàíàëüíîñòè [62]. Åùå áîëåå ñëîæíûå ïðîáëåìû âîçíèêàþò ñ òî÷êè çðåíèÿ êîíñòðóêöèè
àíòåííû èç-çà îïðåäåëåííûõ îãðàíè÷åíèé WBAN â ôîðìå àíòåííû, ìàòåðèàëà, ðàçìåðà
è âðåäîíîñíîñòè ðàäèî÷àñòîòíîé ñðåäû. Òàêæå ñóùåñòâóþò êîíñòðóêòèâíûå îãðàíè÷åíèÿ
ïî ðàçìåðó è ôîðìå îòíîñèòåëüíî íàáëþäàåìîãî îðãàíà è åãî ìåñòîïîëîæåíèÿ [63]. Ôàêòè-
÷åñêè, ìåñòîïîëîæåíèå èìïëàíòàòà äèêòóåò ïàðàìåòðû àíòåííû. Êðîìå òîãî, ïîñêîëüêó
èìïëàíòàòû ìîãóò èñïîëüçîâàòü òîëüêî áèîëîãè÷åñêè ñîâìåñòèìûå è íåàãðåññèâíûå ìà-
òåðèàëû, èõ àíòåííû íå òàê ïðî÷íû, êàê ìåäíàÿ àíòåííà.

Ïðîáëåìû ôèçè÷åñêîãî óðîâíÿ. Ïðîòîêîëû óðîâíÿ PHY äîëæíû áûòü ðàçðàáîòàíû äëÿ
ìèíèìèçàöèè ýíåðãîïîòðåáëåíèÿ áåç óùåðáà äëÿ íàäåæíîñòè. Îíè äîëæíû áûòü óäîáíû
è îáëàäàòü çàùèòîé îò ïîìåõ, èçáåãàòü ñáîåâ â ìåñòàõ, ãäå ìîùíûå óñòðîéñòâà èñïîëüçó-
þò íåëèöåíçèðîâàííûå ïîëîñû. Îäèí èç âàæíåéøèõ ïîêàçàòåëåé ïðè âûáîðå ïîäõîäÿùåé
áåñïðîâîäíîé òåõíîëîãèè äëÿ WBAN ñâÿçàí ñ åå ïîòðåáëåíèåì ýíåðãèè. Îæèäàåòñÿ, ÷òî
óñîâåðøåíñòâîâàíèÿ â îáëàñòè ðàäèî÷àñòîòíîé òåõíîëîãèè ñ ìàëîé ïîòðåáëÿåìîé ìîù-
íîñòüþ çíà÷èòåëüíî ñíèæàþò ïèêîâîå ïîòðåáëåíèå ýíåðãèè, ÷òî ïðèâåäåò ê ïîëó÷åíèþ
íåáîëüøèõ, îäíîðàçîâûõ è íåäîðîãèõ ðåøåíèé. Òåõíè÷åñêè, WBAN äîëæíû áûòü ìàñ-
øòàáèðóåìûìè è èìåòü ïèêîâîå ïîòðåáëåíèå ýíåðãèè ìåæäó 0,001�0,1 ìÂò â ðåæèìå îæè-
äàíèÿ è äî 30 ìÂò â ïîëíîñòüþ àêòèâíîì ðåæèìå.

Èíòåðôåðåíöèÿ. Ïîìåõè âîçíèêàþò â òåõ ñëó÷àÿõ, êîãäà íåñêîëüêî ÷åëîâåê, êîòîðûå
íîñÿò îäíîòèïíûå WBAN, âõîäÿò â ðàäèóñ äåéñòâèÿ óñòðîéñòâ äðóã äðóãà, ÷òî äåëàåò
íåâîçìîæíûì êîððåêòíóþ ïðèåìî-ïåðåäà÷ó ñèãíàëîâ [64]. Ïðè ýòîì, ê 2035 ãîäó áóäåò
ïðîäàíî 50 òðèëëèîíîâ óñòðîéñòâ WBAN, è ýòà öèôðà áóäåò ïðîäîëæàòü ðàñòè. Ïðî-
áëåìû, îáóñëîâëåííûå èíòåðôåðåíöèåé, ñòàíîâÿòñÿ áîëåå çàìåòíûìè ïðè áîëåå âûñîêîé
ïëîòíîñòè WBAN.

Ïðîáëåìû MAC-óðîâíÿ.Ìåõàíèçìû, ïðèâåäåííûå â IEEE 802.15.6 [65], íå îáåñïå÷èâàþò
íàäëåæàùóþ ðåàëèçàöèþ ïðîòîêîëà MAC. Ôàêòè÷åñêè, òîëüêî îñíîâíûå òðåáîâàíèÿ äëÿ
îáåñïå÷åíèÿ ñîâìåñòèìîñòè ìåæäó óñòðîéñòâàìè IEEE 802.15.6 áûëè èçëîæåíû â òåðìèíàõ
ïðîòîêîëîâ îáìåíà ñîîáùåíèÿìè è ôîðìàòîâ ïàêåòîâ, â òî âðåìÿ êàê îñòàëüíûå àñïåêòû
âûáîðà ïàðàìåòðîâ ïðîòîêîëîâ íå áûëè ðàññìîòðåíû.

Ó WBAN òàêæå åñòü ñïåöèôè÷åñêèå òðåáîâàíèÿ ê QoS, êîòîðûå äîëæíû áûòü óäîâëå-
òâîðåíû èñïîëüçóåìûì MAC ïðîòîêîëîì [66]. Äëÿ ýòîé öåëè òðåáóåòñÿ âûñîêàÿ ÷àñòîòà
äèñêðåòèçàöèè äàò÷èêîâ â WBAN, ïîçâîëÿþùàÿ ïåðåäàâàòü äàííûå êàê ìîæíî ñêîðåå èëè
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ïåðåäàâàòü ïàêåòû äàííûõ â ñàìûé êîðîòêèé ñðîê. Íàïðèìåð, â ÷ðåçâû÷àéíûõ ñèòóàöèÿõ
ïðîòîêîë MAC äîëæåí îáåñïå÷èâàòü áûñòðûé äîñòóï ñâîèõ óçëîâ ê êàíàëó äëÿ ïåðåäà÷è
æèçíåííî âàæíûõ äàííûõ êîîðäèíàòîðó.

Ïðîáëåìû áåçîïàñíîñòè.Íåñìîòðÿ íà òî, ÷òî ïðîáëåìû áåçîïàñíîñòè â áîëüøèíñòâå ñå-
òåé èìåþò âûñîêèé ïðèîðèòåò, â ýòîé îáëàñòè äëÿ WBAN ìàëî ñäåëàíî. Êðîìå òîãî, èç-çà
æåñòêèõ îãðàíè÷åíèé ðåñóðñîâ ñ òî÷êè çðåíèÿ ìîùíîñòè, ïàìÿòè, ñêîðîñòè ñâÿçè è âû÷èñ-
ëèòåëüíûõ âîçìîæíîñòåé, à òàêæå èç-çà ïëîõî ôîðìàëèçîâàííûõ óÿçâèìîñòåé, ïðèñóùèõ
äàííîé íîâîé òåõíîëîãèè, ñóùåñòâóþùèå ìåõàíèçìû áåçîïàñíîñòè, ïðåäëàãàåìûå äëÿ äðó-
ãèõ ñåòåé ñâÿçè, íå ïðèìåíèìû ê WBAN [63]. Íåîáõîäèìî ðàçðàáîòàòü áîëåå ýôôåêòèâíûå
ñ òî÷êè çðåíèÿ çàòðàò è ëåãêèå ïðîòîêîëû áåçîïàñíîñòè [64], èññëåäîâàòü ïðîáëåìó îò-
êàçîóñòîé÷èâîñòè WSN [65, 66], àíàëèçèðîâàòü ñóùåñòâóþùèå è ïåðñïåêòèâíûå óãðîçû,
õàðàêòåðíûå òîëüêî äëÿ WBAN. Íàïðèìåð, ïðîòèâíèê ìîæåò áûòü ñïîñîáåí âûçâàòü ñåð-
äå÷íóþ íåäîñòàòî÷íîñòü ïóòåì îáíàðóæåíèÿ è èñïîëüçîâàíèÿ óÿçâèìîñòåé â èìïëàíòèðî-
âàííîì ñåðäå÷íîì äåôèáðèëëÿòîðå. Êðîìå òîãî, äëÿ ìàññîâîãî ñïðîñà íà WBAN âàæíû
ìíîãî÷èñëåííûå íåòåõíè÷åñêèå ôàêòîðû, òàêèå êàê êîìôîðò, óäîáñòâî äëÿ ïîëüçîâàòåëÿ,
íîðìàòèâíàÿ áàçà, äîñòóïíîñòü, íîðìàòèâíûå, óðåãóëèðîâàíèå ýòè÷åñêèõ è þðèäè÷åñêèõ
âîïðîñîâ.

Ïðàêòè÷åñêîå ðàçâåðòûâàíèå WBAN è èíòåãðàöèÿ óäîáíûõ ìåõàíèçìîâ áåçîïàñíîñòè
òðåáóåò çíàíèÿ òðåáîâàíèé áåçîïàñíîñòè WBAN, êîòîðûå âêëþ÷àþò ñëåäóþùèå àñïåêòû:
íàäåæíîñòü óïðàâëåíèÿ, äîñòóïíîñòü äàííûõ, àóòåíòèôèêàöèÿ äàííûõ è ïîëüçîâàòåëåé,
öåëîñòíîñòü äàííûõ, êîíôèäåíöèàëüíîñòü, àêòóàëüíîñòü äàííûõ.

Ñòàíäàðò IEEE 802.15.6 ïðåäëîæèë ïàðàäèãìó áåçîïàñíîñòè äëÿ WBAN, êîòîðàÿ îïðå-
äåëÿåò òðè óðîâíÿ áåçîïàñíîñòè ñëåäóþùèì îáðàçîì [61]:

� óðîâåíü 0: íåçàùèùåííàÿ ñâÿçü, ñàìûé íèçêèé óðîâåíü áåçîïàñíîñòè, â êîòîðîì
äàæå íå ïðåäïðèíèìàåòñÿ ìåð äëÿ ïðîâåðêè öåëîñòíîñòè, àóòåíòèôèêàöèè, îáåñïå÷åíèÿ
êîíôèäåíöèàëüíîñòè è ò. ï.;

� óðîâåíü 1: àóòåíòèôèêàöèÿ (áåç øèôðîâàíèÿ), íà ýòîì óðîâíå áåçîïàñíîñòè äàííûå
ïåðåäàþòñÿ â àóòåíòèôèöèðîâàííûõ, íî íåçàøèôðîâàííûõ êàäðàõ. Óðîâåíü ïðåäóñìàò-
ðèâàåò ìåðû ïî ïðîâåðêå öåëîñòíîñòè, àóòåíòè÷íîñòè è çàùèòå îò äóáëèðîâàíèÿ, íî íå
îáåñïå÷èâàåò êîíôèäåíöèàëüíîñòü;

� óðîâåíü 2: àóòåíòèôèêàöèÿ è øèôðîâàíèå, ñàìûé âûñîêèé óðîâåíü áåçîïàñíîñòè,
ïðè êîòîðîì ñîîáùåíèÿ ïåðåäàþòñÿ â àóòåíòèôèöèðîâàííûõ è çàøèôðîâàííûõ êàäðàõ;
ïîýòîìó, îáåñïå÷èâàÿ ìåðû äëÿ ïðîâåðêè öåëîñòíîñòè, àóòåíòè÷íîñòè, çàùèòû îò äóáëèðî-
âàíèÿ è êîíôèäåíöèàëüíîñòè. Îí îõâàòûâàåò âîïðîñû, ñâÿçàííûå ñ óðîâíåì 0 è óðîâíåì 1.

Òàêèì îáðàçîì, íåñìîòðÿ íà òî, ÷òî òåõíîëîãèè WBAN ñïîñîáíû îáåñïå÷èò çíà÷è-
òåëüíûå óëó÷øåíèÿ â æèçíè ëþäåé âñåãî ìèðà, â ýòîé îáëàñòè îñòàþòñÿ íåðåøåííûìè
ïðîáëåìû, êîòîðûì íåîáõîäèìî óäåëèòü ñåðüåçíîå âíèìàíèå, ïðåæäå ÷åì øèðîêî èñ-
ïîëüçîâàòü WBAN. Íàïðèìåð, â íàñòîÿùåå âðåìÿ ïðîâîäÿòñÿ àêòèâíûå èññëåäîâàíèÿ
â ñëåäóþùèõ îáëàñòÿõ: ñîâìåñòèìîñòü WBAN è äðóãèõ áåñïðîâîäíûõ òåõíîëîãèé, êîí-
ôèäåíöèàëüíîñòü, îòêàçîóñòîé÷èâîñòü è ýíåðãîýôôåêòèâíîñòü [67] WSN (àðõèòåêòóðíàÿ
îñíîâà WBAN), äèçàéí áèîñåíñîðà, óëó÷øåíèå ìîäåëåé ìîíèòîðèíãà [68], îïòèìèçàöèÿ
MAC ïðîòîêîëîâ è ïîääåðæêà QoS [69], ìîáèëüíîñòü ñòîêîâ è ìàñøòàáèðóåìîñòü ñåòåé
[70], ñòàíäàðòèçàöèÿ èíòåðôåéñîâ è ïðîåêòèðîâàíèå ïîëíîôóíêöèîíàëüíûõ ïðèëîæåíèé.
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