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There is the common problem with all current fatal diseases. Nowadays many people experience
the symptoms and have disease diagnosed when it is too late. Scientists investigated the way that
most diseases can be prevented. They found out that well-timed detection could save many people and
their health. This is the obvious reason to provide future health care systems with proactive wellness
management and concentrate on early detection and prevention of diseases. Body area monitoring
system is a good way to achieve more affordable and proactive health care system. Due to using such
compact system monitoring vital signals allows patients to continue their normal activities instead of
staying at home or in a hospital. Such kind of network consists of intelligent, low-power, micro and
nano-technology sensors and actuators, which can be placed on the body, or implanted in the human
body (or even in the blood stream), providing timely data. Such networks are commonly referred to
as Wireless Body Area Networks. In addition to saving lives, use of WBANs will decrease health care
costs by removing the need for costly in-hospital monitoring of patients.

WBANS interact through the Internet and other existing wireless technologies like ZigBee, WSNs,
Bluetooth, Wireless Local Area Networks (WLAN), Wireless Personal Area Network (WPAN), video
surveillance systems and cellular networks. Marketing potential for services and advanced consumer
electronics will thoroughly spread out, allowing for a new generation of more intelligent and autonomous
applications.

WBANSs are intended for transforming how people interact with and benefit from information
technology. WBAN sensors are capable of sampling, monitoring, processing and communicating various
vital signs without causing any discomfort. The use of a WBAN allows all day long monitoring
of one’s physiological parameters thereby providing greater mobility and flexibility to patients. As
WBANS provide large time intervals of data from a patient’s natural environment, doctors will have
a clearer view of the patient’s status. These facilities offer various system design and implementation
opportunities with the major objectives of minimum delay, maximum throughput, maximum network
lifetime and and reducing unnecessary communication related energy consumption (e. g. control frame
overhead, idle listening and frame collisions). The user-oriented requirements of WBANs are equally
challenging and have been defined as: ease of use, security, privacy, compatibility, value and safety.

There are few main communication standard solutions considered as reference are: IEEE 802.15.4,
IEEE 802.15.6, and Bluetooth Low Energy. IEEE 802.15.4 (published in 2006), specifies the physical
(PHY) and medium access control (MAC) layers for short-range wireless communications, devised to
support low power, low cost, and low bit rate networks. The TEEE 802.15.6 (published in 2012), was
specifically designed for wireless communications in the vicinity of, or inside, a human body. Finally,
Bluetooth Low Energy (BT LE) (published in 2010) is the ultra-low power consumption configuration
of Bluetooth technology, targeting several applications for small and cheap devices powered by button-
cell batteries, such as wireless sensors. Due to the quite large number of available standards, it is
necessary to identify the best solution, depending on the application requirements. For what concerns
the main issues to be accounted for in the design of a WBAN, the impact of wireless medium, the
battery lifetime and the coexistence with other wireless networks are of fundamental importance. The
presence of the human body affects the radio wave propagation, leading to a specific and peculiar radio
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channel, which has to be properly accounted for in the design of the protocols. The need for long battery
lifetime shall be addressed through energy efficient solutions since frequent battery replacements must
be avoided, being a very hard task in some application (e.g., medical applications where nodes are
implanted). The third main issue to be taken into account is the outage occurrence due to coexistence
with other wireless networks operating in the same frequency band. As it will be remarked later in the
paper, many standard solutions for WBAN operate in the licence-free Industrial Scientific and Medical
(ISM) band centered at 2.45 GHz and this leads to coexistence issues with other networks operating
in the same band (e.g., Wi-Fi IEEE 802.11).

Wireless body-area networks offers the possibility to reach a totally new level of communications,
with particular propagation characteristics that differentiate the body-area-network channel from many
other radio-propagation channels.

Key words: wireless networks, Wireless Networking Technologies, Wireless body area networks,
monitoring, sensors, classification, topology, System requirements, power consumption.
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OB30P TEXHOJIOI'II
BECIIPOBO/IHBIX HATEJIBHBIX CETEN

P. E. 3noraukosa

HoBocubupckuii rocy1apcTBeHHBIN TeXHHYECKUI YHUBEPCUTET,
630073, HoBocubupck, Poccus

YK 004.73:004.77

B nmammoit crarbe paccmarpuBatoTcsd GecrpoBonubie HaTesnbhbie cetr (WBAN), ofocroBbIBaeTCS MX
AKTYaJIbHOCTDb, IIPEAOCTAaBJIAIOTCA CBEJACHUA O chepax nx IMpuMCHEHUA. PaCCManI/IBaeTCH KJlaCCH-
Jurarmg WBAN ¢ Touku 3peHnst HCHOJIb3YeMOi TEXHOJIOTHN 6ecTpoBoaHOM ¢Bsi3u. Ilepeuncsiorcst
OCHOBHBIE CUCTEMHbBIE TpeOOBaHNS, TAKNE KAK CKOPOCTD MEPEIAUn JAHHBIX, TNANa30H UCIOIb3YEMbBIX
9acTOT, YPOBEHDb MOTPeb/IsieMOit MOIITHOCTH TTePEeIATINKOB, TTOKA3ATEIN KAIeCTBa ODCTyKUBAHUA U
HekoTopoie npyrue. IlpusouTtest 0630p cranmaptos g1 peanusanun WBAN: IEEE 802.15.4 w IEEE
802.15.6. CoobIraercs 0 HEKOTOPBIX XaPAKTEPUCTUKAX YCTPOKCTB M OCHOBHBIX TTPODIEMAX MPH TIPO-
ekTUpoBaHWK U peasn3arnn WBAN.

Kumrouesbie cjioBa: 6ecripoBOHBIE CETH, TEXHOJOIUU OECIIPOBONIHOM CBsi3u, HECIIPOBOJHBIE Ha-
TeJbHBIE CETU, MOHUTOPWHT, JATUYNKHU, KJTACCH(PUKAIN, TOIOJOTHs, CUCTEeMHbIe TpeboBaHus, 110-
TpebiigeMas MOITHOCTD.

Beenenue. Buenpenne HOBBIX HH(MDOPMAIIMOHHBIX TEXHOJIOTHN B 3IpaBOOXpAHEHUE sIBJISET-
cs akTyasabHOM 3a7aqeil. [locsiennue gecsaTuieTns 4eI0Be9eCTBO CTAJKUBAETCS C mpobieMamu
crapenusi Hacesienust [1]. /laHHAasT TeHAEHIMSA OTMEYAeTCs TMPAKTHYECKH MO BCEMY MHUPY, 0CO-
b6erHHO ocTpo mpodaeMa croutT B Anonnu. Poccust Takzke He ocTajiach B CTOPOHE OT IJI00AJIBHOI
JeMorpaduaeckoil TeHIEHITUA 2], TPOTHO3BI MPeICKA3BIBAIOT B OIHKANIIYIO JeKa Iy 3aMeTHBIe
U MPAKTUICCKHA UICHTUIHbIE U3MEHEHUs B BO3PACTHOM cocTaBe Hacejgenus. /Loy jum B BO3-
pacre or 65 u crapme ysesuuntca na 60 %, a Bmecre ¢ meit u gemorpaduueckas Harpyska
HNOYXKUJIBIX JIFOJIEHl Ha TPYIOCIOCOOHOe HacesaeHune. 110 HEKOTOPBIM MPOrHO3aM MOYTH KaKIbIi
nsThiit xkutes b crpanbl B 2030 1. 6yger crapire 65 jer. B CIITA x 2050 romy oxkugaercst yiaBo-
eHue YHCJIa MPecTape/ibiX JIIoJel n3-3a BBIXOJA HA IEHCHIO MOKOJEHHS JIOJeH, pOIUBIIIXCS
nocyie Benukoit jpenpeccun, Koraa ObLT 3aperucTPHPOBAH IOIHEM POKIAEMOCTH. DTO, BIOJIHE
BEPOSITHO, MOYKET HPUBECTH K IEPErPy3Ke CHUCTEMbl 3/PABOOXPAHEHUs, IPE3MEPHOMY OBBI-
IMEHUIO 3aTPAT Ha JieUeHne W Meaurunackoe HaOsogenne. C Apyroit CTOPOHBI, MEIUKHA BCETO
Mupa 00ECTIOKOEHBI BBICOKOH CMEPTHOCTBIO OT PaKa, CepJIedHO-COCYAUCTHIX 3a0oJeBaHuii, 60-
je3nn llapkuHcoHa, acTMbl, OXKUpPEHHd, JuadeTa U MHOTHX JPYIUX XPOHUYECKUX CMEPTE/TbHBIX
3abo/reBaHuil. BOIBIIMHCTBO 3THX cMepPTel MOXKHO OBLIO ObI IPeJIOTBPATUTD, ec/ii Obl 00Ie3HH
OBLIHN BBISIBJIEHBI Ha paHHeil ctaguu. VIMeHHO Mo3TOMY B OyAyIIEM CHCTEMBbI 3PaBOOXPAHEHHS
JIOJIZKHBI (DOKYCHPOBATHCS Ha JIMATHOCTUKE U MPOPUIAKTHKE 3200/ /eBaHM.

OHuM #U3 KIOYEBBIX PeITeHnit [/sT TOBBITTeHUsT IDGMEKTUBHOCTH 3IPABOOXPAHEHUST STBJIsI-
eTcs IepeHocHass MOOUJIbHAS CHCTEeMa MOHUTOPHUHTA, KOTOPas IO3BOJIMT BHIAB/IATH AaHOMAJIbHBIE
COCTOSIHUS TAIIMEHTA U TeM CaMBIM YJIVYIIATh KadecTBO KU3HU. B 3TOM cilydae mazke MOHUTO-
PHHT YKU3HEHHO-BAXKHBIX MMOKa3aTeIel, TAKIX KaK YacTOTa CePIeYHBIX COKPAIIEHU U apTepu-
aJIbHOE JIaBJIeHre, He Oy/IeT BBIHYK/IATh HAIMEHTOB OCTABATHCS JIOMA WA B KJIMHIKE, TO3BOJISISI
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POJIOIZKATH AKTUBHYIO JEATE/IHHOCTb. TaKOTO pe3y/ibTara MOYKHO JOCTHYb TOJBKO C IOMOIIHIO
ceTu 6€CIIPOBOHBIX YCTPOMCTB, COCTOAIIEN U3 MHTEIEKTYAJbHBIX MAKDPO- I HAHOTEXHOJIOTITIe-
CKUX JATYUKOB W MPHUBOMOB, PAbOTAIONINX HA MasIoil MomHOCTH. OHU MOTYT OBITH pa3MelleHbl
Ha TeJse MaleHTa, WM UMILIAHTHPOBAHBI B OPTAHU3M YesIOBeKa, o0ecrnevunBasi CBOeBPEMeHHBI i
norok Janubix |3, 4]. Takume cern maspiBator HaTesbHBIME KOMIBIOTEPHBIMU CeTsIMH (AHTL.
Wireless body area network, WBAN). B nononnenne kK cniacenuto :ku3neii, 6ecripoBoiHas ceThb
HAJIEBAEMBIX KOMIBIOTEPHBIX YCTPOUCTB 0OECHEYUT COKpAIEeHNEe PACXOJ0B Ha 3/paBOOXpaHe-
HUE, YCTPAaHUB HEOOXOIUMOCTD JIOPOTOCTOSIIEr0 BHYTPUOOTILHIIHOTO MOHUTOPWHTA MTAIHEHTOB.
Bazkuno ormernts, 4To, mockoibky WBAN mpegocraBasior 0OIbIIHe BpeMeHHBIE HWHTEPBAJIBI
JIAHHBIX M3 €CTEeCTBEHHON cpe/ibl HallMeHTa, Bpayu Oy/1yT uMeTb 60jiee 4eTKOe IIPEICTaBIeHUuE O
COCTOSIHHE mamuentTa [5.

st perieHus CynecTBYIONUX TEXHUYECKUX U CONUAJIbHBIX MPOoO/IeM IPenoIaraeTcs mpo-
eKTHPOBATH U BHEAPATH cuctembl WBAN, koropsie OyayT 00/1a/1aTh MAKCUMAIBHON TPOMYCK-
HOU CIOCOOHOCTHIO, MAKCUMAJTBHBIM CDOKOM CJIYZKObI CeTH W MUHUMAJIbHBIM HOTPebIeHuneM
saeprun [6]. Kpome Toro, omnpeesienbl Kio4ueBble TpeGOBaHNs B OTHONIEHUH [OJIB30BATEISI:

— MPOCTOTAa UCIOJTH30BAHUS;

— KOHMUIEHITHATBHOCTD;

— COBMECTUMOCT;

— MPaKTUYecKas MOJIb3a;

— 0e30MacHOCTb.

1. Cdepsl npumenennsa WBAN. VerpoiictBa WBAN umeroT mupokyio cgepy npumere-
HUSI: BOGHHBIE TEXHOJIOTHH, 3/[PABOOXPAHEHNE, CIIOPT, pa3BaedeHus u MHOToe apyroe. CTanaapt
[EEE 802.15.6, pazpaboTaHHbIil cleluaJ bHO JJid ceTell TaTIYuKOB MOHHTOPHUHIA IOKa3aTe el
Tesia yesnoBeka, pasienser WBAN Ha MequnuHcKue  HeMeTuIMHCKHE yerpoiicTsa [7]. OcHob-
ueie cepnl npumerenns WBAN mpusemensr B Tabu. 1.

PaccmorpuMm npuBenennyio Kiaccupukanno Meaunuackux WBAN 6osee moapo6GHO.

Wcnonwbzopanne WBAN B MeIUITMHCKIX TPUIOKEHUAX IO3BOJISET MOCTOSHHO KOHTPOJIHPO-
BaTh (PU3HOTOTNIECKUE XaPAKTePUCTUKHU, TAKHE KaK apTepHaIbHOe TaBIeHue, CePACTHBIH PUTM
u TeMueparypy tesa (8, 9, 10]. B cayuasx obHADYKeHNS HEHOPMAJbHBIX YCJIOBHUIT JTaHHbBIE, CO-
Oupaemble TaTINKAMK, MOTYT OBITH OTIIPAB/IEHB HA, TLITI03, TAKOH KaK COTOBLI TeedoH. 3aTem
IIJTI03 TIepe/laeT CBOU JaHHBIe Yepe3 COTOBYIO ceTh mwin VIHTepHeT B yaleHHOe MeCTO, TAKOe KaK
MEHTP IKCTPEHHOM MOMOITY Wi KaOuHeT Bpada, jajtee MeTUIITHCKIH epcoHaa TpeIIpuHIMa-
eT Tpebyemble B Takoil curyarnun geiictsusi. Kpome toro, WBAN OyayT KII0UeBBIM peIlieHIeM
JIJI paHHeil TUarHoCTUKUA, MOHUTOPUHIA U JIEYEHU ITAIUEHTOB ¢ BO3MOYKHBIMHU CMEPTEIbHBIMHI
3a00/1€BAHUSIMH MHOTHX THUIIOB, BKJIOYas Juaber, THIEPTOHUIO U CEPACYHOCOCYIUCTHIE 3a00-
nesanust [11]. Memnunuckoe npuvenenne WBAN moxkHO jnaiee KiaccnduupoBaTh M0 TpeM
MOJIKATETOPHAM cJietyomum obpasom [12]:

1) mnarenbasie WBAN, cpeiin KOTOPBIX MOYKHO BBIJIEIUTH JIBe KATErOPUH: MOMOIIb 110 HH-
BAJTMTHOCTH U yupasienne 3bheKTUBHOCTBIO paboThl gesoBeka [13]. PacemoTpum HEKOTOPBIE
npuMepbl TpuMeHenus: HaTebHBIX WBAN: a) oneHka cTeneHu yeTaaocTu COJJIATA U TOTOBHO-
ctu K 6010 — ¢ momompio WBAN, cocrosiiero n3 kamep, 6momerpudecknx aaraukon, GPS
(Global Positioning System, cucrema ro6aabHOrO MO3UIMOHNPOBAHNS) U OECIIPOBOIHON ceTH
B COUETAHUU C YCTPOICTBOM CBSA3U C JAPYTUMH COJJATAMU U MEHTPAJTHIOBAHHOI'O MOHUTOPHUHTA.
s mpenoTBpallieHus YTeIKn WHQOPMANUA MeXKIy COJITaTaMUu JOJZKeH CYIIeCTBOBAThH Oe3-
ONACHBIIl KaHAJ CBsI3U; 0) OIEHKA COCTOSIHUSI CIIOPTCMEHOB — JIJIsl ONTUMU3AINE TPEHHPOBOU-
HOTO MPOIECCa U MPeJOTBPAIeHHs] TPABM; B) MOHUTOPUHI CHA — JIJIsl IPOBEJICHHsI U3MEeDEeHui
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Tabauya 1
Knaccuduramus WBAN

O1eHKa CTEMeHN YCTAJIOCTH COJIIATA,
U TOTOBHOCTH K 6010
Harennabre OueHka COCTOAHUS CIIOPTCMEHOB
WBAN MoHuTOpHUHT CHA
KonTpoab cocrosinug manueHToB ¢ acTMON
Menununackue Harennupie WBAN

WBAN Kounrposs paborsr

WmniasTupyembie CEePJIEYHOCOCYIUCTON CUCTEMBI

Knaccudurarmusa WBAN Mouutopusr pakoBbIx
yCTPOICTB zabosieBaHmit

WBAN TexHosOrMS OpraHU3AITUN
Jncranimmonroe BCIIOMOTATEAbHON KW3HEHHOW CPEJIbI
yIIpaBJIEHUE MoOHHUTOPUHT TAITUEHTOB

CucreMbl TeaEeMeIANTHBL

3allich BHIEOIOTOKA B PEKIME
peasibHOTO BPEMEeH!

Hemenunuackue WBAN Pazpiieuenust

IMomorp npu YC

3a9aCcTYIO IAIMEeHT BBIHYKJEH MPOBOJIUTH HOYb B JIADOPATOPHUHU, MOKPBITHIN JaTYMKaMUI U Ka-
Oe/IsIMH, YTO OIpaHHYMBAET IBUKEHHS BO CHe W co3aaer auckoMdopt. YcerpoiictBa WBAN
CIIOCOOHBI IPOU3BOUTH Ty 2Ke paboTy, He UCHo/b3yst Kabean [14]; 1) KOHTPOJIb COCTOSIHUS Ha-
muerToB ¢ actMoit — WBAN u comyTcTByfomme JaTauku CIIOCOOHBI YIaB/JIUBATEH AJLIEPIEHBI B
BO3JlyXe W 00ecIednBaTh MOJHYIO0 OOPATHYIO CBA3b C BPA4YOM, YTO MOXKET MOMOYb MHJIIHOHAM
MANUeHTOB, CTPAJAIOIINX acTMOil; 1) HaTeabable WBAN — B coueraHud ¢ JaTYdKaMH U JIPY-
rumu yerpoiicrBamu WBAN Moxker obecriednTh MOHUTOPHHT COCTOSIHHS 3I0POBbsl B PEXKUME
peanbrOro Bpemenu (15, 16]. K mpumepy, 4To0bl 06eCeduTh TMOIIEPKKY MATUEHTOB, GOJBHBIX
JIabeToOM, MOYKHO MCIIOJIb30BATh CMapT@OH ¢ MOJIYJeM IJII0KO3bl. /lanHbie 00 ypoBHE caxapa B
KPOBU MOTYT OBITH COXPAHEHBI M OTHPAB/JICHBI JIEHAIEMYy Bpady.

2) ummianTupyembie WBAN: 3107 Kilace npuiozkeHuit OTHOCHTCS K y3/1aM, HOJJIeZKAIIM
MMILUTAHTHPOBAHUIO B OPraHU3M YeJI0OBEKA MO/ KOXKY, 100 B KpoBOoTOK [17]. [TpuBenem HecKOIb-
KO BO3MOYKHBIX IPUMEPOB HCIoIb30Banust nMiianTupyeMbix WBAN: a) kourposs nnabera; 6)
KOHTPOJIb COCTOSHHUSA CEPAEYHOCOCYAUCTON CHCTEeMBl TMallMeHTa — UHMAPKT MHOKApPIa MOYKET
OBITh 3HAYUTEJHHO YMEHbBIIIEH MYyTeM MOHUTOPUHTA AHOMATBHBIX COCTOSHHMA C TIOMOIIBIO TeX-
nosorun WBAN; B) obuapyzkenue pakobix obpasopanuii — ocuoanubie Ha WBAN naranku
CIIOCOOHBI MOHUTOPUTH PAKOBBIE KJAETKH U T€M CaMbIM 00€CIeuYnBaTh JUATHOCTHKY OIMyX0/u 0e3
buorcuu.

3) AMCTAHIMOHHOE yTpaBJIeHHe MeJAuIuHCKUMHU ycrpoiictBamu: a) WBAN mossossier co-
3/aBaTh CETH YCTPOHCTB M Cay»KO Ha JOMY, M3BECTHBIX KaK TEXHOJIOTHH OPraHU3AIUN BCIIO-
MoTaTeJbHOM Ku3HeHHo# cpenbl (anrst. Ambient Assisted Living, AAL), riae xkaxapiii WBAN
obecrnednBaeT GeCHPOBOHYIO CBsI3b ¢ BHYTpeHHeH MeaunuHckoi cerbio [18]. AAL wnampasite-
Ha Ha MPOJJIEHHe CAMOCTOATETHHOTO YXOJa 3a MallMeHTaMM, KOTOPBIM OKa3bIBAETCS TTOMOIIH
B UX JIOME, CBeJeHNEe K MUHAMYMY 3aBHCAMOCTH OT WHTEHCHBHOTO JIMYHOTO YXO/IA, MTOBBIIIE-
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</A/W T
HBC Ul\tirasound Molecular communication

MICS Galvanic coupling
WMTS Capacitive coupling
ISM

MBAN

UWB

Puc. 1. Knaccudukanns TeXHOIOTHH mepegaun JaHHBIX B ycrpoiicteax WBAN

CepepHasd AMepHEA

ABCTpanHa IToBcemecTHOE
Snouua Eppona HoBad 3emaHonA ANOHHA HCIIOIb30BaHHE
5 50 401 406 420 450 863 870 902928 1395 1429 2360 2400 2500 3100 10600

ISM

HBC MICS WMTS ISM uws f[MHz]

Puc. 2. YactoTs! geficTBus pauodacTOTHBIX METOI0B

HUsI KQ4ecTBa YKU3HW; O) MOHUTOPUHT HAIMEHTOB — OJHUM U3 KJII0UeBbX npuMenennii WBAN
SIBJIETCS €r0 HUCMOJIBb30BaHUe JIJIT MOHUTOPHWHTA YKU3HEHHO BAYKHBIX CUTHAJIOB, a TaKyKe JJId
obecriederrsi 0OPATHOM CBSI3U B PEATLHOM BPEMEHHU; B) TEJIEMEJIUIMHCKHE CHCTEMbl — JOCTYII-
HbIE TeJIEMeJIUIUHCKUE CUCTEMbI UCIO/Ib3YIOT ITPOTOKOJIbI C BHICOKUM HOTPEOIEHUEM MOIHOCTH,
takue kKak Bluetooth, koTopble OTKPBITHI Jj1s1 TOMEX OT JIPYTUX yCTPOICTB, padOTAIONIUX HA TOM
JKe 9acToTe, WU BbIJIe/IEHHBIe OeCITPOBOJIHBIE KaHAJbI /I Tiepejadn nHpOopMaIuy Ha y/1a/1eH-
Hble CTaHIUU. VIMeHHO TT09TOMY OHHM OTPAHUYUBAIOT JITUTEIbHBI MOHUTOPHUHT, B TO BpeMs KakK
uarerpanusgs WBAN B cuctemy TesieMeTUIIMHBI TTO3BOJISIET TPOBOIUTH JTUTE/IBHBIE TEPUO/IDI
HEHABA3YUBOIO MOHUTOPUHIA COCTOAHUS aMOYJIaTOPHOI'O 3JJ0POBbSI.

2. Knaccudukanuga WBAN no tuny mconosab3yeMoii TexHosornu 6ecripoBOgHOIM
cBas3u. YcrpoiictBa WBAN Bo3MoxHO KytaccuuIupoBaTh B COOTBETCTBHH C HMCMOJIb3yeMOit
rexHosorueii Gecripoporoit ¢easu [19]. Ha puc. 1 npencrapiena KiaccuduKamnms 3THX TEXHO-
aoruit [20].

BoabmuncTBO paboT, KOTOPBIE MOXKHO HATH B auTeparype, Kacaorcs WBAN, ocHoBaHHBIX
Ha pajuodactoTHeix MeTogax (RF), Koropble TakkKe BO3MOYKHO PA3JIEJIUTh B 3aBUCHMOCTH OT
9aCTOTHI TIOJIOCHI, B KOTOPO#i OHM paborator (puc. 2).

Hexoropbie npumMensieMbie THIIBI TTOJIOC epeiadn panubix B yerpoiicrBax WBAN, ocHoBan-
ubie Ha RF-rexnonorusx.

Jluanasonv. wacmom 6ecnposoduoli meduyunckols mesemempuy (aura. Wireless Medical
Telemetry System, WMTS) u wmeduyunckur umnaaumamos (aura. Medical Implant
Communication Service, MICS) ObLn TpeJHAZHAYEHBI UCKIIOTUTETBHO I MEIUIHHCKUX W
UMILTAHTAPOBAHHBIX MEIUIUHCKUX TPUJIOKEHHI, KOTOPBIM TpebyeTcs MpocTas JABYXTOUYeTHAS
cBsi3b. OHU OBLIN BBEJIEHBI JJIs IPEOO/JI€HUs] OTPDAHMYEHHIT TUAIa30Ha, CKOPOCTH MepeIadn



10 Hpuraadnvie uHBOPMAUUOHHBIE METHOAORUL

OUTOB W HAJIEKHOCTH, HAJIATAEMBIX TEXHOJIOTHEH CBSA3W C MArHUTHOI CBA3BIO, MCIOJIb3yeMOit
B paHHUX OeCIPOBOJHBIX MeIUNWHCKHX ycTpoiicTBax. B mpenemnax mamamazona MICS moxkuO
JOCTHYIH CKOPOCTH nepenadn 10 400 K6uT/c mpu Iuana3oHe CBsi3u OKOJIO 2 MeTPOB, 4TODbI Y10~
BJIETBOPHUTDH TPEOOBAHUAM MPUIOKEHUSI, TAKAM KaK KapANOCTUMYJIATOPBI, UMILIAHTHPOBAHHBII
J1ebudPUILILATOD U HEHPOCTUMYILATOP.

HenunensupoBaHHbBIE IMANA30HBI TPOMBINLIEHHBIX, HAYYIHBIX U MEIHIUHCKHAX PaIHONOJIOC
(Industrial, Scientific and Medical, ISM) omnpenenstiorcss MexKIyHAPOTHBIM COIO30M 3JIEKTPO-
cszu (MCD) u npesHasHAYeHbI JIsI [eJefl, OTIIMIHBIX OT TeJEeKOMMYHUKAIHHA, 1 HEKOTOPbhIE
W3 HUX MOMAITAJA0T 10/ AeiCTBHE OIIpedeJeHHbIX MPaBUJI PAJUOCBA3U, B KOTOPOU ILIaHUPYyeTCd
dpYHKIIMOHUPOBaHUE 3TOW cucTeMbl. Byayun HejmmeH3upoBaHHbIMU, rpynnbl [SM mogsepzke-
HBI IpobJIeMaM COCYIIeCTBOBAHHUsI, KOTOPBIE TOJKHBI 003aTeIbHO YIMNTHIBATHCS IH3AHHEPOM

WBAN.

CrenyomuM BapHanTOM ABAAIOTCH ceepruwuporue noaocvs (Ultra-Wide Band (UWB)).
HexkoTopsie nosoxkuTebHbIe 0cobeHHoCTH, KoTopbie AeaanT UWDB xopoieit TexHoorueit jiis
WBAN, — HE3Kas BOCIPHUMYABOCTH K MHOTOJIYYIEBOMY 3aMUPAHUIO, YTO MOBBINIAET TPOU3BO-
JUTEJbHOCTH BHYTPEHHUX CUCTEM, CHHZKAET BOCIPHUMYHMBOCTH K IIOMEXaM, 00eCIeYnBAET Bbi-
COKYIO CKOPOCTH Tiepefaun nanubix (10 500 Méur/c). Bosee Toro, 310 nckpobesonacHas CBs3b,
9TO BO3MOXKHO 0JIaroaps HU3KOH SHEPIUH U CHEKTPATBHOI MIIOTHOCTH, KOTOPast HUZKE YPOBHS
myMa OOBIIHBIX TIPHEMHUKOB U IIPOCTOTE apXUTEKTYPDI IPHEMOIEePEIATIHKA.

OcHOBHOE BHUMaHHE B 3TOM BONpOCe yaejsercs, B mepeyioo odepenb, RE WBAN, oxnako
HeJaBHWE PabOTHl MOKA3aJ/M, YTO B ITOH CTPYKTYpe MOTYT IPUMEHSTHCS JAPYTUe MapajurMbl
becrpoBoTHOM cBst3u. OJMH U3 TAKUX METOJOB He dABJIsSeTCd HU OeCPOBOMHBIM, HU ITPOBOJI-
HBIM, HA CAMOM JIeJIe OH UCTOJIB3YEeT YeJ0BeYeCKHl OPranu3M Kak cpey cBa3u. OH Ha3bIBaeTCs
kommynukayued enympu measa (Human Body Communication, HBC). Curnan pacupocrpase-
HUSI 9epe3 OPraHW3M 9e/I0BEeKa BO3MOYKEH MTOCPEICTBOM €MKOCTHOW CBSA3M Y€JI0BEYEeCKOTO Tesa
C OKPYZKalollell ero cpeoil U raJibBAHUYECKOHA CBA3U, JOCTUTACMOR IIyTeM CIUAHUA IIepeMeH-
HOT'O TOKa B desioBedeckoM Tese. [Ipenmymectsa ucnoas3opanus HBC 8 WBAN: BuyTpennss
0€30MacHOCTD, MOCKOTBKY CUTHAJBI MePeTaloTcsd Ha CPABHUTEIHHO HEOOJBIIIOM PACCTOSIHUH U
JIJIS TIOJIYyYeHUs JIAHHBIX TpeOyeTcsd KOHTAKT C TeJOM; HOTPeOeHUe IHEPIuu MOXKET IIOJJIep-
JKUBAThCsl Ha OJMH MOPsiZoK HuKe 1o cpaBHennioo ¢ UWB co ckopoctbio okosmo 10 M6ur/c,
cocymecrBoBanue ¢ apyroit HBC WBAN Bo3MmoxKHO, TOTOMY 9TO COODITEHNE OIPAHTYICHO WU
HAXOJUTCS B HEMOCPEJICTBEHHOM OJIM30CTH OT 4YesoBedecKoro tenia. l13-3a ux BHyTpeHHel Ono-
COBMECTUMOCTH MOJIEKYJISIPHBIe KOMMYHUKAIIUU Ha OCHOBe IudDy3un NepPCIeKTUBHBI JIJIS TPH-
MEHEeHUsI HAHOME/IMIUHbBI, K I[IPUMEPY, /15l BOCCTAHOBJIEHUS IUKJA 00PATHON CBSI3M TJITOKO3bI Y
HanoueHTOB C ,ZLI/Ia6eTOI\/I, a TaKzxKe IJId PaCllOSHAaBaHUA U YHHUYITOZKEHH A OHyXOﬂeﬁ C IIOMOIIIBIO
CKOHCTPYUPOBAHHBLIX OAaKTEPHUil, WK JlayKe BHYTPUKICTOYHAA XUPYPIUsi ¢ HAHOPOOOTAMHU.

YAvmpas3eyroevle 604Hb, UCIIOJNB3YIOTCH JAECATUICTHIAMU B KadyeCcTBE IPEINOYTUTETbHOIO
TEXHOJIOTUYIECKOI'0O pelieHud AJjd IOABOAHBIX KOMMyHI/IKaI_[I/Iﬁ7 1 IIO9TOMY OHH CHUTAIOTCA IIOAXO0-
JIAIIAM BapUaHTOM Jjisd 00ecIiedeHus CBA3U BHYTPHU Y€JI0BEYECKOrO TeJIa, KOTOPOEe B OCHOBHOM
COCTOUT U3 BOABI. JljIs HUX MOKHBI peanm3oBbiBaThes HagexkHble PHY u MAC ypoBHHE ce-
TH. DTO HEOOXOJAUMO s HMOJIeprKaHUs BBICOKOH IPOIYCKHON CIOCOOHOCTH M BO3MOXKHOCTH
peasmzanun WBAN Ha ocHOBE y/ibTPa3ByKOBOM CBsI3H.

3. Cucremubie TpeboBanus ajsa ycrpoiictB WBAN. Paspa6orka WBAN sapiser-
cd CJOXKHON 3a71aueil, TOCKOJIbKY TOJPa3yMeBaeT COOTBETCTBUE MUPOKOMY KPYTY TpeOOBaHUil,
npebsiBisieMbix npustozkerusvu [21]. Haubosee Bazxubie TpeboBanusi, pekomengoBantbie IEEE
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Tabauuya 2
Crmiicok TpeboBaHUiT CKOPOCTH MepeTatn JaHHBIX (B 6uTax) K pasiudubiM mpuaoxennsyM WBAN

Ckopocts mepemaan Bpema Yacrora mogBieHns
Cdoepa mpumenennst WBAN OTOKA NMUMPOBBIX | 3aJIEPKKHU oImuOOYIHBIX OUTOB
JaHHBIX

[1y6oKas CTHMYJIAIAA MO3Ta < 320,000 Kéur/c | < 250 mc <1071
Brenenne sekapcTs < 16,000 Kéur/c < 250 mc < 10719
KamncynbHast 9H10CKOIMSI 1,000 Méwur/c < 250 mc < 10710
QKT 192,000 K6ur/c < 250 mc < 10710
DJleKTpo3HLedAIOrPAMMA, 86,400 Kbur/c < 250 mc < 10710
DJEKTPOMHUOIDAMMA 1,536 Mowur/c < 250 mc < 10719
Kontposs ypoBHs caxapa B KpoBu < 1,000 Kéwur/c < 250 mc < 10710
TTorokoBasg ayanozanuch 1,000 Méwur/c < 20 mc < 107°
ITorokoBag BumEO3aMUCH < 10,000 M6wur/c < 100 mc <1073
Bocnpousseenne rosoca 50-100 K6ur/c < 100 mc <1073

TG6 (anra. Task Group, neseas rpynma IEEE 802.15.6 qu1st paspaboTku craHmapra cereii qar-
YHKOB MOHUTOPUHTA [OKa3aTeell Tesia Je0BeKa), TopoOHO OMUCAHBI B 9TOM pasjeste [22].

Cropocmdb nepedavu dannur u Kavwecmeo obcaystcusarus. TpeboBaHne K CKOPOCTH Tepe-
JIaYu MOTOKA NMUMPOBLIX JAHHBIX BaAPbUPYETCAd B 3aBUCUMOCTH OT Cepbl MPUMEHEHUSA W THIIA
nepeaBaeMbiX JaHHBIX (Tabu1. 2). K ToMy ke, B MEIUIIMHCKUX U BOEHHBIX TIPIJIOKEHUAX JTOJIIK-
HO OBITH TAPAHTUPOBAHO BBICOKOE KadecTBO obcaykupanus (anria. Quality of Service, QoS), u
MUHUMAJTbHAS 9aCTOTa MOSBICHUs OMUGOIHBIX 6UToB (23, 24|. [Ig coOTBeTCTBUST ITUM TPeGo-
BaHHUAM JOJIZKHDBI 6bITb peain30BaHbl METOAbl KOPpPEKI N O]lH/I6OK n OpeJoTBpalleHuA IIOMeX
na yposusax MAC u PHY [25].

Zuanason u monoaozus cemeti das WBAN. Paccrosinue, Ha KOTOPOM IMPOUCXOIUT IepPeaada
JIAHHBIX, HE JOJIZKHO [IPEBBIIIATH HECKOJIBKUX MeTPOB (3-6 M) Uit GOJIBIIMHCTBA IPUIOKEHHI.
Taxum obpazom, MpoOCTOit 3BE3HOI TOMOJOTHH OOBIYHO JIOCTATOYHO, OJHAKO Ye/JIOBEUYeCKHil Op-
raHU3M MOXKET TPeJCTABIATHL COOOH TPEIITCTBHE sl PACIPOCTPAHEHUST PATNOBOJIH, OCODEH-
HO JIJIsl IMILTAHTUPOBAHHBIX y3J10B [26]. B 9TOM ciiydae fo/KHA OBITH YCTAHOBJIEHA CBSI3b C
HECKOJIbKUMH TiepexoaMu. KosmaectBo y3708, oopasyonmx WBAN, konebiercs ot aByx (Ha-
IpUMED, JJIsT DIIOKOMETPA) JI0 JAECSITH U MOXKeT MEHSAThCS BO BpeMsl BhITIOIHeHHsI. [109TOMY ceThb
A0JIZKHa, BHEAPATH HaJdezKHbIC IIPOoHeAYPbl IIOAKJJIIOYCHUA U OTKJIIOYCHU A, LITO6I>I IMO3BOJIUTDL y3-
JlaM ITPpUCOCJIUHUTBHCA UJIN ITIOKHUHYTH CeThb 110 Mepe H€O6XO,ZLI/IMOCTI/I.

Bamura guunoit undopmanuu. [Ipodirema Ge3omacHoCTH UMeeT TEPBOCTEIEHHOE 3HATYCHHE,
0CODEHHO B CJIy4yae MeJMIIMHCKUX M BOGHHBIX HPUJIOXKEHUH, U ee CJIeJyeT peliarb ¢ MO3UIUH
obecriederusi KOH(UIEHITUATBHOCTH, JIOCTYITHOCTH, aBTOPU3AIMHA U MEJOCTHOCTH. KaKapiit n3
CTAHIAPTOB, TPeIHA3HAUECHHBIX /I HCnoah30BaHus B KoHTekcTe WBAN, npenocrasiisier MeTo-
JIBL pereHus Tux mpodseM. OObIYHbIe MeXaHU3MBI (P POBAHUS JAHHBIX WX IPOIECC &y TeHTHU-
duKanuu He UAeaTbHO MOAXOAAT JIJId TAKUX CeTel M3-3a OrpaHUYeHHON MOIIHOCTH 0OpabOTKH,
naMsaTu u orpanundenuit suepruu B yssnax WBAN. CrenoBaresibno, pa3zpadarbiBalOTCsi HOBbIE
obsierdennbie u pecypcocbeperarornime MeTonbl. B 9T0M KOHTEKCTe MePCIeKTHBHBIM DENIeHueM
SIBJISIETCS HCIIOJIb30BAHTEe MEXaHU3MOB, OCHOBAHHBIX Ha OnoMerpudeckoii niaenTudukamum [27).

Ucnoavsosanue anmenn u paduorxananros. Caeayer ¢ OOJBIIAM BHEMAHHEM OTHOCHTLCS K
KOHCTpyupoBauuio anterH i ycrpoitcts WBAN, coburronass KOMIPOMUCE MEXK Ty pasMepamu
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anTeHH n uxX 3pdexkTuBnocTbio. Kpome Toro, Heib3s npenedperarh BAUSHUEM Y€JI0BEYECKOTO
Tela HA XapaKTePUCTUKH H3JIYyYeHUS W IIOJAPU3AINUA aHTEHHBI, 3aBUCUMOCTH OT CIENU(pUKH
pacIoJ/ioKenust ycrpoiictpa. s UCHOJIB30BAHUS aHTEHHBI ABJsETCS 00s3aTebHOM XOopoIast
XapaKTePUCTUKA PpAJHOKAHAIA, CIOCOOHAA 00ECIEeUNTDh COOTBETCTBYIONINE CBOMCTBA U3y UCHUSI.

Hompebaseman mougnocmo. IoTpedaenne sHePTUN 0YeHb 3aBUCUT OT XapaKTepa ITPUIozKe-
uus. Tem ne menee, ycrpoiicrea WBAN 00braHO uTatoTcs or 6arapen, U CPoK CIyzKObl baTapen
JOJIZKEH COCTABJSATH JI0 HECKOJBKHUX JIeT [ NMIIAHTHPOBAHHBIX YCTPONCTB (HAIPUMED, sl
KapJIHOCTUMYJISITOPOB Tpebyercs: He MeHee ISATH JIeT).

Homexoycmotivusocms. Bonpmmacreo WBAN mpennasuadensl m11a padboTsl B 30He ISM ¢
nenTpoMm B 2,45 ['['11. 9T0 nepeHachIMEeHHBIH paauoInana3oH, IefiCTBUTE/ILHO, B 9TOM I10JI0Ce
padoratror Wi-Fi (IEEE 802.11), Bluetooth (IEEE 802.15.1), IEEE 802.15.4 / ZigBee u npyrue
crainaptel. Muorne npuioxkenns WBAN (manpumep, MenunuHCKue MPHIOXKEHHs) TPeOYIOT
OY€eHb BBICOKOI HAIEZKHOCTHU, OCOOEHHO KOT/a HEOOXOAMMO TIepe1aBaTh AaBAPUITHBIE CUTHAIB UJTH
KPUTUIECKYIO MHMOPMAIUIO, ITOITOMY CJEAyeT U3YUUTh U BHEJPUTD METOJIbI, HO3BOJIAIOIIHE
n36eKaTh WM YMEHBIIUTDH ITOMEXH.

Tunopasmep yempoticme WBAN. Orpanmdenns pa3Mepa MOI'YT OBITH CTPOTMME; Haunboee
BayKHBIM ACHEKTOM JTOTO SIBJISETCST YCTAHOBKA AHTEHHBI M aKKYMYJISITOPA B OUYEeHb ILIOTHBIH
KOPIyC, 00ecriednBasi IPH 3TOM XOPOIIYI PAJMAIMOHHYIO XapPaKTePUCTUKY W CPOK CJIyKOBI.
Bo Bcsgkom citydae, 370 OTHOCHUTCSI B OCHOBHOM K HMILJIAHTHPYEMBIM YCTPOHCTBAM, KOT/Ia, Y361
WBAN npenna3ssades /it HOIIEHH, THOKOCTh M PACTIKAMOCTb MOTYT OBITH 00JIee BayKHBIMI
JIIST yI00CTBA TOJIb30BaTe I, OCODEHHO B cIOpTe, (pUTHECE W BOCHHBIX NMPHIOKEHUSIX.

Obpabomxka cuenansos. Y3asl WBAN orpanndessl B moTpebJIeHHN SHEPTHH, 8 PATHOCXEMBI
9ACTO SBJISIOTCS OY€Hb YHEPro3arpartoil yacToio cucrem. Oanako 3hdekTuBHbIE TEXHOJIOIUN
00paboOTKM CHTHAJIOB MOTYT MOMOYb HU3aiiHEPYy KOHTPOJIMPOBATH TOTPEO/IEHNe SHEPTUHU, CBSI-
3aHHYIO ¢ NpuoOOpeTeHneM W aHAJM30M OMOJIOTMYIECKHX CHUTHAJOB. 1akK, CXKaToe CINTHIBAHWE
(arr1. compressed sensing, CS) — MeTo/|, MO3BOJISAONINIT SKOHOMUTH YHEPIUIO 6e3 TOTepH HH-
dopmanun, comepzalieiics B Heil, TpuMeHsieTcs Ko MHoruM creHapusM WBAN, Ttakum Kak
EEG, 9KI' u EMG.

Besonacrnocmo mexnonoeuy das weaoseueckozo opearusma. Ha qacrorax, mpepacraB/isiioniux
uarepec 111 WBAN, npousBoasaTcs TOIbKO Takue n3BecTHBIE 3(PMEKTHI, CKa3bIBAIOIIHECT HA
3/I0pPOBbe YeJI0BEUeCKNX TKaHeil, Kak HarpeB. Mek IyHapoHas KOMUCCHSI 11O 3AIMNTe OT HENOHW-
supytomieii paguanuu (anria. International Commission on Non-Ionizing Radiation Protection,
ICNIRP) ompepessier obiiye oOrpaHuYeHrsl U PEKOMEH AN, KOTOPbIe JOJKHbBI COBTI0IAThCS
N1 obecriedeHnsl OE30IACHOCTH 310POBbsl, KOTJA OPraHU3M IMOABEPraeTcs BO3AEHCTBHIO dJI€K-
TpoMarHuTHeIX ToJieit [28|. st quanazona actor or 100 k' mo 10 I'T'i rakue orpanndaenns
YCTAHABIMBAIOTCSI € MCHOJb30BaHUEM Y/IeJbHOTO Koadbdduimenta noromenns (anni. Specific
Absorption Rate, SAR). SAR nokasbiBaer, Kakasi SHEPTHUs JI€KTPOMATHUTHOTO TOJIS TOTTIOTA-
eTcsd B TKaHAX Tesa 4eJOoBeKa 3a €JIMHHILY BpPeMeHH, BbIParKaeTcs B €IMHHUIAX BAaTT HA KUJIO-
rpamm [Br/kr|. Verpoiicra ¢ Masoii morpebisieMoit MormHocThio, Takue Kak WBAN| o6a1ator
npuemsembim SAR 29, 30).

4. O630p crangaproB auas peanu3armuu WBAN. Crangaprusanusi m1porpaMMHBIX
CPeJICTB U TEXHOJIOTHI CIIOCOOCTBYET MOBBIMIEHUIO HAIEKHOCTH CHeU(PUKAIINAN, UCITOTb3yEeMBbIX
IpU pa3paboOTKe MPOAYKIMYI, CHU?KEHHIO 3aTpaT MOCTABIIUKOB U IOTPeOUTE /el U PACIIUPEHUIO
MOTEHIIHATBHOIO KpyTa nocTaBiukoB [31]. Kpome Toro, Bbicokass dbyHKIHOHATIBHASI COBMECTH-
MOCTB obecrieduBaeT 0DoJiee MUPOKOe UCIOIb30BaHUE U paclpocTpaHeHue TexXHoJaorni. B arom
pasjiesie OMMCHIBAIOTCS OCHOBHBIE DEIEHUsI, PACCMATPUBAEMbIE B KA9eCTBE JTAJIOHA: CTAHIAP-
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tor IEEE 802.15.4 [32] u IEEE 802.15.6 [33], a rakske Gecuposoamas Texnosorust Bluetooth ¢
HU3KUM dHepronorpebnenuem [34] (anria. Bluetooth low energy, (Bluetooth LE, BT LE)).

[lepBblit U3 MepedncaIeHHbIX CTaHAAPTOB ObLT omybukoBaH B 2006 romy, onpejie/iuB ypoB-
au PHY u MAC ocnHopoit aas 6amzkHeil 6ecipoBoguoil ¢Bsa3u. Pazpaboran s HOLIEP:KKH
ceTeil ¢ HU3KOU MOIIHOCTBHIO, HU3KOM CTOMMOCTBIO M HU3KOI CKOPOCTBIO Iepemadn. B HacTosd-
Iee BpeMst 5TO MOXKHO PACCMATPHBATh KAK CTaHIAPT /I GECIPOBOIHBIX CEHCOPHBIX ceTeil |35]
(arr. Wireless sensor networks, WSN). Bropoe crangaprHoe perenne mnpegHazHAYEHO CIie-
[AAJIBHO JJ1sT OECTIPOBOIHON CBSI3U B HEMOCPEJACTBEHHOW OJIM30CTH OT YEJIOBEYECKOTO Teja WIn
BuyTpu Hero. IEEE 802.15 Task Group 6 unuiuumposasa JIedTeJbHOCTH MO CTaHIAPTU3AINH
WBAN B nosi6pe 2007 roma, Npu3HAB, YTO CYIIECTBYIOIINE CTAHIAPTHI HE MOJHOCTHIO OTBe-
Ja10T MCANIMHCKHNM (6ﬂH30CTb K TKaHAM ‘{eﬂOBeKa) n COOTBETCTBYIOIIMM HOpMaM CBA3U AJId
HEKOTOPBLIX IIPUKJIAJHBIX Cpeld, U OHU HE MOAXOOAT AJId IMOAACPZKKHN COYeTaHUd HaJCZKHOCTH,
HU3KOI MOITHOCTH, BHICOKON CKOPOCTHU Tepeaun JaHHbIX U nomMexoycroiauBocTu. [lepBoiii pe-
au3 6pL1 Boinymien B Mae 2010 roja, okoHdaTe/bHasdg BepcHs OblIa OmybJIMKOBaHA B (heBpaJie
2012 roga. Hakowrer, Bluetooth LE o6ianaer cBepxHU3KEM SHEpronorpebierueM (crenuduka-
nus Bluetooth). Bluetooth LE namenen Ha HeCKOIBKO MPUIOKEHNU /11T HEGOJIBITNX U JIETIEBBIX
YCTPOCTB, MUTAEMBIX OT OaTapeil ¢ KHOMOYHBIME JIEMEHTaMU, TAKUX KakK OeCIpOBOJIHbIE JAT-
YUKU.

Cmandapm IEEFE 802.15.4: nuskxockopocmuwvie WPAN. BecipoBogHast TEXHOJIOTHS 110 CTaH-
napry IEEE 802.15.4 mpeacrasiaser coboit KopoTkyto (10 100 M) cucTeMy CBA3M, HpPeIHA3HA-
YEeHHYIO /I TPUJIOKEHHH ¢ OrpaHMYeHHBIMHA TPeOOBaHUAMHE K IPOINYCKHON CIIOCOOHOCTH H 3a-
MIATIEHHOCTH B GECTIPOBOIHBIX TEPCOHATBHBIX BHIUUCTUTENbHBIX ceTax (WPAN). Kiouesbivu
ocobennocTsmu becripoBonoit Texunooruu [IEEE 802.15.4 apigiorcs HU3KME CJI0KHOCTD, CTOU-
MOCTB 7 SHEPronoTpeb/ieHne, a TaKKe Mmepeada JaHHbIX ¢ HU3KO0H CKOpOoCcThio. OCHOBHOM 00,12~
CTBIO MPUMEHEHU 3TO# TexHosoruu sapasgiorcs npuiaoxkenus WSN. [loiep:kuBaembie ceTeBbie
TOTIOJIOTHH — 3TO 3Be311a, jiepeBo U ceTka. IEEE 802.15.4 cranmapTusupyeT ABa HUKHUX YPOB-
Hs creka mporokosos ISO/OSI, a umenno yposun PHY u MAC. CymecTByior jBa BapraHTa
Olpe/Ie/IeHUsT BEPXHETO yPOBHs: MPOTOKO/IbI ZigBee, ykazaHHbie TPOMBIIIJIEHHBIMA KOHCOPIIH-
ymamu ZigBee Alliance (ZigBee — crenudukanus ceTeBbIX HPOTOKOJIOB BEPXHEIO YPOBHS —
yposusa npusoxkernit APS (anrs. application support sublayer) u ceresoro yposust NWK, —
HCIIOJIB3YIONINEe CEPBUCH HUKHUX YPOBHEH — ypOBHSI yIIpaBJeHHs mocTyloM K cpeme MAC u
dbusuaeckoro yporust PHY, pernamentupoBanubix crangaprom IEEE 802.15.4.), u 6LowPAN
(anrit. IPv6 over Low power Wireless Personal Area Network — crangapr B3anmoeiicTBust 1o
npoTokosy [Pv6 moBepx MajoMOIIHBIX G6€CHPOBOAHBIX MepcoHabubIX cereil crangapra [EEE
802.15.4, a TakyKke Ha3zBaHWe pabodeil TPYIIIBI, TPOEKTUPYIOMIEH 3TOT CTaHAapT).

Cranmapt IEEE 802.15.4 onpenessier anroputm mudpoBaHus, KOTOPBIl Oy/1eT UCIOIb30-
BaTbCsd Ipu MuPOBAHAN MlepelaBaeMbIX JTAHHBIX, O/THAKO CTAHIAPT He YKa3bIBaeT, KaK yIIPaB-
JATh KJIIOUYaMU WIN KaKWe MOJTUTHKH ay TeHTUMDUKAIIT JOJIKHBI TPUMEHAThCS. DTU MPODJIeMbI
peIaloTcs MPOTOKOJIAMU BEPXHUX YPOBHEH, KOTOpbIMU yupayasdeT ZigBee. cnmomb3yeMbrit agr-
ropurym mmdposanus — AES (Advanced Encryption Standard) siBiagercs cuMMeTpUYHBIM aJI-
ropuTMoM 6,TOUHOTO T PoBaHus ¢ AauHON Kaoda 128 out. Anropurm AES ucnosnn3yercs ne
TOJBKO 151 T PoBaHud NHMOPMAIIH, HO U 71 TPOBEPKH JAHHBIX, KOTOPBbIE OTIPABIAIOTCS.
DTa KOHIIENIUS HA3BIBAETCS MEJOCTHOCTHIO TAHHBIX U JIOCTUTAETCS C TIOMOIIBIO KOJA MeJTOCTHO-
cru coobmennit (MIC), KOTOpBIH 106ABAAETCST K COOOUIEHUIO. DTOT KOJ| 00ECIEUNBAET MEJI0CT-
HOCTH 3arosioBka MAC u ganubIx moJe3Hoi Harpy3ku. ZigBee peanusyer aBa J0MOTHUTETBHBIX
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yposus Oe3onacuoctu noBepx IEEE 802.15.4: ypoBuu Ge3omacnoctu cetu u npuioxkenuii. Bee
HOJIUTUKHU 0€30IIaCHOCTH OCHOBAHBI Ha ajaropurme mudpobanus AES 128 our.

Cmandapm IEEFE 802.15.6: cemb monumoputza nokadamenreti meaa wesosexa. Bee yrsep-
Kaennbie crangapthl 802.15.x npemaarator ypopan PHY uw MAC [36]. Onu we nocrapiasitor vt
OJIMH CEeTEeBO, TPAHCIOPTHBIA WU NPUKJIAIHON YPOBEHDb M IIO9TOMY TPEOYIOT OT JAPYIUX CTOPOH
ux paspaborku [37].

Pabouasg rpynna IEEE 802.15.6 (WBAN) onpenesmta nossie yposuu dbusunieckoro (PHY)
u cperero ypostst gocryna (MAC) mis WBAN, KoTopble 00ecnednBalT HI3KYI0 CJI0KHOCTb,
HU3KYIO CTOMMOCTH, BBICOKYIO HAJIEYKHOCTH, CBEPXHU3KYIO MOITHOCTH U KOPOTKYIO OECITPOBOJI-
HYTO CB$I3b B TIPeJIesIaX WM BOKDYT Tesa venoseka |12, 38, 39|. B crangapre Takke ynmoMHHAIOT-
cs1 OOBEKT yIPABIEHHUS JOTHIECKUM y3JIOM U OOBEKT YHPABIEHUS KOHIEHTPATOPOM, KOTODPHIE
obMmeHuBaroTCs CoryzKebHoit nadopmanueir ¢ MAC mporoko1aMu, IpOTOKOJIaMU (PH3HIECKOTO 1
JAPYTUMHU YPOBHEH.

Broiia ompenenena ciaeayiomas Kiaccudukanug HGU3NIeCKOro YPOBH:

— y3konosocHsrii Kanana (anri. Narrowband, NB);

— cBepxuupokas nosoca (anria. Ultra-Wide Band, UWB);

— KOMMYHWUKalus BHyTpu Tesa deopeka (anri. Human Body Communication, HBC).

B ciydae nepegaun curmaga mo y3KOIMOJOCHOMY KaHAJIY COBMECTHMOE YCTPOMCTBO JIOJIZKHO
HOJJIePzKUBATL OOMEH JaHHBIMH IO MEHbBINEeH Mepe B OJHOM U3 CJeAYIONHUX HeoOsa3aTeIbHBIX
nuamnaszoHoB yacToT: 402—405 MI'n, 420-450 MI'n, 863—870 MI'm, 902-928 MI't, 950-958 MI'w,
2360—2400 MT'm, 24002483 u 5 MI'n. B wacrHocTu, nocaeanuit Haxoaurcss B ISM-nuanasone,
U OH YPE3BBIYAIHO WHTEPECEH M3-3a €ro JOCTYIHOCTH M0 BCEMY MHPY, HO MOTYT BO3HUKATH
poOJIEMBI COCYIIIECTBOBAHUSA C JIPYTUMU CTAHIapTaMu, pabOTAIONUMHI B OJTHO U TO ¥Ke T0I0ce
qactor (Hanpumep, IEEE 802.15.4).

UWB nennrest na wuskywo (3,25-4,75 I'T) u Beicokyto (6,6-10,25 ') mosocsr, 0be mo-
pasjiessiorcd Ha paboune Kanassl mupunoit 500 MI'n kaxxapiit. UWB PHY cnenuanbio pas-
paboTan 1/ obecriedeHus] HAIEXKHONR PabOThI ¢ BHICOKUM KadeCTBOM, HU3KOH CJIOKHOCTHIO H
CBEPXHU3KONH MOIITHOCTHIO.

J1st KOMMYHUKAIIMH BHYTPH TeJIa YeI0BeKa UCIOIb3yeTCs YeJIOBeUeCK i Opranu3M Kak cpe-
na cs3u. [looca paboTsl enTpupoBana Ha dactore 21 MI'1 ¢ mosocoit nponyckanus 5,25 M.
Bce Texnosiorum, npejicTaBieHHbIe B CIIUCKE, TO3BOJIAIOT TePeIady CUTIHAJIA HA PACCTOSTHUE JI0
3-X MeTpOB.

Pabouas rpymnma IEEE 802.15.6 onpenensier oupegessier yposeab MAC moepx ypoBHst
PHY nmng yupasmenns gocTynmoMm K KaHasty. Xab (KOODAHHATOD) peanmu3yer IPUHIUI BPeMeH-
HOT'O MYJIBTHUILIEKCUPOBAHUST KAHAJIA C UCTIOIb30BAHNEM TETIOYKHN CyTepKaapos. st KoopanHa-
IIUU MCIIOJIB3YIOTCS UMITYJILChI MasgKa, CYHepKaJapbl 00pa30BaHbl MHTEPBAJAMH PABHOM JIJIMHBI
MeKIy UMITyTbcaMu. Xab Tak:Ke MOXKeT U3MEHSTh peKUM padoThl Masgka. OOBIYHO UMITYJIb-
Chl MOCBLJIAIOTCS B KAXKJIbIH MEPUO/I AKTHBHOCTH MAasiKa, €CJIM TOJbKO 9TO He 3a0JI0KHPOBAHO
npasugavu B mosioce MICS wim Heak THBHBIME CyTIePKAIPAMU.

Texnonoeusn Bluetooth ¢ wuskum nompebaenuem suepeun. bBecupoBomHAsT TEXHOJIOTUA
Bluetooth npeacrasisier coboit cucremy CBdA3U MaJIOrO pajinyca JIeHCTBUS, HPEIHA3ZHAYCHHY IO
JTs 3aMeHbl Kabess (kabesieil), COeAMHAIONIEr0 MOPTATHBHBIE H/UJIH CTAIHOHAPHBIE 3JIEKTPOH-
Hble ycTpoiicTBa. KirtoueBbIMU XapaKTepucTHKaMu OecripoBoiHoi Texnoorun Bluetooth apis-
I0TCH HAJEXKHOCTh, HU3KOEe HePronoTpebaeHne U HU3Kad CTOUMOCTh. CyIIecTBYIOT JIBe OCHOB-
Hble KoHbUTypauu 6a30BbIX cucreM Bluetooth: ¢ 6asucnoit ckopocThio nepegaun (anria. Basic
Rate, BR), ¢ onnmonanbHoii ckopocThio nepegaan gannabix (anria. Enhanced Data Rate, EDR) u
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¢ Hu3kuM sHepronorpebaennem (anrit. Low Energy, LE). BR — sro , kaaccuaeckuit Bluetooth,
KOTODBIiT o0ecriednBaer cKOpocTh nepeaaan 10 3 Mour/c ¢ EDR. Cucrema LE Britouaer B cebs
dyHKIINN, TpeTHA3HAYEHHBIE 718 PeaJH3alii NPOAYKTOB, XapaKTepU3YIONMUXCS MEeHBITHM M0-
TpebeHneM TOKA, TaJTbHOCTBIO Tiepenadn 10 30 M, MeHbIIel CJI0KHOCTHIO 1 HoJIee HU3KOM CTO-
umocthio, veM BR / EDR. Cucrema LE rak:ke npejnasnadena i HCHOJb30BAHUSI U TIPHMEHE-
Hud ¢ DoJiee HU3KUMU CKOPOCTAMU niepejadn u pabounmu nukiavmu. LE Hanerena na nebosbiime
U JIeTIeBble YCTPOWCTBA C MUTAHNEM OT KHOMOYHBIX DaTapeii, Takme Kak OECITPOBOIHBIE CEHCOP-
Hble YCTPOUCTBA, JIJIS HECKOJBKUX MPUMeHeHuit: criopT u (hurHec (cnopTUBHOE 000PYI0BAHEE W
KOHTPOJIbHBIE TPUGOPHI, CIIUIOMETD, U3MEPHTEb CEPAEYHOr0 PUTMA, MIATOMED), YXOI U Jiede-
Hue 3a00JieBaHuil (MOHUTOD apTEPUAIBHOIO JABJIEHUS, [VIIOKOMETD, IIYJbCOMET]), JTOMAIITHSIS
ABTOMATH3AIMSI U Pa3BJedeHns (MyIbThl JUCTAHIMOHHOTO YIPABIEHHUS, OMAITHIE TATINKHA 1
MePeKTI0YATes N ), aBTOMOOIIbHAS (KOHTPOJIh JABJIEHHUs B MIMHAX, ACCHCTEHT TapKOBKH, BXOJ
6e3 KJI09a), yCTPOHCTBA il HOLIIEHHsI HA 3alsICThe /BCTPAUBAHUS B 4achl (MY3bIKAJbHBIE TTPO-
UTPBIBATETN U MOOUJIbHBIE YCTPOICTBA TeaedOHbI, TUCTAHIINOHHOE YIIPpAaBJIeHne, ODHAPYKeHne
oamsocru) |40]. Bluetooth LE paboraer B guanazone ISM 2,45 I'T'u, e onpejesens 40 kana-
JIOB, KazKJIblil U3 KOTOPBLIX uMmeeT mmupuny 2 M.

[Tockonbky Bluetooth sBisieTcst MUPOKO U3BECTHON U IIMPOKO PACHPOCTPAHEHHON TEXHO-
Jjorueit, 3ro Moxker ObITh xoporuMm BapuanToMm st WBAN. Cambie moc/ieanne MOOUIbHBIE
TesedpOHbI ¥ TJIAHIIETH OCHAIEHbI JBYXpexKuMHbIM Bluetooth-paano, a mekoropwnie ycTpoii-
cTBa MOHUTOpWHTA, ocHaIeHHble LE, yKe MOKHO HaliTH Ha pbiHKe (HAIPUMEpP, PEMHU C ITy/Ib-
comerpoMm). OcuHoBHbIME HegocTaTkaMu Bluetooth LE siBisirorcsi 0TCYyTCTBHE HCIOJIb30BAHUS
HECKOJTBKUX TEXHOJOTHH M OTpaHUYeHHAsd MACIITabupPyeMOCTh.

5. Xapakrepuctuku ycrpoiicte WBAN. Tunwr y3i0s. Y3eq B8 WBAN onpenensiercs
KaK He3aBUCUMOe YCTPOUCTBO C BO3MOYKHOCTBIO CBS3HU. Y 3JIBI MOTYT OBITH KJIACCHMUITUPOBAHBI
B TPH Pa3Hble TPYNIBI HA OCHOBe UX (DYHKIIMOHAJTHHOCTH, PEAJTHIAINN H PDOJH B CETH.

Kaaccupurauyusa ysroe 6 WBAN na ocrose GyHKUUOHAALHOCTIU 6bl2A80UM CACOYOULUM
0bpasom:

— MEepPCOHAJIBHBIE YCTPOWCTBA;

—  JATYUKH;

— TPUBOJIHI.

[Tepconannuoe ycrpoiicrso (anri. Personal Device (PD)) — 310 yerpoiicTBo, orBedatoniee 3a
cbop Beeit mapOpPMAINH, TIOTYIeHHONH OT JATYNKOB U UCIOJTHAUTEIbHBIX MEXaHU3MOB, U B3aHMO-
JIeficTBUE C IPYTUMH TOJIh30BaTensvu. 3arem PD nadopMupyeT morb30BaTe st depe3 BHETTHIH
LII03, JUCILIEeH /CBeTOAMOIBI Ha yCTpoicTBe wn npuBoje [41].

Cencoper WBAN wu3mepsitor ompejie/ieHHbIE TapaMeTphl B OpraHn3Me, KaK BHYTPH, TaK W
cHApY KU [42]. DTu y37a61 cOOMPAIOT W pearnpyioT Ha JaHHble O (DU3NIECKAX CTUMYJIAX, 00-
pabarbeiBal0T HEOOXOIUMBIE JTaHHBIE M obecliednBaroT obMeH wHAOpMAaIei 110 6ecIpoBOIHBIM
KaHAJIaM.

[Tpuro B3anMoIefiCTBYET C TIOJIB30BATEIEM MPH Oy YeHUH JAHHBIX ¢ JaTYuKOB. Ero posk
3aKJII09aeTcs B obecriedeHnn OOPATHOM CBA3U B CeTH, BO3/IeHCTBYS HA JlaHHBIE JTATYHKOB, Ha-
npuMep, HAKauYWBasl MPABUIBHYIO JIO3UPOBKY JIEKADCTBEHHOTO CPEJICTBA B OPTAHU3M B MPUJIO-
JKEHHUSX JIJIsI JIOMAIIHEr0 YXO/IA.

IEEFE 802.15.6 npedaootcun dpyeyro xaaccudurayuro das ysroe 6 WBAN wna ocnose mozo,
KaK OHU PEAAU3OBAHYL BHYMPU MEAT, MO NPEICTNABAEHO CAIYOUUM 00pasom [43]:

— UMILTAaHTHAPYEeMble Y3JIBL;

— y3JIbl IOBEPXHOCTH TEJIA;
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— BHEITHUE Y3JIbI.

NmmtanTupyemerit y3e — 3TOT THI y3J1a BBICAYKUBAETCS B TeJIOBEYECKOM TeJe, TUOO Helo-
CPEJCTBEHHO 1101 KOXKel, Jinho BHYTPU TKAHU TeJIa.

Y3e IOBepXHOCTH Tesla — 3TOT TUM y3JI1a JILOO PACIONOZKEH Ha TOBEPXHOCTH YeJIOBEIECKOTO
TeJsa, IHOO HA PACCTOAHUH 2 CAHTUMETPOB OT HEro.

Buenrnuit y3en — He HAXOJUTCAd B KOHTAKTE C YEJOBEYECKUM TEJIOM W HA PACCTOTHUHU
HECKOJIbKUX CAHTUMETPOB OT YeJIOBEYECKOTO TeJIa.

Kaaccudurayua yznoe 6 WBAN wa ocnose ux poau 6 cemu 6ui2Asdum caedyouyum 00pa-
30M:

— KOODJIMHATODBHI;

— KOHEYHbIE Y3JIbl;

— pere.

V3en KOOpAMHATOPA — 9TO KaK ILII03 [IIsl BHENTHEr0 Mupa, apyroro WBAN, menTpa nose-
pust wian kKoopamHaTtopa gocryna. Koopauraropom WBAN sasasiercs KITK (kapmadHbI mep-
COHAJIBHBIN KoMmbioTep, a1, Personal Digital Assistant, PDA — | amunbiit mudposoii cexpe-
Tapb"), 4epe3 KOTOPHIH B3aMMOJEHCTBYIOT BCe OCTATbHbIE Y3JIBL.

Koneunsnie y316r B WBAN orpanndens! BeITIOTHEHHEM BCTPOEHHOTO npuiozxkenus. OmHAKO
OHM HE CIOCOOHBI MepeiaBaTh COODIEHNs U3 JAPYTUX Y3JI0B.

[TpomeKyTOUHBIE Y3/Ibl HA3BIBAIOTCS peste [44]. OHn uMeoT poauTeabeKuil y3ea, uMerT 10-
YepHUIl y3eJ1 U PeTPAHCJIUPYIOT coo0IeHusd. B cymuocTu, ecjiu y3e1 HaX0AuTcsd Ha KOHEYHOCTH
(Hampumep, Ha cToIe), JI0ble epeJaHHbIe JaHHbIe TOIKHBI ObITH MepeaHbl APYTHMA Y3JIaMu
no noctuzkenus KIIK. V3iibl pejie Takke MOTYyT OBbITH CIIOCOOHBI BOCIIPUHUMATD JAHHbBIE.

Tononoeus WBAN. Xorsa kosmmdaectBo y3108B B WBAN 00b19HO HE OrpaHHYEHO, U3-3a Orpa-
HUYEHHI B XapaKTepe CEeTH ¢ TOYKH 3PEHHUHA IMPOTOKOJIOB CBA3U, APXUTEKTYPHI CETH W METOJ/IOB
nepeiavn, uX YUC/I0 MOYKET OBITH OIPAHMYEHO B PEATbHBIX CIEHAPUIX MPUIOKEHUIH.

Pabouas rpynna IEEE 802.15.6 pacemorperta cucremsl WBAN, peann3oBaHHBIE ¢ HCIIOND-
30BAHUEM TOIOJIOTHH THUIA ,,3Be31a" ¢ OJNHUM WJIH JBYMSI TDAH3UTHBIMH 3BEHBSIMHU (XOTAMH),
IpUYeM y3eJl B IIeHTpe 3Be3/1bl pasMelieH B paifone Taaun [45, 46]. B Tonmosorun ¢ omauM xomom
CYIIECTBYET JIBa BO3MOXKHBIX Tuna [47| mepegadu maHHBIX: Hepegada OT YCTPOHCTBA KOOP/UHA-
TOPY W Tepeada OT KOOPAHHATOPA K yCTpoicTBY. JlaHHBIN y3es KOHTPOJIUPYeT CeAHCHl CBSI3H,
IPU STOM MasK MOYKET UCIOJIb30BAThCA WK HeT. B pexkume ¢ MasgKOM KOOPJIMHATOP CETH Hepe-
JIAET MePUONYeCKHIe CUT'HA/IbI, UCIIOJIb3YeMble JIjIs Olpejie/ieHIs Hava ia 1 KOHela CylepKa/ipa,
CHHXPOHU3AIMKU YCTPOWCTB ¥, BO3MOXKHO, WHOI ylpasssionieit nudopmannu. Padodanit nmukt
CUCTEMBI, KOTOPBIil gBJgeTcd JJIUHON Ieproia MagKOBOTO PAJIMOCUTHAIA, MOYKeT OBITh 3a/1aH
noJib30BaTeeM u ocHoBaH Ha cramjapre WBAN [48, 49|. B pexkume Ge3 masika y3esr B ceTH
MOKET OTIPABIATH JaHHBIE KOOPAWHATOPY U MPU HEOOXOMAMMOCTH MOYKET HUCHOJB30BATH MHO-
JKECTBEHHBIN JIOCTYI ¢ MPOCIyIINBaHIeM HecyIedi u obHapyzkennem kosumsuii (Carrier Sense
Multiple Access with Collision Avoidance, CSMA /CA). Vaibl Z0JKHBI COIJIACOBATH € KOOD-
JIMHATOPOM Tiepenady jJaHHbX. OIHAKO KOOPJAMHATOP HE IMOJIePKUBAET MOCTOSIHHYIO CBA3b C
KasKJIBIM y3JI0M, Y3JIbI JOJZKHBI K/IaTh, TOKa OHU He OYIYyT TPHUTJIAIIEeHbl /IJId YIaCcTUs B CeaHce
CBSI3U.

[Mockonbky B WBAN cymecTByOT Kak TOMOJOTHN C OJJHUM XOIOM, TaK W JBYMsI XOMAMH,
HEOOXOMMO 3TO MPUHAMATHh BO BHUMAaHWe IIPH peaju3aluu npuioxkeHuil. Ecam Bce y3iml B
CeTH HAIPAMYIO HOJAKIIOUEHBl K CTOKY, CeTh CUUTAeTCd 3Be3HOM TOMOJIOTHeH ¢ OIHUM XOIOM.
B WBAN koopauHaTop paccMarpuBaercs Kak cTok B WSNS, B KOTOpBI mepegaioT mHMOp-
MaIuio Bee y3Jibl. OAHAKO B apPXUTEKTYPE CO MHOYKECTBOM XOIOB Y3JIbI HEPEIAI0T MAKeThl de-
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Puc. 3. Yposuwu cBs3u ycrpoitcts WBAN

pe3 MHOZKeCTBO ApYrux y370B. CpaBHEHHe MexKIy CeThIO ¢ HecKoJbKuMu xomamu (multihop)
M TOTOJIOTHel 3Be3a ¢ oAHuM XornoM [50| BHISIBHIO, 9TO B MEPBOM cJjiydae BO3HHKAIOT Oosee
BBICOKHE 3aJICP2KKH B Iepejade MakeToB U Tpedbyercs 0oJiee HU3Kasg MOIIHOCTH HepeIadd CHUr-
nasta. Koudurypamus multihop mopoxkaaer OoJibliine HAKIAIHBIE PACXOIbI HA PAOOTY CETH.
Ucnonb3oBanue perpancistopos B8 WBAN moMoraeT cHU3UTH MONTHOCTEH HepeIaTIukon [51].
JleficTBUTE/ILHO, YeM JAJIbINE JIPYT OT JApyra IPUEeMHHUK U [IE€PeJATINK, TeM OoJibiine Tpedyer-
Cs1 MOITHOCTH Tiepetadn. Vcnomb30Banne peTpanc/jagaTOPOB permaeT JaHHyo npodiaemy. Buanmo,
I09TOMY B mocjeaneil Bepcun crapgapra IEEE, npemnoxennoit nns WBAN B despase 2012
roja [52], paccMaTprBarOTCst TOMOJIOTHE He GoJiee IBYX XOMOB. HacTHBIE CHCTEMBI MOT'YT HCTIOb-
30BaTh TOIOJIOTUH, cojaepzKaliue 60Jee 0JHOTO TPAH3UTHOTO Y3714, HO TOTJAA Y HUX BO3SHHUKHET
npobJieMa COBMECTUMOCTH, MOCKOJIbKY OHU He OY/IyT COOTBETCTBOBATH CTAHIAPTY.

Apxumexmypa nepedauu dannwvix. Apxurekrypa cBstsm WBAN mokeT OBITH pasiesieHa Ha
TPHU Pa3HBIX YPOBHSI:

— yposenb 1: BayTpu cetu WBAN;

— ypoBenb 2: c¢Ba3b Mexky WBAN;

— ypoBeHb 3: cBsI3b 3a npexeaamu WBAN.

Ha puc. 3 npomyutiocTpupoOBaHbl 3TH YPOBHU CBSI3H.

Ypoenb 1 u3obpazkaeT ceTeBoe B3aUMOJCHCTBHE y3J0B U UX COOTBETCTBYIONIMX THAIA30-
HOB mepejiadn (~ 2 MeTpa) BHYTPH U BOKPYT YeJI0BEIeCKOro Testa. Ha pucyHKe moka3aHa CBs3b
WBAN B mpegesiax WBAN u mexay WBAN u ero meckosibkumvu ypoasmu. B Tier-1 te-
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Puc. 4. ApxurerTypa Ha 0CHOBE MHMPACTPYKTYPHI

peMEeHHbIe JJATYUKU UCIOJIb3YIOTCH /I IEPEChLIKN CUTHAJIOB TeJjla Ha IIePCOHAJbHbBIN cepBep,
pacmnoioKenublii Ha ypopHe. OOpaboTanHble (DU3UOJOIHUECKHE TAHHBIE 3aTeM MePeIaloTCa B
TOYKY JocTyna Ha yposae 2 [53].

Vposenb cesa3u mexay cucremavu WBAN mHaxoanTes MexkIy MepCOHAJIBHBIM CEPBEPOM U
OJIHOM MJIN HECKOJIBKUMU TOYKAMHU JIOCTYTA. TOYKHU J0CTyIa MOT'YT PacCMaTPUBATHCI KaK YacThb
nHQPACTPYKTYPH WIN JlayKe CTPATETHYeCKH Pa3MelaThcd B JHHAMUYIECKON cpejie 1y obpa-
OOTKH Upe3BbIYalnbIX curyanuil. CBsi3b ypoBHs 2 npeaHazHadena s coeaunenns WBAN
C Pa3IUYHBIMU CETSAMH, K KOTOPBIM MOYKHO JIETKO MOJYYUTH JTOCTYI B TOBCEIHEBHOU YKU3HU,
a Takxe ¢ cOTOBbIMH ceTssMu u B Murepuerom. Yem 60sibille TEXHOJIOTHIH TOJIEPAKUBACTCS
WBAN, Tem jrerde ux MHTErPUPOBATH B NPUIOKEHUS. [lapagurMbl B3aUMOIEHCTBUS MEZK Iy
WBAN noapasmensiorcs Ha JBe IIOJIKATerOPUH CJIeIYIONIM 00pPa30M:

— apXUTEKTypa Ha OCHOBE MH(PPACTPYKTY PHI;

— apxuTekTypa ,31-x0K“ (anri. ad-hoc [54]).

ApxurekTypa Ha 0CHOBE HHMPACTPYKTYPBI, H300parKeHHast HA PUC. 4, NCHOIb3yeTcs B 60Jb-
muHcTBe npuiaokennit WBAN, mockosbky ona ob0sierdaer JUHAMHUYECKOE DPAa3BePTHIBAHUE B
OrPAHUYEHHOM IPOCTPAHCTBE, TAKOM KaK OOJIbHUIA, a TaKyKe 00eCrednBaeT IEHTPATA30BAH-
HOE yIpaBIeHue n KOHTPOJIb Oe3omacroctu. AP Moxker feiicTBOBaTh Kak cepBep 0a3bl JAHHBIX,
CBSI3AHHBI ¢ ee TpuaoKeHneM [55].

B apxurexType Ha ocHoBe ad-hoc HECKOIBKO TOYEK 1OCTYIA MTepealoT WH(POPMAIUIO BHYTPH
MeJIUIIHCKUX MeHTPOB, KaK MoKa3aHo Ha puc. 5. Touku goctyna B 9TOI apXuUTeKType 00pasy-
0T KOHCTPYKIHIO CETKH, KOTOpas obecriednwBaeT THOKOe W OBICTPOe Pa3BepThIBAHUE, MO3BOJISAST
CeTHU JIEIKO PACIIUPATHCH, ObeciieunBaTh 00JIblee PaJUOIOKPhITHE N3-33 MHOI'OLIPOJIETHOI'O pac-
HPOCTPAHEHUs U MOJAEPKKI MOOM/IBHOCTH TTAlMeHTOB. /[nana3on oxsara 3TOil KOH(MUTYpaluu
HAMHOTO OOJIbIIIE 110 CPABHEHUIO C aPXUTEKTYPOil, OCHOBAHHON Ha WHMPACTPYKTYpPE, U, CJIEI10-
BaTeJIbHO, O0JIETYaeT ITepeMelieHne no 6ojee KpymHbIM paitoraM. QaKTHIecKd 9TO COe/INHEeHne
pacmupsier 300y noKpeiTud WBAN or 2 merpo 10 100 MeTpoB, 9TO MOAXOIUT KaK JIsT KO-
POTKUX, TaK U JJIs JOJITOCPOYHBIX YCTAHOBOK.

Juzaiin ypoBHsa casu 3a npegesamu WBAN npeanasHadeH [Jish HCIOJIB30BaHUSI B TOPOJI-
ckux paiionax. IILmr03, Tako#t kak KIIK, MO:KeT HCIIOIB30BATHCS I IPEOJOJICHUS CBA3U MexK-
JIy YPOBHEM 2 M 3TUM ypPOBHEM, 110 cyliecTBy oT MHTepHeTa 10 MeJIUITMHCKOTIO cepBepa B KOH-
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Puc. 5. Apxurerrypa Ha ocuoBe ad-hoc

KpeTHOU 3asBKe. TeM He MeHee, JU3ailH TPETHEIO YPOBHS CBSA3M SBIMETCH CHEIHUMDUICCKUM
npuaoKeHneM. B cymHOCTH, B MeIUNUHCKONR cpeme 0a3a JAHHBIX SBJISETCS OJHUM U3 HAmOO-
Jiee BaXKHBIX KOMIIOHEHTOB, OTHOCAIIHUXCS K KATETOPHH 3, XPAHSIIIIM MeTHIIUHCKYIO HCTOPHIO H
JUYHbIE TAHHBIE MAaIleHTa. TakuM 00pa3oM, TOKTOpa MOTYT OBITH YBEIOMJIEHBI O Upe3BBIYaii-
HOM craryce depe3 ureprer miun ciayx0y koporkux coobmennii (SMS). Kpome Toro, Tperuii
YPOBEHD MO3BOJISIET BOCCTAHOBUTH BCIO HEOOXOAMMYIO MH(MOPMAIIUIO MAIHEHTa, KOTOPasd MOXKET
OBITH HCIIOJIHL30BAHA /I UX JedeHns. bojiee TOro, B 3aBHCUMOCTH OT IPUJIOKEHHS, IIePCOHAb-
HBIIi cepBep Ha MEePBOM ypOBHE MoxKer ucroib3oBarb GPRS/3G/4G rexuojoruu jjisi TOro,
9TOOBI COETUHATHCS ¢ TOIKAMHU JOCTYIIA.

6. OrkppiTbie npobgembl WBAN. Bausanue paduokananos Ha npou3solumesvHocmb
WBAN. Yerpoiicrsa, ¢gopmupyiorme WBAN, momernaorcs Ha MOBEPXHOCTH TeJjia MalUueHTa,
UJIN JTayKe MMIJIAHTHPYIOTCA BO BHYTpeHHHE opranbl. [Iig peanm3anum cucreMm, ONTHMHU3UPO-
BAHHBIX JIJTS TeJIEIMEHTPHIECKUX KOMMYHUKAIHIIT, TIyDOKOe 3HaHUWEe PAOOTHI PAINOKAHAIA TMEET
IePBOCTENEHHOE 3HadeHne [56].

IIpu npoextupoBanun WBAN HCKIIOUATEIHFHO BayKHBIM SBJISETCA HaJJIeKallee OIpe iesre-
HUE XapaKTePUCTUK PaIMOKaHaIa, HeOOXOIMMO IIPOBOIUTE COOTBETCTBYIONMNE UccaeaoBanusd. K
upumMepy, (pyHKIMS MOIIHOCTH LEPEJABAEMOI0 CUI'HAJIA CUJIbHO BAPbUPYETCH B 3aBUCUMOCTH OT
HOJIOYKEHHU S Y3JI0B, DoJiee TOro, MPOUCXoadT pe3kue uzmenenus 10 20 1B, ecin 4ea0BeK 1BUIKET-
cst, u iponsBoguTesibHocTh WBAN mozker cepbesno nocrpagarh [57|. Takum obpasom, xapak-
TePUCTUKA CBA3EH MEXKJy y3/JaMu JIOJKHA OBITH JOJKHBIM 00pa3oM ydTeHa IIPU pas3paboTke
1 MogeaupoBaHun IpoTokogoB MAC u MapmipyTH3amus, 9To0bl 00eCIIednTh MaKCAMATIbHYIO
HPOAYKTUBHOCTD HpPHU Iepeade CUTHAIOB.

Ipobaemw, snepzonompebaenus. Kak ObLI0 OTMeUYeHO paHee, HanboIee IepClIeKTHBHBIE TPU-
aoxkennsa jgast WBAN HaxomsTcs B 00acTH 3apaBooXpaHeHusi. B ciaydae, KOrga OIHO WJIH
HECKOJIBKO YCTPOICTB TOIKHBI OBITh MMILJIAHTHPOBAHBI MJIH H3HOCUINCH, KpaiiHe BAZKHO yMEHb-
IIATH CTPECC, BHI3BAHHBIN 3aMeHOIl /Tepe3apsiikoil 6atapen, 9T0 B HEKOTOPBIX CJIYUYASIX MOZKET
norpeboBaTh XUPYPrudeckoro Menareabera [58]. HeobxoquMo pemuTh mpobiemy COKparie-
HUsI TOTpeOIeHUs SHEPIUH, peaan3ys 3HeprodddekTuBHbie TpoTokoas yposueiit PHY u MAC.

edpuyum wacmom. B HacTosimee BpeMst HeuIleH3upoBaHHasd moaoca ISM na gacrore 2,45
[T cunpHO 3arpyzkeHa M3-3a ee aKTHBHOTO HCHOJIb30BaHust BO BceM mupe [59]. CocymecTBo-
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arne WBAN ¢ npyrumu cucremamu, padoratoruvu B 3710ii nosoce (manpumvep, IEEE 802.11
(Wi-Fi), Bluetooth, IEEE 802.15.4), uMeer mepBoCTeleHHOe 3HAYEHUe JJis 0OeCIedeHrs] Ha-
JIEZKHOCTH B IOBCEIHEBHON Ku3HH. OTHAKO J0 CHUX IOp HpOobdJeMa COCYIIECTBOBAHUS MEKLY
WBAN u apyroii ceTbio, paboTatomieil B Toil »Ke 1mojioce, He ObLIa JOJKHBIM 00pa30M OTParKeHa
JeficrByfomumu crasgapramu [60]. lus yuydimenus: cocymecTBoBaHus HEOOXOIMMO TPOBOIUTh
JIONMOJTHUTE/ILHBIE UCCIEI0OBaHU, PUIararb 0oJibIne ycuanii, ocodbenno B ciaydae ¢ Wi-Fi, u
HCIIO/Ib30BATh MOIIHOCTH TEePeadn BhIlTe, YeM ceitdac npuasato aas WBAN.

Bszaumodeiicmeue co cpedoti. Tt WBANSs xapakTepHbI BBICOKHE [TOTEPHU B ME€pPeatie CUIHA-
JIOB U3-3a abcopOiuu Tea. [lorepu 10aKHBI ObITH MUHIMU3UPOBAHBI C TOMOIIIHIO T€TEPOTEHHBIX
U MHOTOXOJIOBBIX CBsi3eil ¢ pa3/IMYHBIMU TUIIAMU JIATYUKOB. Kpome Toro, n3aMeHeHue yCJIOBHIA
SKCILIYATAIIMU MOKET IPUBECTH K OINIUOKAM W HEIOJIHBIM JIAHHBIM, COOUpaeMbIM JaTIMKAMU,
U3-3a HPUCYIIET0 UM (DYHKIMOHAJIBHOIO OIPAHUYEHUs], O3Bl U JIBUXKEHUN Ye/IOBEKA, MOJOMKH
gararka u nomex [61]. [TockosibKy MeAMIMHCKIE YUIPeXKJACHUsT U JIOAN UMEIOT crenuduaecKue
noTpPeOHOCTH, AU3aliH UMIIJIAHTATOB U HOCHMBIX HA Teje YCTPOWCTB 3HAUYUTEIHLHO BAPhUPYETCs,
BO3JIEHCTBIE 3JIEKTPOMATHUTHOTO TOJIST CTAHOBUTCS CJIOYKHO OIMEHUTH W3-33 MOOUTHHOCTH W MHO-
rokanaJgbHocTH [62]. Ere 6ostee c10yKHBIe TIPOGIEMBI BOSHUKAIOT ¢ TOUYKH 3PEHUsT KOHCTPYKIIHH
aHTEHHBI M3-3a OmpeneseHHbIX orpanundennii WBAN B dopMme aHTeHHBI, MaTepHaa, pa3Mepa
U BPEJIOHOCHOCTH PAMOYACTOTHON cpejibl. Takzke cymecTByI0T KOHCTPYKTUBHBIE OIPAHUYEHUST
110 pasmepy u (opmMe OTHOCUTENTHLHO HABII0AaeMOro Opraia i ero Mectonosoxkenns [63]. Paxru-
9eCKW, MECTOMOJIOKEeHe UMILTAHTATA JUKTYeT MapaMeTphbl aHTeHHBI. KpoMe TOro, mOCKOJIbKY
UMILTAHTATB MOT'YT HCIOJIb30BaTh TOJHKO OHOJIOTMYECKH COBMECTHMbIEC W HearpecCUBHBIE Ma-
TepHAJIbl, UX aHTEHHBI He TaK MPOYHBI, KaK MeJIHas aHTeHHA.

Ipobaemu, pusunecrozo yposua. Ilporokosisr yposuss PHY mosk#bl ObITH pazpaboTaHbr 11
MUHHMHU3AIUA SHepronorpedienud 6e3 yiepda s HaaekKHocTu. OHU JOIKHBI OBITH yI0OHBI
1 00J1aJIaTh 3aIIUTOH OT moMeX, u3berarb ¢b0eB B MecTax, IJie MOIIHBIEe YCTPOMCTBA UCIOIb3Y-
0T HEJUIeH3UPOBaHHBIE T010Ch. OIMH U3 BaXKHEHITNX moKa3aTeaeil Mpu BRIOOPe MOIXOsIe
bectporosuoit Texnosoruu Aast WBAN cesa3an ¢ ee morpebsienunem sneprun. QKugaercs, 910
YCOBEPITEHCTBOBAHNA B 00JIACTH PAAMOYACTOTHON TEXHOJIOTUH C MAaJIOi TOTPed IsieMOil MOIIl-
HOCTDBIO 3HAYUTEIHHO CHHUKAIOT IMUKOBOE MOTPEO/IeHNe SHEPIUU, UTO MPHUBEJAET K IOJTYYCHUIO
HeOOJIBIINX, OJTHOPA30BbIX M Hemoporux pemreHuii. Texamdecku, WBAN no/KHBI OBITH Mac-
mTabupyeMbIMI U UMeTh IHKOBOe moTpebienne sueprun Mexxay 0,001-0,1 MmBT B pexkume oxKu-
ganust 1 10 30 MBT B MOJIHOCTBIO AKTHBHOM PEXKHME.

Urmeppepenyus. IloMexn BO3HHKAIOT B TEX CAYYasiX, KOTJIa HECKOJBKO Y€JOBEK, KOTOPBIE
Hocar ommoTunabie WBAN, BXomgT B paauyc meiicTBHsS YCTPOMCTB APYT Apyra, 9TO JIeJ1aeT
HEBO3MOKHBIM KOPDEKTHYIO npuemo-tnepegady curuanos [64]. IIpu stom, k 2035 roay Oymer
nponano 50 rpuaanonos ycrpoitctB WBAN, u sta mudpa Oyzer mpomozkarhk pactu. I1po-
OJsiembl, oOycyioBIeHHbIe HHTepdepeHIueil, cTanoBATCA OoJiee 3aMETHBIMHU P 00J1ee BBICOKO
maorHoct WBAN.

ITpobaemv. MAC-yposna. Mexarnsmbr, mpusenentbie B IEEE 802.15.6 [65], ve obecnedqnBator
HaJTeXKAIy 10 peanausarnuio npotokoaa MAC. PakTudecKn, TOJIbKO OCHOBHBIE TPeOOBAHUS JI/IsI
obecrieueHns COBMeCTUMOCTH MexK Ty yerpoiictBamu IEEE 802.15.6 Ob1y1r M3107KeHBI B TEDMUHAX
IPOTOKOJIOB 0OMeHa cOOOIeHusIME 1 (DOPMATOB ITAKETOB, B TO BPeMsl KaK OCTAJIbHBIE acCIeKThI
BBIOOPA MAPaMETPOB IIPOTOKO/IOB He OBLIM PACCMOTPEHHI.

Y WBAN Ttak:xke ecTb crenududeckue TpeboBanus K (QOS, KOTOpbIe J0JIKHBI OBITH YIOBJIe-
TBOpeHbl ucnoab3dyeMbiM MAC mporokosiom [66]. s 910l mem Tpebyercss BBICOKAsi 4acToTa
guckpernsanun gaTankoB B WBAN, mosBosisitomast mepesaBarh JaHHBIE KAK MOXKHO CKOPee HIU
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nepeiaBaTh NaKeThl JAHHBIX B CAMbIHl KOpOTKUil cpok. Hanpumep, B 4pe3BbIYAHBIX CUTYAIHAX
uporokos MAC nosmken obecrieduBaTh OBICTPBIN JIOCTYII CBOUX y3JIOB K KaHAIY /I HepeIadn
KU3HEHHO BAKHBIX JAHHBIX KOODIWUHATOPY.

Hpobaemw, 6ezonacrocmu. Hecmorpst Ha TO, 9T0 Ipob./1eMbl 6€30IaCHOCTH B OOJILITUHCTBE Ce-
Teil IMeIOT BBICOKMIA IpropuTeT, B 910l ob1actu mig WBAN mago caenano. Kpome Toro, m3-3a
JKECTKHMX OT'PaHMYEHUl PECYPCOB ¢ TOUKH 3PEHUST MOIIHOCTH, IIAMSATH, CKOPOCTH CBSI3H M BHIYUUC-
JINTEJbHBIX BO3MOXKHOCTEH, a TaKzKe M3-3a IJIOX0 (DOPMAJIM30BAHHBIX YA3BUMOCTEMH, TPUCYTITUX
JIAaHHON HOBOM TEXHO/IOTHH, CYTIECTBYIOIINE MEXaAHIU3MbI 0€30TTaCHOCTH, TTPeIATaeMbIe I JIPY-
rux cereit cBsi3u, He npumeruMbl K WBAN [63]. Heobxomumo paspaborats 6osee sdbdexTuBHbie
C TOYKH 3peHHs 3aTPaT W JEerkue MPOTOKOJB Ge3omacHocT [64], uccaenosars mpobieMy oT-
kazoycroiiuuoctn WSN [65, 66|, ananiu3upoBaTh CyIECTBYOINNE U HEPCIEKTUBHBIE YTPO3bI,
xapakrepubie TosbKO st WBAN. Hanpumep, nporuBauK MoOKeT OBbITH CIIOCOOEH BBI3BATH CEP-
A€IHYIO HEJOCTATOYHOCTD IIyTEeM O6Hapy)KeHI/IH 1 UCIIOJIB30BAaHUA yHSBI/IMOCTGIU/I B UMILJIAHTUPO-
BaHHOM cepaedHoM gaedubpuiiarope. Kpome Toro, aas maccoporo cipoca Ha WBAN BaskubI
MHOT'OYHCJIEHHBIE HeTeXHUIeCKHe (paKTOPhl, TaKHe KaK KOMMOPT, YI00CTBO JIjIsd MOJIb30BaTE I,
HOpMaTUBHaA 0a3a, JOCTYITHOCTh, HOPMATHBHBIE, YPErYIUPOBAHNAE STHUECKUX M IOPUINICCKHUX
BOIIPOCOB.

[IpakTnueckoe paszseproiBanne WBAN u uHTerparnus yao0HBX MeXaHH3MOB 6E30MaCHOCTH
Tpebyer 3uanus rpedoBanuit 6ezonacaoctn WBAN, KoTopbie BKIIOYAIOT CJIE/IYIONINE ACIEKTHI:
HaJEeZKHOCTb YIIpaBJ€eHUd, JOCTYIIHOCTL JaHHBIX, ayTeHTI/ICbI/IKaHI/IH JaHHBIX 11 HOJ’IbSOBaTeJIeI'?'I7
IIEeJIOCTHOCTDH JaHHBIX, KOHC])I/I,Z[GHL[I/I&JIBHOCTB, AKTYaJbHOCTH JaHHBIX.

Cranmapr IEEE 802.15.6 npemtoxut napagurmy oesomnacaoctu ai1ss WBAN, koropas ompe-
JleJISIeT TPU YPOBHs OE30MACHOCTH CJIeIY oM 06pasom [61]:

— yposenb (: He3aIUIEHHAs CBA3b, CaMblil HU3KUI ypOBEeHb 6€30TACHOCTH, B KOTOPOM
Jlazke He MPeJIPUHIMACTCA Mep JIjid IPOBEPKH IEJIOCTHOCTH, ayTeHTU(UKAINN, obeciiedeHust
KOH(UICHIHAILHOCTA U T. II.;

— yposenb 1: ayrentudukaius (6e3 mudpoBanus), Ha 3TOM YPOBHE 6e30IaCHOCTH JTaHHbIE
nepesaloTcs B ayTeHTH(MHIIMPOBAHHBIX, HO He3alIn(ppOBAHHBIX KaJpaX. Y POBEHb IpeycMat-
pUBaeT Mepbl IO IPOBEPKE IEJOCTHOCTH, ayTEeHTHIHOCTH W 3allUTe OT IyOJMPOBAHUS, HO HE
obecrnieunBaeT KOH(MpUIEHITNATHLHOCTD;

— ypoBeHb 2: ayTeHTUdUKAIUS U TMU(PPOBAHNE, CAMBIl BHICOKHIT YPOBEHb O€30MACHOCTH,
IpU KOTOPOM COOOITNEHUS TePeIaloTcsd B ayTeHTU(DUIIUPOBAHHBIX ¥ 3aI(MPOBAHHBIX KaIpax;
O3TOMY, ObecrednBas Mephbl /I IPOBEPKH IE/IOCTHOCTH, &y TEHTUIHOCTH, 3aIUTHI OT JIyOJINpO-
BaHUA U KOHPUIeHTHATbHOCTU. OH OXBAaTHIBAET BOIIPOCH, CBA3aHHBIE ¢ ypoBHeM () i ypoBHEM 1.

Taxum obpaszom, HecMOTps Ha TO, 4T0 TexHoaorun WBAN crocobubl obecnednT 3HaUM-
TeJbHBIE YJIVUIIeHUd B KU3HU JIOJeil Bcero Mupa, B 3TOil 00J1aCTH OCTAIOTCHd HepeIleHHbIME
npobJIeMbl, KOTOPBIM HEOOXOIUMO YIEJHUTh Cephe3HOe BHUMAHHUE, NMpexKje YeM IIHPOKO HC-
nosb3oBath WBAN. Hampumep, B HacTosimee BpeMsl MPOBOISATCS AKTHBHBIE HCCIEIOBAHUS
B caeayoomux obmactsax: coBmectuMoctb WBAN u apyrux 6ecrpoBOIHBIX TEXHOJIOTHI, KOH-
dbuIeHIATBEHOCTD, 0TKA30yCTORYHBOCTh U 3HeprosddekTuHocTh [67] WSN (apxurexTypHas
ocioBa WBAN), nusaitn 6uocencopa, yaydiienue Mmojeseli MOHUTOpuHTa [68|, onrumusanus
MAC mporokoioB u noaaep:xkka QoS [69], MOGUIBHOCTE CTOKOB M MAaCHITAGMPYEMOCTH CeTei
[70], cranmaprusanus uarepdeiicoB 1 TPOEKTUPOBAHKE TIOJHOMDYHKITUOHATBHBIX TPUIOKEHHIA.
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