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In the article
”
Software tools for building automated control systems in the environment of the

domestic operating system“ the construction, schemes of components interrelation and the tool nucleus
of the SCADA-system on the platform of the Russian network real time operational system

”
Neutrino

KPDA.10964-01“, which is being developed and accompanied by the Russian Ltd Company
”
SVD

“Installed systems““ from St. Petersburg. Using the Russian operational system answers the task of
import substitution of the programming provision, the importance of which is increasing because of
geopolitical risks and the growing pressure of economic sanctions from unfriendly states.

The product being described in this article is the result of developing the SCADA-system

”
BLACART“, constructed at the ICT SB RAS and functioning in the environment of the operational
system QNX 4.25. The denominated SCADA-system displayed high performance in dozens of realized
systems of control in di�erent branches of industry, as a rule, in dangerous production. The certi�cate
of conformity and the resolution for its application at the mining enterprises were received.

As a result of relocating SCADA-system
”
Blacart“ onto the base of the

”
Neutrino“ operational

system the structure of the SCADA-system hasn't been changed. It was only the programming key
(code) which was changed, particularly, all applications of di�erent system libraries of subprograms
were carried out in POSIX-interoperable format. Having preserved the structure as well as the main
characteristics and functional capabilities of the SCADA-system in the process of relocating it into the
milieu of the

”
Neutrino“ system, it also became possible to keep up all of the previous product values

that prove to have been e�cient in the course of realized long-term control systems practice.
A newly-developed SCADA-system has been realized as a distributed computing technological

network, which is simultaneously a local computing network on the basis of the network protocol

”
Qnet“ of the operational system

”
Neutrino“.

The software of the SCADA-system is a hierarchical association of two subsystems: the subsystem
of the upper level and the one of the lower level, which has been put into operation at one or another
unit(s) of the technological network. The subsystem of the upper level is the automatic work position
of the operator, which includes the graphical interface of the operator and the operational and archive
databases control system. The subsystem of the lower level realizes the interface with the monitoring
and technological equipment control.
The elaboration or modi�cation of a speci�c project of the automated control system over technological
processes on the basis of newly-developed SCADA-system is reduced to the construction of the graphical
interface of the operator with the help of the system application builder (graphics editor)

”
Application

Builder Photon“ and to compiling a set of text con�guration �les of the upper and lower level
subsystems.

All automated work positions of the operator are fully equal in status display operations and
technological equipment control, their local database being synchronized between themselves. The
absence of the dedicated data server in the technological network is the �rst and major peculiarity
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of the SCADA-system software. Such an approach realizes the principle of multiple hot backup in
automated control systems.

The described SCADA-system has been constructed and elaborated as a real time SCADA-system
and is intended for automatizing technological processes, which put tough demands on the time of
control system reaction to one or another event. A guaranteed little time of reacting to any single
event is one more major peculiarity of the SCADA-system.

The safeguard of the newly developed SCADA-system from cyber-attacks can only be reached
by tough monitoring of users' access to management in accordance with the categories as well as by
blocking all of the functions of using the operational system (by the operators). The characteristics
of the operational system

”
Neutrino“ itself also make safety possible. As for the vulnerability of the

programming provision, it can be easily detected and neutralized as the programming key of the
SCADA-system is open.

Key words: SCADA, import substitution of software, QNX, Neutrino.
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Îïèñûâàåòñÿ àðõèòåêòóðà, ñõåìû âçàèìîäåéñòâèÿ êîìïîíåíò è èíñòðóìåíòàëüíîå ÿäðî
SCADA-ñèñòåìû íà ïëàòôîðìå îòå÷åñòâåííîé çàùèùåííîé îïåðàöèîííîé ñèñòåìû ðåàëüíî-
ãî âðåìåíè

”
Íåéòðèíî ÊÏÄÀ.10964-01“. Ïðîäóêò ÿâëÿåòñÿ ðåçóëüòàòîì ðàçâèòèÿ SCADA-

ñèñòåìû
”
Áëàêàðò“, ðàçðàáîòàííîé â ÈÂÒ ÑÎ ÐÀÍ è ðàáîòàâøåé â ñðåäå ÎÑ QNX 4.25.

Óêàçàííàÿ SCADA-ñèñòåìà ïîêàçàëà âûñîêèå ýêñïëóàòàöèîííûå êà÷åñòâà â äåñÿòêàõ ðåàëèçî-
âàííûõ ñèñòåì óïðàâëåíèÿ â ðàçëè÷íûõ îòðàñëÿõ ïðîìûøëåííîñòè, êàê ïðàâèëî, íà îïàñíûõ
ïðîèçâîäñòâàõ. Èñïîëüçîâàíèå ñåðòèôèöèðîâàííîé îòå÷åñòâåííîé îïåðàöèîííîé ñèñòåìû ÿâ-
ëÿåòñÿ íóæíûì øàãîì â íàïðàâëåíèè êèáåðóñòîé÷èâîñòè.

Êëþ÷åâûå ñëîâà: SCADA, èìïîðòîçàìåùåíèå ïðîãðàììíîãî îáåñïå÷åíèÿ, QNX, Íåéòðè-
íî.

Ïîñòàíîâêà çàäà÷è. Áåçîïàñíîñòü ñîâðåìåííîãî ïðîèçâîäñòâà íå â ïîñëåäíþþ î÷å-
ðåäü îáåñïå÷èâàåòñÿ íàäåæíîñòüþ ïðèìåíÿåìîé àâòîìàòèçèðîâàííîé ñèñòåìû óïðàâëåíèÿ
òåõíîëîãè÷åñêèìè ïðîöåññàìè (ÀÑÓÒÏ). Èñïîëüçîâàíèå õîðîøèõ àðõèòåêòóðíûõ ðåøå-
íèé è ðàçóìíî âûáðàííîé îïåðàöèîííîé ñðåäû ïîçâîëÿåò ñòðîèòü ÀÑÓÒÏ, îòâå÷àþùèå
ñàìûì âûñîêèì òðåáîâàíèÿì ïî íàäåæíîñòè. Íî â ïîñëåäíåå âðåìÿ âñå áîëüøóþ îñòðî-
òó ïðèîáðåòàåò âîïðîñ óñòîé÷èâîñòè èíôîðìàöèîííûõ ñèñòåì ê êèáåðâîçäåéñòâèÿì, êàê
ñëó÷àéíûì, òàê è íàìåðåííûì [1]. Íàìåðåííûå âîçäåéñòâèÿ ìîãóò áûòü äâóõ òèïîâ: ÷èñòî
âíåøíèå, ïðîíèêàþùèå â ñèñòåìó ïî èñïîëüçóåìûì êàíàëàì ñâÿçè, è âíóòðåííèå, ÷åðåç

”
çàêëàäêè“ â ïðîãðàììíî-àïïàðàòíûõ êîìïîíåíòàõ. Ïîñëåäñòâèÿ íåñàíêöèîíèðîâàííîãî
âìåøàòåëüñòâà â äåÿòåëüíîñòü ÀÑÓÒÏ ïîñðåäñòâîì êèáåðâîçäåéñòâèé ìîãóò áûòü î÷åíü
ðàçðóøèòåëüíûìè, ïðè÷åì â ðîëè çëîóìûøëåííèêà ìîæåò îêàçàòüñÿ êàê ôèçè÷åñêîå ëè-
öî, òàê è ñïåöèàëüíî ñîçäàííàÿ ñòðóêòóðà íåäðóæåñòâåííîãî ãîñóäàðñòâà [2].

Ïî äàííûì îáçîðà [3], íàèáîëåå ÷àñòî èñïîëüçóåìûå â Ðîññèè çàðóáåæíûå SCADA-
ñèñòåìû

”
STEP7“,

”
WinCC“,

”
InTouch“,

”
Genesys“, ïîìèìî ïðèâëåêàòåëüíûõ ôóíêöèî-

íàëüíûõ õàðàêòåðèñòèê, îáëàäàþò è íàáîðîì âûÿâëåííûõ óÿçâèìîñòåé. Òî æå ñàìîå îò-
íîñèòñÿ è ê øèðîêî èñïîëüçóåìûì â Ðîññèè çàðóáåæíûì îïåðàöèîííûì ñèñòåìàì (ÎÑ),
íàïðèìåð, îïåðàöèîííûì ñèñòåìàì ñåìåéñòâà

”
Windows Microsoft“.

Ñ ó÷åòîì ýòèõ îáñòîÿòåëüñòâ åäèíñòâåííî ðàçóìíûì ðåøåíèåì ÿâëÿåòñÿ ïîñòðîåíèå
îòå÷åñòâåííîé SCADA-ñèñòåìû íà ïëàòôîðìå îòå÷åñòâåííîé æå îïåðàöèîííîé ñèñòåìû,
ïðîøåäøåé ñåðòèôèêàöèþ íàäåæíîñòè. Â êà÷åñòâå òàêîé îïåðàöèîííîé ñèñòåìû öåëå-
ñîîáðàçíî èñïîëüçîâàòü Çàùèùåííóþ ñåòåâóþ îïåðàöèîííóþ ñèñòåìó ðåàëüíîãî âðåìåíè

”
Íåéòðèíî“ ÊÏÄÀ.10964-01, êîòîðóþ ðàçâèâàåò è ñîïðîâîæäàåò îòå÷åñòâåííàÿ êîìïàíèÿ
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ÎÎÎ
”
ÑÂÄ

”
Âñòðàèâàåìûå ñèñòåìû“, ãîðîä Ñ.-Ïåòåðáóðã [4]. Èñïîëüçîâàíèå îòå÷åñòâåí-

íîé ÎÑ îòâå÷àåò çàäà÷å èìïîðòîçàìåùåíèÿ ïðîãðàììíîãî îáåñïå÷åíèÿ, àêòóàëüíîñòü êî-
òîðîé âîçðàñòàåò ââèäó ãåîïîëèòè÷åñêèõ ðèñêîâ è íàðàñòàþùåãî äàâëåíèÿ ýêîíîìè÷åñêèõ
ñàíêöèé ñî ñòîðîíû íåäðóæåñòâåííûõ ãîñóäàðñòâ.

Îïåðàöèîííàÿ ñèñòåìà
”
Íåéòðèíî“ óäîâëåòâîðÿåò òðåáîâàíèÿì ê ñðåäñòâàì âû÷èñ-

ëèòåëüíîé òåõíèêè ïî 3 êëàññó çàùèòû èíôîðìàöèè îò íåñàíêöèîíèðîâàííîãî äîñòóïà
(ñèñòåìà ìàíäàòíîé çàùèòû), 2 óðîâíþ êîíòðîëÿ îòñóòñòâèÿ íåäåêëàðèðóåìûõ âîçìîæ-
íîñòåé, ÷òî ïîçâîëÿåò èñïîëüçîâàòü óêàçàííóþ îïåðàöèîííóþ ñèñòåìó â èíôîðìàöèîííûõ
è óïðàâëÿþùèõ ñèñòåìàõ êëàññà çàùèùåííîñòè äî 1Á âêëþ÷èòåëüíî. Â ÷èñëî êëþ÷åâûõ
îñîáåííîñòåé ýòîé îïåðàöèîííîé ñèñòåìû âõîäèò øèðîêèé íàáîð íàèáîëåå ïåðåäîâûõ ñî-
âðåìåííûõ êîìïüþòåðíûõ òåõíîëîãèé, îáåñïå÷èâàþùèõ íåîáõîäèìîå êà÷åñòâî ïðîäóêòà,
â òîì ÷èñëå è âîçìîæíîñòü îðãàíèçàöèè âû÷èñëèòåëüíûõ ïðîöåññîâ â ìíîãîÿäåðíîé ñðåäå.

Â êà÷åñòâå èñõîäíîé SCADA-ñèñòåìû áûëà âçÿòà îòå÷åñòâåííàÿ SCADA-ñèñòåìà ðå-
àëüíîãî âðåìåíè

”
Áëàêàðò“, ðàáîòàþùàÿ â ñðåäå îïåðàöèîííîé ñèñòåìû ðåàëüíîãî âðå-

ìåíè
”
QNX 4.25“. Óêàçàííàÿ SCADA-ñèñòåìà ðàçðàáîòàíà â ÈÂÒ ÑÎ ÐÀÍ è ðåàëèçîâà-

íà íà ðÿäå ãîðíî-øàõòíûõ ïðåäïðèÿòèé Êóçáàññà. Ïðàêòèêà ìíîãîëåòíåé ýêñïëóàòàöèè
SCADA-ñèñòåìû ïîêàçàëà åå èñêëþ÷èòåëüíóþ íàäåæíîñòü [5, 6]. Ñîçäàííûå íà îñíîâå
SCADA-ñèñòåìû

”
Áëàêàðò“ àâòîìàòèçèðîâàííûå ñèñòåìû óïðàâëåíèÿ îõâàòûâàþò óïðàâ-

ëåíèåì ðàçíîðîäíûå òåõíîëîãè÷åñêèå ïðîöåññû: íàçåìíîå è ïîäçåìíîå ýíåðãîñíàáæåíèå,
êîíòðîëü ïåðåìåùåíèÿ ïåðñîíàëà â øàõòàõ, óïðàâëåíèå ïðîòÿæåííûìè öåïî÷êàìè ëåíòî÷-
íûõ êîíâåéåðîâ, âîäîîòëèâ è ò. ï. Áûëè ïîëó÷åíû ñåðòèôèêàò ñîîòâåòñòâèÿ è ðàçðåøåíèå
íà ïðèìåíåíèå íà ïðåäïðèÿòèÿõ ãîðíîäîáûâàþùåé ïðîìûøëåííîñòè.

Àðõèòåêòóðà SCADA-ñèñòåìû. Âíîâü ðàçðàáîòàííàÿ SCADA-ñèñòåìà ðåàëèçîâàíà
êàê ðàñïðåäåëåííàÿ âû÷èñëèòåëüíàÿ òåõíîëîãè÷åñêàÿ ñåòü, êîòîðàÿ îäíîâðåìåííî ÿâëÿåò-
ñÿ è ëîêàëüíîé âû÷èñëèòåëüíîé ñåòüþ íà îñíîâå ñåòåâîãî ïðîòîêîëà

”
Qnet“ îïåðàöèîííîé

ñèñòåìû
”
Íåéòðèíî“.

Â îáùåì ñëó÷àå ïðîãðàììíîå îáåñïå÷åíèå SCADA-ñèñòåìû ïðåäñòàâëÿåò ñîáîé èåðàð-
õè÷åñêîå îáúåäèíåíèå äâóõ ïîäñèñòåì: ïîäñèñòåìû âåðõíåãî óðîâíÿ è ïîäñèñòåìû íèæíå-
ãî óðîâíÿ, êîòîðûå çàïóùåíû íà òåõ èëè èíûõ óçëàõ òåõíîëîãè÷åñêîé ñåòè. Ïðîãðàììíîå
îáåñïå÷åíèå êàæäîé ïîäñèñòåìû â ñîñòàâå SCADA-ñèñòåìû, â ñâîþ î÷åðåäü, ñîñòîèò èç
íåêîòîðîãî íàáîðà ïðîãðàììíûõ êîìïîíåíò, îôîðìëåííûõ â âèäå íåçàâèñèìûõ çàäà÷ èëè
ïðîöåññîâ.

Ïîäñèñòåìà âåðõíåãî óðîâíÿ, çàïóùåííàÿ íà êàêîì-ëèáî óçëå òåõíîëîãè÷åñêîé ñåòè,
ïîðîæäàåò àâòîìàòèçèðîâàííîå ðàáî÷åå ìåñòî (ÀÐÌ) îïåðàòîðà, âûïîëíÿåìîå â ãðàôè-
÷åñêîé îáîëî÷êå Fhoton. Ïîñêîëüêó îïåðàöèîííàÿ ñèñòåìà

”
Íåéòðèíî“ ÿâëÿåòñÿ ñåòåâîé,

òî ñîâåðøåííî áåçðàçëè÷íî, íà êàêèõ óçëàõ òåõíîëîãè÷åñêîé ñåòè çàïóùåíî ïðîãðàììíîå
îáåñïå÷åíèå òîãî èëè èíîãî óðîâíÿ.

Îáùàÿ ñõåìà SCADA-ñèñòåìû ïðåäñòàâëÿåò ñîáîé ñåòåâóþ àðõèòåêòóðó. Îíà èçîáðà-
æåíà íà ðèñ. 1 è îòîáðàæàåò ñõåìó âçàèìîäåéñòâèÿ âñåõ îñíîâíûõ êîìïîíåíò ñ óêàçàíèåì
íàïðàâëåíèé ìåæçàäà÷íûõ ïîòîêîâ äàííûõ. Ñòðåëêàìè òåìíîãî öâåòà óêàçàíû ïóòè ïåðå-
äà÷è ñèãíàëîâ óïðàâëåíèÿ, ñòðåëêàì ñâåòëîãî öâåòà ñîîòâåòñòâóþò íàïðàâëåíèÿ ïåðåäà÷è
ñèãíàëîâ ñîñòîÿíèÿ òåõíîëîãè÷åñêèõ îáúåêòîâ.

Â ïîäñèñòåìó âåðõíåãî óðîâíÿ âõîäÿò ñëåäóþùèå êîìïîíåíòû:
� ãðàôè÷åñêèé èíòåðôåéñà îïåðàòîðà

”
ÈÔ“;

� óïðàâëåíèå áàçîé äàííûõ
”
ÁÄ“;



À.È. Áëàãîäàðíûé 5

Ðèñ. 1. Îáùàÿ ñõåìà SCADA-ñèñòåìû

� çàäà÷à
”
IPserver“ îáìåíà äàííûìè ñî ñìåæíûìè ÀÑÓÒÏ, ðàáîòàþùèìè ïîä óïðàâ-

ëåíèåì äðóãèõ îïåðàöèîííûõ ñèñòåì;
� çàäà÷à ïåðåäà÷è êîìàíä óïðàâëåíèÿ â ïîäñèñòåìó íèæíåãî óðîâíÿ

”
ÎÏÓ“;

� çàäà÷à ïðèåìà äàííûõ èç ïîäñèñòåìû íèæíåãî óðîâíÿ
”
ÏÊÄ“;

� çàäà÷à ïåðåäà÷è äàííûõ â ïîäñèñòåìû âåðõíåãî óðîâíÿ íà äðóãèõ óçëàõ òåõíîëîãè-
÷åñêîé ñåòè

”
ÎÏÑ“;

� çàäà÷à ïðèåìà äàííûõ èç ïîäñèñòåì âåðõíåãî óðîâíÿ íà äðóãèõ óçëàõ òåõíîëîãè÷å-
ñêîé ñåòè

”
ÏÏÑ“.

Îñíîâíûå ôóíêöèè ãðàôè÷åñêîãî èíòåðôåéñà îïåðàòîðà âêëþ÷àþò â ñåáÿ îòîáðàæåíèå
íà ýêðàíå ìîíèòîðà ñîñòîÿíèÿ òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ ñ ïîìîùüþ âûáðàííîé ñè-
ñòåìû ãðàôè÷åñêèõ çíàêîâ è óäàëåííîå óïðàâëåíèå îáúåêòàìè òåõíîëîãè÷åñêîãî îáîðóäî-
âàíèÿ ïîäà÷åé êîìàíä óïðàâëåíèÿ îïåðàòîðîì, à òàêæå êîíòðîëü âõîäà/âûõîäà ïåðñîíàëà
â ñèñòåìó.

Îñíîâíîå íàçíà÷åíèå çàäà÷è óïðàâëåíèÿ áàçîé äàííûõ
”
ÁÄ“ � íàêîïëåíèå èíôîðìà-

öèè î ñîñòîÿíèè òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ, à òàêæå êîìàíä óïðàâëåíèÿ, ïðîòîêî-
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ëèðîâàíèå äåéñòâèé îïåðàòîðà è ïðåäîñòàâëåíèå ìàêñèìàëüíî âîçìîæíîãî ñîõðàíåíèÿ è
ñïåêòðà óñëóã ïî îáðàáîòêå è âèçóàëèçàöèè ñîõðàíåííîé â áàçå äàííûõ èíôîðìàöèè.

Áàçà äàííûõ ïðåäñòàâëÿåò ñîáîé íàáîð ôàéëîâ, ñîñòîÿùèõ èç çàïèñåé ñîáûòèé â èõ
õðîíîëîãè÷åñêîì ïîðÿäêå, ò. å. óïîðÿäî÷åííûõ ïî âðåìåíè èõ ïîñòóïëåíèÿ. Êàæäûé ôàéë
ñîäåðæèò çàïèñè ñîáûòèé, ïðîèçîøåäøèõ çà îäíè ñóòêè, íà÷èíàÿ ñ 0 ÷àñîâ. Ôàéë çàïèñåé
çà òåêóùèå ñóòêè íàçûâàåòñÿ îïåðàòèâíûì, îñòàëüíûå íàçûâàþòñÿ àðõèâíûìè ôàéëàìè.
Èìåíà ôàéëîâ áàçû äàííûõ îáðàçîâàíû èç ïðåôèêñîâ

”
sPIT“ äëÿ äèñêðåòíûõ ñèãíàëîâ,

”
iPIT“ äëÿ àíàëîãîâûõ ñèãíàëîâ,

”
ePIT“ äëÿ ñâîäîê ýíåðãîñíàáæåíèÿ è

”
mPIT“ äëÿ ñèã-

íàëîâ ñèñòåìû íàáëþäåíèÿ è îïîâåùåíèÿ ïåðñîíàëà è øåñòèçíà÷íîãî ïîðÿäêîâîãî íîìåðà
ôàéëà. Â êîíöå êàæäûõ ñóòîê òåêóùèé îïåðàòèâíûé ôàéë ïåðåõîäèò â àðõèâíûé ôàéë ñ
òåì æå èìåíåì è ñîçäàåòñÿ íîâûé îïåðàòèâíûé ôàéë ñ ïîðÿäêîâûì íîìåðîì, íà åäèíèöó
áîëüøèì. Äàëåå ïðîâåðÿåòñÿ îáùåå êîëè÷åñòâî àðõèâíûõ ôàéëîâ, è åñëè îíî ïðåâûøàåò
çàäàííîå, òî ôàéë ñ ìèíèìàëüíûì ñóùåñòâóþùèì íîìåðîì óäàëÿåòñÿ.

Êîìïîíåíòû
”
ÎÏÑ“,

”
ÎÏÓ“,

”
ÏÊÄ“,

”
ÏÏÑ“ ïîäñèñòåìû âåðõíåãî óðîâíÿ ÿâëÿþòñÿ

âñïîìîãàòåëüíûìè äåìïôåðíûìè çàäà÷àìè. Îñíîâíîå íàçíà÷åíèå äåìïôåðíûõ çàäà÷ �
ïðåäîòâðàùåíèå áëîêèðîâêè èíòåðôåéñà îïåðàòîðà è áàçû äàííûõ ïî îïåðàöèÿì ïðèå-
ìà/ïåðåäà÷è äàííûõ è ðàñïàðàëëåëèâàíèå ïîòîêîâ äàííûõ íà äðóãèå çàïóùåííûå ÀÐÌ
îïåðàòîðîâ. Ìåõàíèçì ðàñïàðàëëåëèâàíèÿ îáåñïå÷èâàåò çàäà÷à

”
ÎÏÑ“, êîòîðàÿ äëÿ êàæ-

äîãî ÀÐÌ îïåðàòîðà çàïóñêàåòñÿ ñòîëüêî ðàç, ñêîëüêî èìååòñÿ äîïîëíèòåëüíûõ óçëîâ
ÀÐÌ îïåðàòîðà. Êàæäàÿ çàïóùåííàÿ çàäà÷à

”
ÎÏÑ“ ïåðåäàåò ñîîáùåíèÿ ïðîòîêîëèðîâà-

íèÿ äåéñòâèé îïåðàòîðà íà çàäà÷ó
”
ÏÏÑ“ äðóãîãî çàäàííîãî óçëà òåõíîëîãè÷åñêîé ñåòè.

Êîëè÷åñòâî ïîäêëþ÷àåìûõ ÀÐÌ îïåðàòîðà îãðàíè÷åíî ëèøü ìàêñèìàëüíî äîïóñòèìûì
êîëè÷åñòâîì óçëîâ â òåõíîëîãè÷åñêîé ñåòè.

Êëèåíòñêèå ïðèëîæåíèÿ ÀÐÌ îïåðàòîðà ìîãóò áûòü äîñòóïíû è èç äðóãèõ îïåðàöè-
îííûõ ñèñòåì, íàïðèìåð, èç

”
Windows NT/2000/XP/7/8“ ñ ïîìîùüþ óòèëèòû

”
Phindows“

óäàëåííîãî äîñòóïà, ïðè ýòîì äëÿ êàæäîãî ïîëüçîâàòåëÿ â óêàçàííûõ îïåðàöèîííûõ ñè-
ñòåìàõ SCADA-ñèñòåìà îáåñïå÷èâàåò íåçàâèñèìûé ðàçäåëüíûé äîñòóï ê êëàâèàòóðå è ðó÷-
íîìó ìàíèïóëÿòîðó (ìûøè) äëÿ óïðàâëåíèÿ ÀÐÌ îïåðàòîðà.

Ïîäñèñòåìà íèæíåãî óðîâíÿ îáðàçîâàíà äðàéâåðàìè � ïðîãðàììàìè ñîïðÿæåíèÿ ñ
äàò÷èêàìè ñîñòîÿíèÿ è èñïîëíèòåëüíûìè ðåëå óïðàâëåíèÿ òåõíîëîãè÷åñêèìè îáúåêòà-
ìè. Ñþäà æå âõîäÿò è äðàéâåðû èíòåðôåéñà ñî ñìåæíûìè ÀÑÓÒÏ � ïîäñèñòåìàìè
äðóãèõ ïðîèçâîäèòåëåé, à òàêæå âñïîìîãàòåëüíûå äåìïôåðíûå çàäà÷è (

”
ÏðÓ“,

”
ÏÏÓ“,

”
ÎÏÄ“). Ãëàâíîå íàçíà÷åíèå äåìïôåðíûõ çàäà÷ � ïðåäîòâðàùåíèå áëîêèðîâêè äðàéâå-
ðîâ ïî îïåðàöèÿì ïðèåìà/ïåðåäà÷è äàííûõ è ðàñïàðàëëåëèâàíèå ïîòîêîâ äàííûõ íà ðàç-
ëè÷íûå óçëû ïîäñèñòåìû âåðõíåãî óðîâíÿ. Ìåõàíèçì ðàñïàðàëëåëèâàíèÿ îáåñïå÷èâàåò
çàäà÷à

”
ÎÏÄ“, êîòîðàÿ äëÿ êàæäîãî äðàéâåðà çàïóñêàåòñÿ ñòîëüêî ðàç, ñêîëüêî èìååòñÿ

óçëîâ ÀÐÌ îïåðàòîðà ïðèåìà äàííûõ, ïðè÷åì êàæäàÿ çàäà÷à
”
ÎÏÄ“ ïåðåäàåò ñèãíàëû

ñîñòîÿíèÿ òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ íà çàäà÷ó
”
ÏÊÄ“ îäíîãî çàäàííîãî óçëà òåõ-

íîëîãè÷åñêîé ñåòè.
Êðîìå ðàññìîòðåííûõ âûøå çàäà÷, â ñîñòàâ ïðîãðàììíîãî îáåñïå÷åíèÿ SCADA-

ñèñòåìû âêëþ÷åíû òàêæå çàäà÷è ñèíõðîíèçàöèè áàç äàííûõ, äèàãíîñòèêè ñîñòîÿíèÿ âñåõ
âû÷èñëèòåëüíûõ ìàøèí òåõíîëîãè÷åñêîé ñåòè, äèàãíîñòèêè ñîñòîÿíèÿ ïðîãðàììíîãî îáåñ-
ïå÷åíèÿ íà âñåõ óçëàõ òîé æå òåõíîëîãè÷åñêîé ñåòè è äèàãíîñòèêè ñîñòîÿíèÿ íåïîñðåä-
ñòâåííî ñàìîé ëîêàëüíîé âû÷èñëèòåëüíîé ñåòè. Âñÿ óêàçàííàÿ äèàãíîñòèêà âûâîäèòñÿ íà
ýêðàíû ìîíèòîðîâ âñåõ ÀÐÌ îïåðàòîðà è çàïèñûâàåòñÿ âî âñå áàçû äàííûõ.
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Â ïðîöåññå ïåðåâîäà SCADA-ñèñòåìû
”
Áëàêàðò“ íà ïëàòôîðìó îïåðàöèîííîé ñèñòåìû

”
Íåéòðèíî“ àðõèòåêòóðà SCADA-ñèñòåìû íå èçìåíèëèñü. Èçìåíèëñÿ òîëüêî ïðîãðàììíûé
êîä, â ÷àñòíîñòè, âñå îáðàùåíèÿ ê ðàçëè÷íûì ñèñòåìíûì áèáëèîòåêàì ïîäïðîãðàìì ñäå-
ëàíû â POSIX-ñîâìåñòèìîì ôîðìàòå. Ñîõðàíåíèå ñòðóêòóðû, îñíîâíûõ ñâîéñòâ è ôóíê-
öèîíàëüíûõ âîçìîæíîñòåé SCADA-ñèñòåìû â ïðîöåññå åå ïåðåâîäà â ñðåäó îïåðàöèîííîé
ñèñòåìû

”
Íåéòðèíî“ ïîçâîëèëî ñîõðàíèòü âñå äîñòîèíñòâà ïðåæíåãî ïðîäóêòà, ïîäòâåð-

æäåííûå ìíîãîëåòíåé ðàáîòîé â ðåàëèçîâàííûõ ñèñòåìàõ óïðàâëåíèÿ.
Îðãàíèçàöèÿ îáìåíà äàííûìè â SCADA-ñèñòåìå. Ïðè ïîñòðîåíèè âû÷èñëè-

òåëüíîé òåõíîëîãè÷åñêîé ñåòè SCADA-ñèñòåìû íåîáõîäèìî ñòðîãî ñëåäîâàòü ñëåäóþùå-
ìó ïðàâèëó: êàæäûé êîìïüþòåð, êîòîðûé ÿâëÿåòñÿ óçëîì òåõíîëîãè÷åñêîé ñåòè SCADA-
ñèñòåìû, äîëæåí èìåòü ñòðîãî ôèêñèðîâàííîå èìÿ â ôîðìàòå

”
NodeXXX“, ãäå äåñÿòè÷íîå

÷èñëî
”
XXX“ ÿâëÿåòñÿ íîìåðîì óçëà.

Îáìåí äàííûìè ìåæäó êîìïîíåíòàìè îäíîé ïîäñèñòåìû íà îäíîì è òîì æå óçëå òåõ-
íîëîãè÷åñêîé ñåòè îñóùåñòâëÿåòñÿ ÷åðåç ðàçäåëÿåìóþ îïåðàòèâíóþ ïàìÿòü ñ èñïîëüçî-
âàíèåì êîëüöåâûõ áóôåðîâ äàííûõ. Îáìåí äàííûìè ìåæäó êîìïîíåíòàìè ïîäñèñòåì íà
ðàçëè÷íûõ óçëàõ òåõíîëîãè÷åñêîé ñåòè îñóùåñòâëÿåòñÿ ÷åðåç ñåòåâûå POSIX-ñîâìåñòèìûå
âûçîâû

”
READ/WRITE“. Äëÿ îðãàíèçàöèè òàêîãî îáìåíà êàæäàÿ êîìïîíåíòà, êîòîðàÿ

ìîæåò ïðèíèìàòü äàííûå, îôîðìëÿåòñÿ â ïðîñòðàíñòâå ïóòåâûõ èìåí òåõíîëîãè÷åñêîé
ñåòè êàê àäìèíèñòðàòîð ðåñóðñîâ ñî ñòðîãî ôèêñèðîâàííûì èìåíåì, ïðèñâàèâàåìûì êîì-
ïîíåíòå àâòîìàòè÷åñêè ïîñëå åå çàïóñêà.

Äëÿ êîìïîíåíò ïîäñèñòåìû âåðõíåãî óðîâíÿ ýòî ôèêñèðîâàííîå èìÿ èìååò âèä

”
decodXXX“, ñîîòâåòñòâåííî äëÿ êîìïîíåíò ïîäñèñòåìû íèæíåãî óðîâíÿ ýòî èìÿ èìååò
âèä

”
recvXXX“, ãäå âûðàæåíèå

”
XXX“ ÿâëÿåòñÿ äåñÿòè÷íûì íîìåðîì óçëà, íà êîòîðîì çà-

ïóùåíà ïðîãðàììíàÿ êîìïîíåíòà. Ñëåäîâàòåëüíî, äëÿ îðãàíèçàöèè îáìåíà äàííûìè ìåæ-
äó êîìïîíåíòàìè SCADA-ñèñòåìû äîñòàòî÷íî óêàçàòü ñïèñêè óçëîâ òåõíîëîãè÷åñêîé ñåòè
ïðèåìà äàííûõ, êàê â êîìàíäíîé ñòðîêå çàïóñêà êîìïîíåíò ïîäñèñòåìû íèæíåãî óðîâíÿ,
òàê è â ïàíåëÿõ íàñòðîéêè ÀÐÌ îïåðàòîðîâ ïîäñèñòåìû âåðõíåãî óðîâíÿ.

Â SCADA-ñèñòåìå íå èñïîëüçóåòñÿ êîíòðîëü ñîñòîÿíèÿ òåõíîëîãè÷åñêèõ îáúåêòîâ ìå-
òîäîì îïðîñà

”
ñâåðõó“. Èíèöèàòîðàìè ïåðåäà÷è âñåãäà âûñòóïàþò ïîäñèñòåìû íèæíåãî

óðîâíÿ, êîòîðûå ïåðåäàþò äàííûå òîëüêî â ñëó÷àå èçìåíåíèÿ òåêóùåãî ñîñòîÿíèÿ êîíòðî-
ëèðóåìîãî îáîðóäîâàíèÿ. Äîïîëíèòåëüíî, äëÿ îáåñïå÷åíèÿ íàäåæíîãî êîíòðîëÿ òåêóùåãî
ñîñòîÿíèÿ êîíòðîëèðóåìîãî îáîðóäîâàíèÿ, ïîäñèñòåìû íèæíåãî óðîâíÿ ñ íåêîòîðûì, çà-
ðàíåå çàäàííûì èíòåðâàëîì âðåìåíè ïåðåäàþò òàêæå ïîëíóþ ñîâîêóïíîñòü âñåõ ñèãíàëîâ
ñîñòîÿíèÿ òåõíîëîãè÷åñêèõ îáúåêòîâ.

Ïîñêîëüêó ñåòåâîé ïðîòîêîë
”
Qnet“ îïåðàöèîííîé ñèñòåìû

”
Íåéòðèíî“ îáåñïå÷èâàåò

íàäåæíóþ è íåèñêàæåííóþ ïåðåäà÷ó ïàêåòîâ äàííûõ, òî â SCADA-ñèñòåìå íå èñïîëüçó-
þòñÿ ïàêåòû ïîäòâåðæäåíèÿ ïðèåìà äàííûõ. Èñêëþ÷åíèå äåëàåòñÿ òîëüêî äëÿ êîìàíä
óïðàâëåíèÿ, êîòîðûå âîçâðàùàþò ïàêåò ñ êîäîì ðåçóëüòàòà âûïîëíåíèÿ êîìàíäû óïðàâ-
ëåíèÿ.

Èñïîëüçóåìûå â SCADA-ñèñòåìå ñèñòåìû êîäèðîâàíèÿ ñèãíàëîâ ðàçëè÷íû äëÿ ïîäñè-
ñòåìû íèæíåãî óðîâíÿ è ïîäñèñòåìû âåðõíåãî óðîâíÿ. Êîäèðîâêà ñèãíàëîâ â ïîäñèñòåìå
íèæíåãî óðîâíÿ îòëè÷àåòñÿ áîëüøåé êîìïàêòíîñòüþ, ÷òî ïîçâîëÿåò ñóùåñòâåííî óëó÷-
øèòü ñåòåâîé òðàôèê, ò. å. óâåëè÷èòü ñêîðîñòü äîñòàâêè ïàêåòîâ äàííûõ â ïîäñèñòåìó
âåðõíåãî óðîâíÿ. Êîäèðîâêà ñèãíàëîâ â ïîäñèñòåìå âåðõíåãî óðîâíÿ íå ÿâëÿåòñÿ êîìïàêò-
íîé, íî çàòî î÷åíü õîðîøî ïðèñïîñîáëåíà ïîä îáúåêòíî-îðèåíòèðîâàííîå ïðîãðàììèðîâà-
íèå, áëàãîäàðÿ ÷åìó óäàåòñÿ ñóùåñòâåííî óìåíüøèòü âðåìåííûå èçäåðæêè íà îáðàáîòêó
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ïîñòóïàþùèõ äàííûõ. Äëÿ îáìåíà äàííûìè ìåæäó ïîäñèñòåìàìè âåðõíåãî è íèæíåãî
óðîâíåé èñïîëüçóåòñÿ êîäèðîâêà ïîäñèñòåìû íèæíåãî óðîâíÿ. Ïåðåêîäèðîâàíèå ñèãíàëîâ
â êîäèðîâêó ïîäñèñòåìû âåðõíåãî óðîâíÿ îñóùåñòâëÿåò ïðîãðàììà ïîäñèñòåìû âåðõíåãî
óðîâíÿ

”
ÏÊÄ“.

Ìåòîäû ðàçðàáîòêè êîíêðåòíîãî ïðîåêòà ÀÑÓÒÏ. Ðàçðàáîòêà èëè ìîäèôèêà-
öèÿ êîíêðåòíîãî ïðîåêòà ÀÑÓÒÏ ñâîäèòñÿ ê òðåì îñíîâíûì îïåðàöèÿì:

� ïîñòðîåíèå ãðàôè÷åñêîãî èíòåðôåéñà îïåðàòîðà ñ ïîìîùüþ ñèñòåìíîãî ïîñòðîèòåëÿ
ïðèëîæåíèé (ãðàôè÷åñêîãî ðåäàêòîðà)

”
Application Builder Photon“;

� ñîñòàâëåíèå íåêîòîðîãî íàáîðà òåêñòîâûõ êîíôèãóðàöèîííûõ ôàéëîâ ïîäñèñòåìû
âåðõíåãî óðîâíÿ;

� ñîñòàâëåíèå ñîîòâåòñòâóþùåãî íàáîðà òåêñòîâûõ êîíôèãóðàöèîííûõ ôàéëîâ ïîäñè-
ñòåìû íèæíåãî óðîâíÿ.

Çàäà÷à èíòåðôåéñà îïåðàòîðà
”
ÈÔ“ � åäèíñòâåííàÿ çàäà÷à ïîäñèñòåìû âåðõíåãî óðîâ-

íÿ, êîòîðàÿ ïîäëåæèò ìîäèôèêàöèè è íàñòðîéêå ïðè ðàçðàáîòêå êîíêðåòíîãî ïðîåêòà
ÀÑÓÒÏ. Ãðàôè÷åñêèé èíòåðôåéñ îïåðàòîðà ïðåäñòàâëÿåò ñîáîé íàáîð âèäåîêàäðîâ, êàæ-
äûé èç êîòîðûõ ÿâëÿåòñÿ ìíåìîñõåìîé íåêîòîðîé ÷àñòè òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ
èëè âñåãî òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ (ãëàâíûé âèäåîêàäð). Ãðàôè÷åñêèé èíòåðôåéñ
îïåðàòîðà òàêæå âêëþ÷àåò â ñåáÿ íàáîð ïàíåëåé ñîñòîÿíèÿ è óïðàâëåíèÿ òåõíîëîãè÷åñêèì
îáîðóäîâàíèåì.

Ãëàâíûé âèäåîêàäð ïîñòîÿííî íàõîäèòñÿ íà ýêðàíå ìîíèòîðà. Îñòàëüíûå âèäåîêàäðû
âûçûâàþòñÿ îïåðàòîðîì ïî ìåðå íåîáõîäèìîñòè, çàìåùàÿ äðóã äðóãà è íàêëàäûâàÿñü íà
ãëàâíûé âèäåîêàäð. Îñíîâíîå îòëè÷èå ïàíåëåé ñîñòîÿíèÿ è óïðàâëåíèÿ òåõíîëîãè÷åñêèì
îáîðóäîâàíèåì îò âèäåîêàäðîâ çàêëþ÷àåòñÿ â òîì, ÷òî íà ïàíåëÿõ îòîáðàæàåòñÿ ñîñòî-
ÿíèå òîëüêî îäíîãî òåõíîëîãè÷åñêîãî îáúåêòà, è îíè âûçûâàþòñÿ íà ýêðàí ìîíèòîðà â
ëþáîì êîëè÷åñòâå è íåçàâèñèìî äðóã îò äðóãà. Íèêàêèõ îãðàíè÷åíèé íà îáùåå êîëè÷å-
ñòâî âèäåîêàäðîâ è ïàíåëåé ñîñòîÿíèÿ è óïðàâëåíèÿ è íà ðàñïðåäåëåíèå òåõíîëîãè÷åñêîãî
îáîðóäîâàíèÿ ïî âèäåîêàäðàì íå ñóùåñòâóåò. Åäèíñòâåííîå óñëîâèå � ãëàâíûé âèäåîêàäð
äîëæåí áûòü â îáÿçàòåëüíîì ïîðÿäêå è òîëüêî îäèí.

Ñèñòåìà óïðàâëåíèÿ áàçîé äàííûõ (ÑÓÁÄ) òàêæå ðåàëèçîâàíà â âèäå íåêîòîðîãî ïîä-
ìíîæåñòâà âèäåîêàäðîâ è ïàíåëåé ãðàôè÷åñêîãî èíòåðôåéñà îïåðàòîðà, íî ýòè ãðàôè÷å-
ñêèå îáúåêòû ïðè ðàçðàáîòêå êîíêðåòíîãî ïðîåêòà ÀÑÓÒÏ ìîäèôèêàöèè íå ïîäëåæàò.

Âñå ãðàôè÷åñêèå îáúåêòû â ïîñòðîèòåëå ïðèëîæåíèé
”
Application Builder Photon“, à

ê íèì îòíîñÿòñÿ êàê âèäåîêàäðû è ïàíåëè, òàê è ñîâîêóïíîñòü ãðàôè÷åñêèõ çíàêîâ íà
âèäåîêàäðàõ è ïàíåëÿõ, èìåþò èìåíà (òåãè) è îïðåäåëåííûå íàáîðû ñâîéñòâ, êîòîðûå
ìîæíî óâèäåòü â èíñïåêòîðå îáúåêòîâ ïîñòðîèòåëÿ ïðèëîæåíèé. Ãðàôè÷åñêèå çíàêè íà
âèäåîêàäðàõ è ïàíåëÿõ äåëÿòñÿ íà äâå êàòåãîðèè: çíàêè, ïðèìåíÿåìûå äëÿ îôîðìëåíèÿ,
è çíàêè, êîòîðûå èñïîëüçóþòñÿ äëÿ îòîáðàæåíèÿ ñîñòîÿíèÿ òåõíîëîãè÷åñêîãî îáîðóäî-
âàíèÿ (àêòèâíûå ãðàôè÷åñêèå çíàêè). Çíàêè, èñïîëüçóåìûå äëÿ îôîðìëåíèÿ, ÿâëÿþòñÿ
áåçûìÿííûìè, ò. å. èìåþò íåêîòîðûé ñòàíäàðòíûé äëÿ ïîñòðîèòåëÿ ïðèëîæåíèé òåã. Òåã
àêòèâíîãî ãðàôè÷åñêîãî çíàêà ìîæíî âûáèðàòü ñîâåðøåííî ïðîèçâîëüíî, íî åñëè òåã ãðà-
ôè÷åñêîãî çíàêà ñîâïàäàåò ñ êîäîì ñèãíàëà â êîäèðîâêå ïîäñèñòåìû âåðõíåãî óðîâíÿ,
ñîñòîÿíèå êîòîðîãî îí îòîáðàæàåò, òî äëÿ ýòîãî çíàêà ïðåäîñòàâëÿåòñÿ äîïîëíèòåëüíàÿ
èíôîðìàöèÿ, íàïðèìåð, ãðàôèê ñóòî÷íîãî èçìåíåíèÿ ñèãíàëà.

Âî âíîâü ðàçðàáîòàííîé SCADA-ñèñòåìå âñÿ ñîâîêóïíîñòü ñèãíàëîâ ñîñòîÿíèÿ è óïðàâ-
ëåíèÿ ðàçáèâàåòñÿ ïî òåõíîëîãè÷åñêèì îáúåêòàì, êàæäûé èç êîòîðûõ îáëàäàåò îïðåäå-
ëåííûì íàáîðîì ñèãíàëîâ ñîñòîÿíèÿ òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ è óïðàâëåíèÿ òåõíî-
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ëîãè÷åñêèì îáîðóäîâàíèåì. Â êà÷åñòâå òàêèõ òåõíîëîãè÷åñêèõ îáúåêòîâ ìîãóò âûñòóïàòü,
íàïðèìåð, ðàçëè÷íûå äâèãàòåëè ïðèâîäà, êîíâåéåðû, íàñîñû âîäîîòëèâà, ÿ÷åéêè ýíåðãî-
ñíàáæåíèÿ è ò. ï.

Â êîíôèãóðàöèîííûõ ôàéëàõ ïîäñèñòåìû âåðõíåãî óðîâíÿ óêàçûâàåòñÿ îáùèé ñïèñîê
âñåõ òåõíîëîãè÷åñêèõ îáúåêòîâ ñ óêàçàíèåì èõ êîäà â ïîäñèñòåìå âåðõíåãî óðîâíÿ, ïðèâî-
äÿòñÿ òàáëèöû ñèãíàëîâ ñîñòîÿíèÿ è óïðàâëåíèÿ ïî êàæäîìó òåõíîëîãè÷åñêîìó îáúåêòó è
îïðåäåëÿþòñÿ ìåòîäû îòîáðàæåíèÿ ñèãíàëîâ ñîñòîÿíèÿ ïî êàæäîìó âèäåîêàäðó è êàæäîé
ïàíåëè ãðàôè÷åñêîãî èíòåðôåéñà îïåðàòîðà. Êîäèðîâêà ñèãíàëîâ â ïîäñèñòåìå âåðõíåãî
óðîâíÿ ñîñòîèò èç êîäà òåõíîëîãè÷åñêîãî îáúåêòà, êîòîðîìó ïðèíàäëåæèò ñèãíàë, ñ äî-
áàâëåíèå ñèìâîëà, îïðåäåëÿþùåãî òèï ñèãíàëà, è äîáàâëåíèåì äåñÿòè÷íîãî ïîðÿäêîâîãî
íîìåðà ñèãíàëà ïî òàáëèöå ñîîòâåòñòâóþùåãî òèïà ñèãíàëîâ.

Òåêñòîâûå êîíôèãóðàöèîííûå ôàéëû ïîäñèñòåìû íèæíåãî óðîâíÿ îïðåäåëÿþò ïîñëå-
äîâàòåëüíîñòü ðàñêëþ÷åíèÿ äàò÷èêîâ ïî ñèñòåìàì ñîïðÿæåíèÿ ñ òåõíîëîãè÷åñêèì îáîðó-
äîâàíèåì è, äîïîëíèòåëüíî, çàäàþò êîäèðîâêó äàííûõ ñîñòîÿíèÿ è óïðàâëåíèÿ â êîäàõ
ïîäñèñòåìû âåðõíåãî óðîâíÿ. Äëÿ êîäèðîâàíèÿ ñèãíàëîâ ñîñòîÿíèÿ è óïðàâëåíèÿ â ïîä-
ñèñòåìå íèæíåãî óðîâíÿ èñïîëüçóþòñÿ êîìáèíàöèè èç ïÿòè öåëûõ ÷èñåë: íîìåð óçëà òåõ-
íîëîãè÷åñêîé ñåòè, íîìåð ïîðòà íà óçëå, íîìåð êàíàëà íà óçëå, òèï ñèãíàëà è ïîðÿäêîâûé
íîìåð ñèãíàëà ïî êîíôèãóðàöèîííûì ôàéëàì ïîäñèñòåìû íèæíåãî óðîâíÿ.

Ñåòåâàÿ êîíôèãóðàöèÿ òåõíîëîãè÷åñêîé ñåòè è ðàñïðåäåëåíèå ïðîãðàììíîãî îáåñïå-
÷åíèÿ ÀÑÓÒÏ ïî óçëàì çàäàþòñÿ ñîîòâåòñòâóþùèìè òåêñòîâûìè êîíôèãóðàöèîííûìè
ôàéëàìè. Ñïèñêè è ôîðìàòû ðàçëè÷íûõ ñâîäîê ñîñòîÿíèÿ îáúåêòîâ òåõíîëîãè÷åñêîãî îáî-
ðóäîâàíèÿ òàêæå îïðåäåëÿþòñÿ ñâîèìè òåêñòîâûìè êîíôèãóðàöèîííûìè ôàéëàìè ñâîäîê.

Îñíîâíûå îñîáåííîñòè SCADA-ñèñòåìû. Âñå ÀÐÌ îïåðàòîðà ÿâëÿþòñÿ àáñîëþò-
íî ðàâíîïðàâíûìè ïî îïåðàöèÿì îòîáðàæåíèÿ ñîñòîÿíèÿ êîíòðîëèðóåìîãî òåõíîëîãè÷å-
ñêîãî îáîðóäîâàíèÿ è óïðàâëåíèÿ òåõíîëîãè÷åñêèì îáîðóäîâàíèåì. Êàæäûé ÀÐÌ îïå-
ðàòîðà îáëàäàåò ñîáñòâåííîé ëîêàëüíîé àðõèâíîé áàçîé äàííûõ, ñèíõðîíèçèðîâàííîé ñ
ïðî÷èìè áàçàìè äàííûõ. Îòñóòñòâèå â òåõíîëîãè÷åñêîé ñåòè âûäåëåííîãî ñåðâåðà äàííûõ
(ñåðâåðà ïðèëîæåíèé) ÿâëÿåòñÿ ïåðâîé ãëàâíîé îñîáåííîñòüþ ïðîãðàììíîãî îáåñïå÷åíèÿ
SCADA-ñèñòåìû. Ïîäîáíûé ïîäõîä ðåàëèçóåò ìíîãîêðàòíîå ãîðÿ÷åå ðåçåðâèðîâàíèå â ñè-
ñòåìàõ àâòîìàòèçèðîâàííîãî óïðàâëåíèÿ è, òåì ñàìûì, âî-ïåðâûõ, ñóùåñòâåííî óâåëè÷è-
âàåò íàäåæíîñòü àâòîìàòèçàöèè óïðàâëåíèÿ òåõíîëîãè÷åñêèìè ïðîöåññàìè, à âî-âòîðûõ,
ñóùåñòâåííî óïðîùàåò ïðîöåññ ìîäèôèêàöèè è íàñòðîéêè ïðîãðàììíîãî îáåñïå÷åíèÿ.

Ðàññìàòðèâàåìàÿ SCADA-ñèñòåìà ñïðîåêòèðîâàíà è ðàçðàáîòàíà êàê SCADA-ñèñòåìà
ðåàëüíîãî âðåìåíè è ïðåäíàçíà÷åíà äëÿ àâòîìàòèçàöèè òåõíîëîãè÷åñêèõ ïðîöåññîâ, íà-
êëàäûâàþùèõ æåñòêèå òðåáîâàíèÿ íà âðåìÿ ðåàêöèè ñèñòåìû óïðàâëåíèÿ íà òî èëè èíîå
ñîáûòèå. Ñóùåñòâóåò âåðõíÿÿ îöåíêà âðåìåíè ðåàêöèè SCADA-ñèñòåìû íà ëþáîå îäè-
íî÷íîå ñîáûòèå, è îíà èçìåðÿåòñÿ äåñÿòêàìè ìèëëèñåêóíä. Ãàðàíòèðîâàííîå ìàëîå âðåìÿ
ðåàêöèè íà ëþáîå îäèíî÷íîå ñîáûòèå ÿâëÿåòñÿ âòîðîé îñíîâíîé îñîáåííîñòüþ SCADA-
ñèñòåìû.

Íàñòðîéêà ïðîãðàììíîãî îáåñïå÷åíèÿ SCADA-ñèñòåìû íà êîíêðåòíûé ñîñòàâ è êîí-
ôèãóðàöèþ àâòîìàòèçèðóåìîãî òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ, à òàêæå ìåòîäû îòîáðà-
æåíèÿ ñîñòîÿíèÿ òåõíîëîãè÷åñêîãî îáîðóäîâàíèÿ íà ãðàôè÷åñêîì èíòåðôåéñå îïåðàòîðà
çàäàþòñÿ òåêñòîâûìè êîíôèãóðàöèîííûìè ôàéëàìè ïîäñèñòåì âåðõíåãî è íèæíåãî óðîâ-
íåé. Íåïîñðåäñòâåííî ñàì ãðàôè÷åñêèé èíòåðôåéñ îïåðàòîðà ðàçðàáàòûâàåòñÿ ñ ïîìîùüþ
ñèñòåìíîãî ïîñòðîèòåëÿ ïðèëîæåíèé

”
Application Builder Fhoton“, ÷òî ïðåäïîëàãàåò ïå-

ðåäà÷ó çàêàç÷èêàì íå òîëüêî èñïîëíÿåìûõ ìîäóëåé SCADA-ñèñòåìû ïîäñèñòåìû íèæíå-
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ãî óðîâíÿ, íî è ïåðåäà÷ó ïî êðàéíåé ìåðå âñåé ñîâîêóïíîñòè îáúåêòíûõ ìîäóëåé ïðî-
ãðàììíîãî îáåñïå÷åíèÿ ïîäñèñòåìû âåðõíåãî óðîâíÿ. Îäíàæäû óñòàíîâëåííîå ïðîãðàìì-
íîå îáåñïå÷åíèå SCADA-ñèñòåìû ìîæåò áûòü äàëåå ñâîáîäíî ñêîïèðîâàíî íà ëþáîé íî-
ñèòåëü èíôîðìàöèè. Òàêèì îáðàçîì, ïðîãðàììíîå îáåñïå÷åíèå SCADA-ñèñòåìû ÿâëÿåòñÿ
îòêðûòûì. È ýòî îáñòîÿòåëüñòâî ÿâëÿåòñÿ òðåòüåé îñíîâíîé îñîáåííîñòüþ ïðîãðàììíîãî
îáåñïå÷åíèÿ SCADA-ñèñòåìû, è ýòî æå îáñòîÿòåëüñòâî ñóùåñòâåííî óñëîæíÿåò ïðîáëåìó
çàùèòû ïðîãðàììíîãî îáåñïå÷åíèÿ îò íåñàíêöèîíèðîâàííîãî èñïîëüçîâàíèÿ ïðîãðàììíî-
àïïàðàòíûìè ñðåäñòâàìè. Äëÿ ðåøåíèÿ óêàçàííîé ïðîáëåìû ïðåäïî÷òèòåëüíåå ïîëüçî-
âàòüñÿ ïðàâîâûìè ìåòîäàìè, êàê ýòî ïðèíÿòî â áîëüøèíñòâå ñòðàí Çàïàäà.

Çàêëþ÷åíèå. Çàùèòà òåõíîëîãè÷åñêîé ñåòè ÀÑÓÒÏ îò êèáåðàòàê äîñòèãàåòñÿ,
êàê îáû÷íî, æåñòêèì êîíòðîëåì äîñòóïà îïåðàòîðîâ ê óïðàâëåíèþ ïî êàòåãîðèÿì,
áëîêèðîâàíèåì âñåõ ôóíêöèé îáðàùåíèÿ ê îïåðàöèîííîé ñèñòåìå ñî ñòîðîíû îïåðàòîðîâ,
à òàêæå ñâîéñòâàìè ñàìîé îïåðàöèîííîé ñèñòåìû

”
Íåéòðèíî“ è ôèçè÷åñêîé ðàçâÿçêîé

òåõíîëîãè÷åñêîé è àäìèíèñòðàòèâíîé âû÷èñëèòåëüíûõ ñåòåé ïðåäïðèÿòèé. Ïðè íåîáõîäè-
ìîñòè äîñòóï èç òåõíîëîãè÷åñêîé ñåòè â àäìèíèñòðàòèâíóþ ñåòü îñóùåñòâëÿåòñÿ òîëüêî
÷åðåç äîïîëíèòåëüíûå ñåòåâûå àäàïòåðû ñ êîíòðîëåì èñïîëüçóåìûõ ñåðâèñîâ ñòåêà
ïðîòîêîëîâ TCP/IP. Âîçìîæíûå óÿçâèìîñòè ïðîãðàììíîãî îáåñïå÷åíèÿ SCADA-ñèñòåìû
ìîãóò áûòü äîñòàòî÷íî ëåãêî íàéäåíû è íåéòðàëèçîâàíû, ïîñêîëüêó ïðîãðàììíûé êîä
SCADA-ñèñòåìû ÿâëÿåòñÿ îòêðûòûì.
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