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This paperis dedicated to the development of software-hardware facilities for cryptosystems based
on polynomial residue number system.

Today, there is a significant increase in the transfer and processing of personal data from different
sources, and this huge amount of data is stored in various information systems and environments.
There are many security threats to sensitive data that are processed and stored on such systems.

One of the most reliable ways to solve data protection problems in computer systems and networks
is data encryption. With the development of communication networks and embed systems, there is a
growing need to create efficient hardware solutions for performing encryption.

The most of the known conventional software-hardware cryptosystems are implemented using
positional number system. The main difficulty with performance occurs during work with large data
blocks (for instance, with long encryption keys) in cryptographic transformations.

As a result of searching for ways to increase the productivity of electronic computers, methods of
detecting and correcting errors, and building highly reliable computer systems, in the middle of the
20th century research has begun in the field of non-positional notation systems.

In this article we discuss some aspect of software and hardware implementation of the encryption
scheme based on polynomial residue number system (RNS), which is a system of data representation in
computational arithmetic. In RNS, a multi-digit integer in the positional number system is represented
as a sequence of several small-digit positional numbers. These numbers are the residues (deductions)
from dividing the original number by the bases of the RNS, which are mutually prime numbers.

RNS is the one of the known methods for optimizing computations in existing cryptographic
algorithms. It is a nonpositional number system, which is also known as modular arithmetic. In
particular, the usage of systems of residual classes allows to increase the speed of operations due
to lack of carry bit transfer during addition and splitting a large block of input data into smaller
sub-blocks and their parallel processing.

Absence of digits transfer in operations of addition and multiplication and no error propagation is
the main advantage that allows to effectively using residue number system in some areas of computer
technology. All elements of the vector in nonpositional notations are equivalent unlike the positional
notations and error in one of them leads only to a reduction in the dynamic range. This fact allows
designing devices with increased fault tolerance and error correction.

A work is being done to develop and implement a software-hardware system for preliminary
calculation of the parameters of the non-position number system. In this implementation, the main
time-consuming operation — division of a polynomial modulo an irreducible polynomial — is performed
hardware-wise on a multiplication device, the scheme of which was presented in authors’ previous works.

The polynomial data for multiplication is prepared on the MicroBlaze software microprocessor, and
then this data is transferred to the multiplier device to be multiplied by a modulo of an irreducible
polynomial.
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Currently a research project on the hardware implementation of the considered cryptosystem is
in progress. As was shown above, the main advantages of using the nonpositional number system are
the absence of transfer of bits in the operations of addition and multiplication, and, consequently, the
possibility of parallel execution of operations on each of the bases of the system, which significantly
speeds up the calculation process.

The developed design is to be implemented in HDL Verilog language and synthesized using the
Xilinx Artix-7 FPGA.

The ongoing research is aimed for the development of algorithms for multiplying polynomials
modulo irreducible polynomials, the synthesis and implementation of various digital multiplier circuits
on their basis for the purpose of the software-hardware implementation of symmetric cryptosystems
based on the nonpositional number system. The developed modular multiplier is planned to be used as
a main calculation unit during hardware implementation of the proposed encryption systems built on
NPNS so that calculation in the residue number system can be performed more efficiently in hardware.

In the developed multiplier, the product of polynomials is calculated by summing the rows of
matrices of the partial product using multilevel tree of adders. After that a modular reduction by
irreducible polynomial is performed.

The application of the non-positional number system allows accelerating slow calculations in
asymmetric encryption algorithms and increasing their reliability as well.

Key words: residue number system, block cipher, nonpositional polynomial notation, FPGA
programming.
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B nmammoii craThe paccMaTpPHBAIOTCS HEKOTOPBIE ACIEKTHl IPOTPAMMHO-ANIapaTHOH peann3annn
Kpunrorpaduieckoil cucremsl Ha 6a3e HEIO3UIMOHHON cucTeMbl cunciaenus. OImUchBaloTcs paborbl
10 pa3paboTKe W peau3allii AMIAPATHOIO YMHOXKHUTENA ITOJUHOMOB II0 MOV HEIIPHBOINMOIO
nosmuoma ¢ kodddunuentamu nag GF (2) ana wenosunmonnoit kpunrocucremb Ha 6aze TIJINC.
PaccmaTprBaioTcd HEKOTOpPBIE BOIPOCHI CO3AHMSA IIPOTPAMMBI IIPEIBAPUTEILHOIO pacdeTa mapa-
METPOB HEMO3UIIMOHHOM CHCTEMbI CUMCIEHNUS C MPUMEHEeHEeM Be0O-TeXHOJIOTHIA.

KuroueBbie ciioBa: crucreMa OCTATOYHBLIX KJIACCOB, OIOYHBLIA mMudp, HEIOSHIIMOHHAS ITOJIHHO-
MuaIbHadA cucrembl caucaenuii, [LJINC.

Today, there is a significant increase in the transfer and processing of personal data from
different sources, and this huge amount of data is stored in various information systems and
environments. There are many security threats to sensitive data that are processed and stored
on such systems.

According to the steady growth in the number of users and devices in communication
networks, issues of ensuring information security of data transmitted are particularly relevant.
Cryptographic means of information protection can be used to solve the problems of
confidentiality and authentication.

The main tasks of cryptographic protection of information in information systems are: data
encryption to ensure confidentiality during storage and transmission over the network be-tween
communication sites; the usage of hash functions to control the integrity of data; usage of
message authentication codes and electronic digital signatures for message authentication.

One of the most reliable ways to solve data protection problems in computer systems and
networks is data encryption. With the development of communication networks and embed
systems, there is a growing need to create efficient hardware solutions for performing encryption.

Today, several efficient and reliable encryption algorithms and schemes are known. However,
most of the known software-hardware cryptosystems are implemented in positional number
system [1, 2|. The main difficulty with performance occurs during work with large data blocks
(for instance, with long encryption keys) in cryptographic transformations.

When performing arithmetic operations on large digit numbers represented in the position-
al system, it becomes necessary to consider inter-digit carry propagation, which significantly
slows down the calculation speed and complicates the structure of the device. The search for
new ways to improve the performance of computing devices led researchers to the objective
conclusion that in this direction of the positional number system all possibilities are exhausted.
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In order to significantly improve the performance of computing devices, it is necessary to use
the numbering systems devoid of such drawbacks.

As a result of searching for ways to increase the productivity of electronic computers,
methods of detecting and correcting errors, and building highly reliable computer systems,
in the middle of the 20th century research has begun in the field of non-positional notation
systems.

In this article we discuss some aspect of software and hardware implementation of the
encryption scheme based on polynomial residue number system (RNS).

1. Residue number system. In the traditional positional number system, the value of
each numeric character (digit) in the number designation depends on its position, or the digit
of the recording. The name of the positional number systems is determined by the bases of
these systems. The basis of the sys-tem can be any number.

In addition to positional number systems, there are also non-positional number systems in
which the notation of numbers is based on other principles. An example of such systems is
known Roman numerals, which are written in the form of symbols meaning the value of the
digit.

Another example of a non-positional system is residue number system (RNS) [3] , which
is a system of data representation in computational arithmetic. In RNS, a multi-digit integer
in the positional number system is represented as a sequence of several small-digit positional
numbers. These numbers are the residues (deductions) from dividing the original number by
the bases of the RNS, which are mutually prime numbers.

RNS is the one of the known methods for optimizing computations in existing cryptographic
algorithms. It is a nonpositional number system, which is also known as modular arithmetic.
In particular, the usage of systems of residual classes allows to increase the speed of operations
due to lack of carry bit transfer during addition and splitting a large block of input data into
smaller sub-blocks and their parallel processing.

Absence of digits transfer in operations of addition and multiplication and no error
propagation is the main advantage that allows to effectively using residue number system in
some areas of computer technology. All elements of the vector in nonpositional notations are
equivalent unlike the positional notations and error in one of them leads only to a reduction in
the dynamic range. This fact allows designing devices with increased fault tolerance and error
correction [4].

In this paper we discuss implementation aspect of the symmetric encryption algorithm based
on polynomial RNS (nonpositional polynomial number system, NPNS), described in [5-7].

2. Implementation of the softwarefor preliminary calculation RNS parameters.
Preliminary calculation of the parameters of NPNSis performed in a software package, based
on the library developed earlier for working with polynomials with coefficients over GF (2).
The library implements following operations:

— addition;

— subtraction;

— multiplication;

— division.

The division operation is used in modular reduction by irreducible polynomial, an example of
which is illustrated in Figure 1. There is a polynomial x6+x5+x2+1 is divided by x4+x3+x-+1,
forming a reminder x341. The library uses a binary representation of polynomials with
coefficients GF (2).
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1100101
--------- = 199, r = 1881

Fig. 1. Division operation by irreducible polynomial
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Fig. 2. Calculator form for modular multiplication
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Fig. 3. Input form for the parameters of RNS
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Fig. 4. MicroBlazemicroprocessor in Vivado development environment

To provide access to the means of calculation, a web interface was developed on the basis
of the Spring framework.

The Spring MVC framework implements the Model-View-Controller pattern architecture
using loosely coupled ready-made components. The MVC pattern separates the aspects of the
application (input logic, business logic and UI logic) while providing a free link between them.

Model encapsulates application data, as a whole they consist of mathematical- computer
models for computations in NPNS.

View is responsible for displaying the data of the Model, usually generating HTML, which
is visible in a browser.

Controller processes user’s request creates the corresponding Model and passes it to the
View.

After the final selection of the components and their implementation, the architecture of
the web application with the directories ready for further filling was obtained. Fragments for
interaction with the visual part, CSS graphic styles, standard HTML pages and JavaScript
functionality are located in the ,resources”, and the models for calculation and control logic,
respectively, are placed in ,java“.

The backend services interact with the client side of the software implemented using Angular
web-framework. This part uses several HTML based web-form to get input parameters for the
calculations. An example of such form for polynomials modular multiplications is shown in
Figure 2.

The major part of the preliminary calculations of RNS parameters includes formation of the
RNS moduli system. A working base of irreducible polynomials is taken from the preliminary
formed database of irreducible polynomials. These polynomials are chosen randomly according
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Fig. 6. The structure of a single multiplier modulo irreducible polynomials

to provided degrees to fill the length of the input data block as described in [7]. Number of
irreducible polynomials and their degrees are provided through the inputs shown in Figure 3.

3. Interaction with the hardware part of the system. A work is being done to develop
and implement a software-hardware system for preliminary calculation of the parameters of the
non-position number system. In this implementation, the main time-consuming operation —
division of a polynomial modulo an irreducible polynomial — is performed hardware-wise on a
multiplication device, the scheme of which was presented in [§].

The hardware platform is FPGA Artix-7 (XC7A35TICSG324-1L) based on the Arty A7
development board from Digilent [9].

In the software part of this work, the Microblaze microprocessor core implemented on the
basis of Xilinx FPGA is used. MicroBlaze is an integral part of the Embedded Development
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Kit (EDK) package, offered by Xilinx as the main tool for developing and debugging embedded
FPGA-based microprocessor systems.

Elements of the MicroBlazeprocessor family are embedded microprocessor cores with RISC
architecture, which are designed for use on FPGA base systems. The scheme of the processor
and periphery devices is shown in Figure 4.

The polynomial data for multiplication is prepared on the MicroBlaze microprocessor, and
then this data is transferred to the multiplier device to be multiplied by a modulo of an
irreducible polynomial.

4. Design of a hardware multiplier for the nonpositional cryptosystem. Hardware
encryption has a number of significant advantages over software encryption [10]: encryption
has a higher speed; hardware implementations of cryptographical algorithms guarantee their
integrity; on the basis of hardware encryptors it is possible to create a system for protecting
information from unauthorized access and distinguishing access to a computer; the use of a
specialized cryptographic processor for performing cryptographic transformations unloads the
central processor of the computer.

Currently a research project on the hardware implementation of the considered cryptosystem
is in progress. As was shown above, the main advantages of using the nonpositional number
system are the absence of transfer of bits in the operations of addition and multiplication,
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and, consequently, the possibility of parallel execution of operations on each of the bases of the
system, which significantly speeds up the calculation process.

During routine calculations in NPNS the main hardware unit is a device for multiplying
polynomials modulo irreducible polynomials with coefficients in GF (2). Considering the
foregoing, the development of a hardware multiplier for the NPNS is a relevant task, the
solution of which will provide opportunities for creating effective hardware implementations
cryptosystems based on a polynomial RNS.

Let consider the initial polynomial multiplier scheme using the classical approach of building
a multiplier — the product of polynomials is calculated by summing the rows of matrices of
the partial product on multilevel adders, and the modular reduction is performed on , partial
residue formers“ (PRF). To sum the rows of the matrix, partial products in rows are grouped
by pairs and each pair is summed in parallel on the adder by modulo two, forming the first-
level adder. Further, the results of addition, which were obtained at the first level, are also
grouped in pairs and summed on the adder by modulo two, forming second-level adders. Such
a summation is processed until the result is obtained. Thus, the formation of the product of
polynomials occurs on the tree of adders, which has several levels. The number of levels and
adders at each level depends on the bit capacity of the multiplied polynomials.

The developed design is to be implemented in HDL Verilog language and synthesized using
the Xilinx Artix-7 FPGA. The circuit description consists of the following components: the
top-level module (Figure 5). In this module, the multipliers (matrixReducer), their inputs and
outputs are defined. Each module of the matrixReducer multiplier consists of a module of
matrix row conjunctures, an adder tree and PRF modules (Figure 6). The general structure of
the connection of the adder tree and PRF modules is shown in Figure 7.

Conclusion. At present, RNS is often used to develop efficient and high-performance special
purpose processors [11], which are widely used, in cryptography [12, 13].

The ongoing research is aimed for the development of algorithms for multiplying polynomials
modulo irreducible polynomials, the synthesis and implementation of various digital multiplier
circuits on their basis for the purpose of the software-hardware implementation of symmetric
cryptosystems based on the nonpositional number system. The developed modular multiplier is
planned to be used as a main calculation unit during hardware implementation of the proposed
encryption systems built on NPNS so that calculation in the residue number system can be
performed more efficiently in hardware.

In the developed multiplier, the product of polynomials is calculated by summing the rows
of matrices of the partial product using multilevel tree of adders. After that a modular reduction
by irreducible polynomial is performed.

The application of the non-positional number system allows accelerating slow calculations
in asymmetric encryption algorithms and increasing their reliability as well.
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